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Sharing multi-partite quantum entanglement between parties allows for diverse
secure communication tasks to be performed. Among them, conference key
agreement (CKA) — an extension of key distribution to multiple parties — has
received much attention recently. Interestingly, CKA can also be performed in
a way that protects the identities of the participating parties, therefore pro-
viding anonymity. In this work, we propose an anonymous CKA protocol for
three parties that is implemented in a highly practical network setting. Specif-
ically, a line of quantum nodes is used to build a linear cluster state among all
nodes, which is then used to anonymously establish a secret key between any
three of them. The nodes need only share maximally entangled pairs with their
neighbours, therefore avoiding the necessity of a central server sharing entan-
gled states. This linear chain setup makes our protocol an excellent candidate
for implementation in future quantum networks. We explicitly prove that our
protocol protects the identities of the participants from one another and per-
form an analysis of the key rate in the finite regime, contributing to the quest
of identifying feasible quantum communication tasks for network architectures
beyond point-to-point.

1 Introduction

The goal of conference key agreement (CKA) protocols is to establish a shared key between
multiple parties that do not use trusted means of communication. CKA has been explored
in the quantum domain, with the aim of developing new schemes for cryptography and
communication beyond bi-partite key distribution [1, 2, 3, 4]. Various quantum states have
been proposed to achieve CKA, including both discrete-variable |5, 6, 7] and continuous-
variable [8, 9, 10| states. In this work, we focus on the discrete-variable case. Particularly
suitable for CKA protocols are quantum resource states that exhibit symmetric measure-
ment outcome correlations for all participants of the respective communication protocol.
Such states include GHZ states [11]|, which are ideal CKA resources due to their obvious
correlation when measured in the computational basis [1, 5, 6]. Other useful symmetric
resources are W states [12], although they only allow for the probabilistic generation of a
conference key |7].

In recent years, the need for privacy and anonymity has led researchers to develop
anonymous versions of protocols that implement important cryptographic primitives [13,
14, 15]. In the case of CKA, the goal would be to establish a key between a number of
participants, while keeping their identities hidden from the other non-participating parties,
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and in some instances even from each other. Using shared GHZ states, anonymous proto-
cols have been proposed [16, 17] and implemented [18] that also provide an advantage in
keyrate compared to sharing bi-partite entanglement [17]. However, GHZ states are highly
loss-prone and cannot be easily exchanged over long distances. Moreover, most previous
approaches using these states require a central server to distribute the state.

In this work, we address and answer the question of how to achieve anonymous CKA
within a minimal and in several ways experimentally feasible nearest neighbour architec-
ture of discrete variable quantum states. Specifically, we assume a linear chain of quantum
nodes’, and study how to anonymously share a secret key between three of them. These
three participants (also referred to as Alice, Bob and Charlie) use shared bi-partite entan-
glement with their neighbours to establish a linear cluster state [19, 20, 21| that ‘connects’
the three of them and all the nodes in between. This linear cluster state is further used to
anonymously establish a three-partite maximally entangled state between Alice, Bob and
Charlie, which is used to run a conference key agreement protocol and share a key with
provable security. Our new protocol is one of the few cryptographic demonstrations where
non-maximally entangled states are used for practical tasks. It highlights the flexibility
that multi-partite entanglement provides for cryptographic tasks involving more than two
parties and complements known results supporting this approach [16, 17, 22, 23, 24].

This work is structured as follows. In Subsection 1.1 we provide the necessary pre-
liminaries and definitions to subsequently introduce the protocol in Section 2. Section 3
contains an analysis and explanation of the protocol and its performance, specifically how
anonymity and security are achieved, as well as how the (finite) key rate is calculated.
Section 4 contains a general discussion. Some details of the protocol, as well as the proofs
of security and anonymity have been deferred to Appendices A, B and C, respectively.

1.1 Preliminaries and definitions

Throughout this work, we denote with the ordered set N' = {Ny, No,..., N,_1, N, } the
collection of all nodes in a linear network (Fig. 1). We fix a set of three nodes P =
{Ng, Ny, N.} C N such that a < b < ¢ and call them Alice, Bob and Charlie, respectively.
The goal of these three parties is to establish a secret key between them, without revealing
their identities to everyone else. We will refer to them as the participants and to all other
nodes P := N \ P as the non-participants of our anonymous conference key agreement
protocol.

N, Ny N, N, Ny Ny N, N N, N N,

OQOQOQOQOQOQ&Q s

Bob Charlie

Figure 1: Participants P = {/V,, V,, N..} and non-participants P are connected by a linear network.
The position of Alice, Bob and Charlie are not known by any other node in the network.

'Note that “linear chain” setups often refer to quantum repeater setups involving quantum memories.
Our protocol however does not require quantum memories. The feasibility of implementing this protocol
in the short term, and the relevance of the photonics experiments discussed in Section 4, are due to the
fact that the setup is a linear chain of source and measurement stations without quantum memories, rather
than a traditional linear repeater chain.

Accepted in { Yuantum 2023-09-05, click title to verify. Published under CC-BY 4.0. 2



Alice, Bob and Charlie know each other’s position within the network and can iden-
tify the communication from each N; with its index i. Moreover, they have access to a
pre-shared secret key; note that our scheme is a key-expansion scheme, like all known
quantum key distribution and CKA protocols. We assume that the participants are coop-
erating: neither do they reveal each other’s identity nor do they reveal the created secret
key. However, we allow the non-participants to be dishonest and to actively deviate from
the protocol — as long as they do not collude with each other. This means that non-
participants can perform arbitrary maps and measurements in deviating bases or disclose
false measurement outcomes, but they cannot, jointly with other non-participants, perform
a coordinated attack.

Regarding initial resources, we assume that all nodes share one copy of an entangled
(potentially noisy) Bell pair —i.e. (|0,0)4|1,1))/v/2 — with each of their neighbours: node
N; therefore holds two qubits with labels 7; and w;. Qubit 7; is entangled with qubit w;41
from node N;1 while qubit w; is entangled with qubit 7;,_1 from N;_;. Since nodes N; and
N,, both have a single neighbour, they only have a qubit 7 and w,, respectively. These
Bell pairs are used to create three linear cluster states between the nodes. For a set of

qubits {1,2,...,n}, we define the n-qubit linear cluster state vector
n—1
IL1,n) = [ CZiga |4)°", (1)
i=1

where |[+)®" := @, |+);, and CZ; ;1 is the controlled-Z quantum gate that is applied
between neighbouring qubits labelled ¢ and ¢ 4+ 1. Finally, from the linear cluster state, a
three-partite GHZ state with state vector

1
7

is extracted in an anonymous fashion. Fig. 2 depicts a visualization of our protocol. For
clarity, throughout this work, we denote a unitary Pauli operation with a capital letter,
where a superscript indicates a real power (e.g. Z° is a unitary Z operation for b = 1 and
I for b = 0). To indicate measurement bases, we use the o-notation, where a superscript
indicates the qubit (i.e. o refers to a measurement of qubit i in the Hadamard basis).

|GHZ3) := (10,0,0) +11,1,1)) (2)

2 Protocol

Our protocol is divided into three parts — the preparation of the required multi-partite
states from the Bell pairs (2.1), the anonymous extraction of the GHZ3 states from the
multi-partite states (2.2), and the subsequent key generation with post-processing (2.3).

2.1 Preparation of linear cluster states

From the Bell resources, we create the network state vector [N') := |L}) ® |Ly) ®|L;) , where
|L1), |Lm) and |L;) — with I, m, r denoting left, middle and right — are linear cluster states on
the qubits labelled {71, T2, ..., Ta—1,Wa }, {Tas Tat1, - - - » Te—1,We } and {7¢, Tet 1, -+ -y Tn—1, Wn },
respectively (Fig. 2 top and middle), by performing Protocol 1 for State preparation.
Protocol 1 is divided into three steps. Some nodes execute only a subset of the steps
and a small selection of nodes execute a variant of Step 2a, listed as Step 2b. These
considerations are reflected in Tab. 1, which indicates which nodes perform which steps.
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Figure 2: Top: Bell pairs shared between nodes N; and N;;;. Qubit 7; (dark gray) of IV; and
wit1 ( ) of N;1+1 are entangled. The three qubits to be part of the GHZ state are colored

, blue and pink. Middle: In Protocol 1, the Bell resources are used to create three linear
cluster states via Bell state projection. Alice and Charlie do not perform the projection. Bottom:

In Protocol 2 the network states |[\) are transformed into |GHZj3) states between N, NV, and N..
Protocol 1: State preparation Table 1: Protocol 1 Overview

Input. Bell pairs between nodes N; and N;. Not all steps of Protocol 1 are
Goal. Prepare the network state vector |N). performed by everyone.  This table

indicates which steps are performed by
whom. Note that since N; does not
perform 1. and N,, does not perform
3. there is neither og nor Ny 1.

All N; perform the following steps consecutively:

1. Receive 0;_1.
If 0,1 =1 apply Z on w;.
! PPy ’ Node | M N, N; - Ny
2a. Perform CZ between 7; and w;.
i 1. 4 4 4 v
Measure o7¢ and record measurement *
outcome bit as o;. 9. | x X v X X

2b. Draw uniformly random bit o;. o y y X y X

If o; =1 apply Z on ;.

Apply H on 7. .
3. Send o; to N;y1.

After discarding all measured qubits, each node but Alice and Charlie holds only one
qubit. Therefore, we can rename 7, — 4 for all N; € N\ {Ng, N., N} and w,, — n. For
Alice and Charlie we rename 7, and w, to a and ¢ as part of |Ly,) and w, and 7. to @ and
b as part of |L;) and |L,), respectively. From the network state we will now show how to
anonymously extract a GHZs state for Alice, Bob and Charlie. Protocol 1 and the above
discussion is phrased under the assumption that neither Alice nor Charlie are at the ‘ends’
of N. If indeed N, = Nj, Alice performs the steps of the column marked Np in Tab. 1,
and similarly for Charlie if N, = N,,. Note that Alice and/or Charlie then also hold just
one qubit.

As a small example, consider a network with only five nodes, where P = {N,, Ny, N.} =
{Ns, N4, N5} and thus P = {N7, N3}. Note that N,, = N.. All nodes except the first apply
Z to their qubit w; based on the outcome bit 0;,_1 they received. Any node other than N,
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N, or the first or last node performs step 2a.: they apply a CZ gate and then measure
oli, sending the outcome o; to the next node. To disguise that they are not performing
this step, N1 and N, apply Z to their 7; based on randomly drawn bit o; and send it to
the next node. Moreover, they apply H to 7;. Since N, is the last node, they only perform

step 1.

2.2 Anonymous extraction of GHZ states

After the n network nodes have created L network states as presented in Protocol 1, each
of these states is used to anonymously establish a |[GHZ3) state between Alice, Bob and
Charlie via Protocol 2 for GHZ extraction, as visualized in Fig. 2.

Protocol 2: GHZ extraction

Input. Network state vector |[N) from Protocol 1.  Table 2: Protocol 2 Overview
Configuration corrections {C*};ep calculated by Nj,
as explained in App. A.

dom bit (3;; N, does not
Goal. Anonymous |GHZ3) for N, Ny, N,. perform Step 3.

N; draws a uniformly ran-

All N; perform the following steps consecutively:

Node | N P P N,

1. eceive bit 8;_1 and compute 5; = B;_1P1.
R Bi-1 a ompute 3; = 8;_1® 1 X / v v

2a. Measure o, or oy, if §; is 0 or 1, respectively.
2a. X X v X

Record the measurement outcome bit m;.

2b. Draw a uniformly random bit m;. 21 4 1 S 4
If i € P: apply C". 3. v v v X
3. Communicate §; to node N;11.

Protocol 2 is divided into three steps as well; some nodes only execute a subset of the
steps and for Step 2 there are again two different options; this is reflected in Tab. 2. After
a given amount of time for everyone to measure their qubit, all nodes broadcast their mea-
surement outcome m;. The participants P then perform local unitary corrections on their
own qubits based on the number of nodes between Alice, Bob and Charlie as well as the
collection of measurement outcomes {m;}, p, resulting in L GHZj3 states shared between
them. These corrections can be found in App. A and consist of Clifford operations only.
Importantly, the corrections invoked by the measurement outcomes can be accounted for in
post-processing, so that all actions of the protocol can be carried out simultaneously; this
ensures no quantum memories are necessary. The final steps that enable secure anonymous
conference key agreement are explained in the next section.

Similarly to the previous one, Protocol 2 is phrased under the assumption that neither
Alice nor Charlie are at the ‘ends’ of V. If indeed N, = Nj, Alice performs the steps of
the column marked Nj in Tab. 1, and similarly for Charlie if N, = N,,. Note that Alice
and/or Charlie then also hold just one qubit.

Consider again the example where P = {N,, Ny, N.} = {Na, Ny, N5}, P = {Ny, N3}
and N, = N.. To start Protocol 2, N; draws uniformly random bits 81 and m;. They
send 31 to Ny. Here, Ny is a participant and therefore does not measure their qubit after
calculating B2 = 81 @ 1. Instead they apply C?, draw the bit my uniformly and send Bs to
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N3. The following node N3 is again not a participant. It flips the received bit, measures it,
and records the result as mg before sending f3 to IN4. The node N4 now acts as the first
participant No: apply C*, compute 4, draw my and send B4 to N5. This last participant
N5 is now in a special position at the end of the network, which allows them to skip the
last step and just to apply C°, to compute 35 and to draw ms.

2.3 Measurements and post-processing

The participants now use a fraction p of the L GHZ3 states to check for eavesdropping and
the rest to generate conference keys. Using L - ho(p) bits of the pre-shared key — where

ha(p) :== —plogy(p) — (1 — p) logy(1 — p)

is the binary entropy of p — Alice, Bob, and Charlie coordinate their measurements to be
in either the o,-basis (for KeyGen rounds) or o,-basis (for Verification rounds). During
the latter, (m) := L - p states are measured to estimate the o,-basis error rate

= (1 {ot0koD).

2
that is the relative number of erroneous (i.e. odd-parity) measurements. Every party
announces a uniformly random bit after every KeyGen and every Verification round —
with the exception of Bob and Charlie who announce their measurement outcome after
each Verification round; this allows Alice to calculate Q'¢. When Alice determines that
Q¢ is above a predetermined tolerance threshold Q], she sets her abort bit to 1 to abort
the protocol.

The other (k) := L — (m) = L - (1 — p) states are used to generate conference keys by
Alice, Bob, and Charlie measuring in the o.-basis. This results in k bits of raw key for each
participant which is then post-processed with error correction and privacy amplification.

To perform error correction, Alice applies a publicly known error-correcting code to her
raw key and encrypts the resulting error syndrome with a one-time pad using a portion
of the pre-shared key. Alice now announces the encrypted syndrome, while everyone else
announces a string of random bits of the same length. Bob and Charlie decrypt Alice’s error
syndrome using their pre-shared key and then perform error correction on their respective
keys using the publicly known error-correcting code.

To verify the error correction, all participants apply a hash function hgc to their
corrected key; Alice announces her outcome after encrypting it with a one-time pad using
part of the pre-shared key, while everyone else announces a uniformly random bit string
instead. Bob and Charlie now both decrypt Alice’s announced output and verify the error
correction by comparing their output of hgc with Alice’s. If either Bob or Charlie find a
discrepancy, they abort by setting their abort bit to 1; this ensures that the key they share
is correct.

To potentially abort the protocol, the participants each announce their abort bit, which
is 1 if and only if they want to abort, while the non-participants all announce random bits.
The participants encrypt again by one-time padding their bit each with a separate single
bit of the pre-shared key, using another 3 bits in total.

Finally, the participants perform privacy amplification to remove any correlation be-
tween the key and a potential eavesdropper, thereby reducing the length of the key. To
this end, they apply another hash function hpa; after subtracting the necessary key to
replenish the pre-shared key for communication in subsequent rounds, this results results
in a secure and correct key s of length ¢ (see App. B) shared by Alice, Bob, and Charlie if
the protocol was not aborted.

Q%
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3 Analysis of the protocol

Our nearest neighbour state preparation ensures that no central server is needed to pro-
vision resources. First, the parties create the linear cluster state by exchanging Bell pairs
with their nearest neighbours, performing an entangling operation between their two qubits
and subsequently measuring one. The non-participants then measure their remaining qubit
in order to establish a GHZ3 state between the participants.? The resulting corrections to
obtain the GHZ3 are non-trivial only for Alice and Charlie: The correction for Alice de-
pends only on the number of non-participants between Alice and Bob and the measurement
outcomes {mi}f;; 41 of these nodes, while the correction for Charlie can be constructed
by analogy. Importantly, the part of the correction that depends on the measurement
results generates only Pauli corrections, so all these corrections can be considered as post-
processing of KeyGen and Verification rounds of Alice and Charlie; this means that the
participants do not have to wait for announcements from non-participants before perform-
ing their measurements.

3.1 Anonymity of the protocol

The definition of anonymity is taken from [17]. The protocol is defined to be e,y -anonymous
if, for any choice of participants, it is at most e,,-close (in trace distance) to any state with
a desired property. This property, adapted to our attack model, loosely states that the
reduced state for any subset G C N that does not contain the participants, is independent
of the choice of participants P. For the rigorous definition and more details, see App. C.

The alternating o,-0, measurement pattern of Step 2a in Protocol 2 only works when
Alice and Charlie are at the respective ends of the linear cluster state. It is for this reason
that we designed our extraction of the GHZ state to effectively only use the middle state
|Lm). Since all non-participants perform steps that are independent of the position of
Alice, Bob, and Charlie, the nodes { N1, ..., N,—1} and {N¢y1, ..., Ny} generate the linear
cluster states |L;) and |L;) as a byproduct. Alice and Charlie not performing the Bell
projection creates the tri-separable network state |N) := |Lj) ® |Ly) ® |L;). While this
could make their actions distinguishable from those of all other nodes, it is easy to see that
the reduced quantum state of each node N; is maximally mixed — even given all announced
measurement results. In particular, this means that the reduced state of each node does
not contain information about the identity of any other node in the network.

For noiseless scenarios, these announced measurement results {o; | N; € N\{N,, N¢, N1}
are all uniformly random and uncorrelated — see App. C for a proof. To mask their iden-
tity, the other three nodes therefore announce uniformly random bits o,, o. and o;. For
noisy scenarios, the announced measurement bits remain uniformly random, if there is no
noise bias in the o, or o, basis, as for e.g. depolarizing noise. If there were such a bias, it
could however reveal some information about the participants’ identities, as the announced
measurement results would be distinguishable from the uniformly random announcements
of the participants. This can be avoided if the latter introduce some bias to their source of
randomness, and hence mimic the non-uniformity of the announced measurement results
of the non-participants; see Sec. 4 for more discussion. Furthermore, the neighbours to-
the-right of the participants are not aware that the latter announce randomly chosen bits
and will therefore perform Z corrections conditioned on them (i.e. Step 1 in Protocol 1);

2Note that the CZ operation and the two subsequent measurements of each non-participant can be
viewed as a measurement in the Bell-state basis, i.e. as a Bell-state projection, and therefore can be
performed in one step.
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hence Step 2b of the protocol works as “anti-correction” performed by N,, N, and N; on
their part of the Bell pair.

Similar to Protocol 1, during Protocol 2 all non-participants P (except N; and N,)
measure and announce their outcomes {m; | N; € P,i ¢ {1,n}}, which are uniformly
random and uncorrelated — see App. C for a proof. To hide their identity, the participants
P as well as N1 and N,, announce a uniformly randomly drawn bit (in case of biased noise,
the same considerations and solution as in Protocol 1 apply).

In approaches where anonymity is of no concern, an error syndrome can be announced
publicly. However, this syndrome might not be uniformly random and could potentially
disclose Alice’s identity. Hence Alice one-time-pad encrypts the error syndrome so that
her communication is indistinguishable from all other parties; the same reasoning applies
to all other communication of the post-processing (i.e. the verification and abort), too.

3.2 Security and performance of the protocol

Following [1], we define the protocol to be e.-correct if the probability that the generated
keys are the same for all participants is greater than 1—¢.. Similarly, we define the protocol
to be eg-secret if the output state is eg-close (in trace distance) to an ideal state where the
key is uniformly random and uncorrelated. The protocol is then called (e. + &5)-secure.
For more details and the rigorous definition, see App. B.

In principle, all resulting GHZ3 states could be used for key generation by each par-
ticipant measuring in the o, basis. However, to ensure secrecy of the key, it is of utmost
importance that the states are verified, which is achieved by having all participants mea-
sure their qubit in the o, basis instead. Crucially, the Verification rounds are selected
such that potentially malicious non-participants do not learn of their selection. This is
achieved by coordinating the Verification rounds in advance between Alice, Bob, and
Charlie using secret communication. There are m = L - p Verification rounds and we
therefore need L - ha(p) bits to coordinate their choices. As the k bits of the raw conference
key resulting from the L- (1 —p) KeyGen rounds are neither perfectly correlated nor secret,
error correction and privacy amplification are required.

Error correction. To make the key e.-correct they use a publicly known error-correcting
code (e.g., a low-density parity-check code as in Ref. [25]) with an error syndrome of length
lpc = k- ha(Q.). Here, Q. = max;—pc 3(1 — (0%0%)) is the maximum pairwise o~
basis error rate between Alice and Bob or Alice and Charlie; it is estimated in advance
and thus regarded as a given parameter. Since the error syndrome is one-time padded,
the participants use up lgc of the pre-shared key. To verify the error correction, the
participants apply a hash function hgg, which is drawn from a family of two universal
hash functions using a seed sypc. This seed is sourced from the pre-shared key® and has
length k —logy(ec) — 1, which ensures an ec-correct key. The output of the hash function
hgc is a bitstring of length logs( %), the same amount is used from the pre-shared key to
encrypt the outcome using one-time pad before Alice announces it.

Privacy amplification. Privacy amplification works in a similar fashion: Alice, Bob and
Charlie apply a hash function hpa drawn from a family of two-universal hash functions
using a seed sppa of length k + Ipa — 1 sourced from the pre-shared key®, where lpy =
k- (1= ho(Qro1 + 1 (255))) +2 —2logy(e) is the length of the output of the hash function.

3Tt should be noted that unlike the other uses of the pre-shared key, the same seed can be used in
subsequent runs of the protocol and therefore it only needs to be determined once.
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Here, p is a statistical correction and ey is the security parameter, while € > 0 is a free
parameter (see App. B for details). Note that in other approaches [6], privacy amplification
also affects the [gco-parity bits that are transmitted during error correction. Since these
have been encrypted with the pre-shared key in our approach, no leakage is possible and
thus no privacy amplification is needed for these bits.

Finally, the unencrypted announcement of the — not uniformly random — abort bits could
reveal the identities of the participants. This is solved by all participants encrypting their
abort bits with one-time pads; each participant uses a single bit of their pre-shared key to
hide the correlation of the abort bits. In order to obtain an accurate key rate, we need
to replenish the pre-shared key used as a one-time pad in the various communications:
coordinating the verification rounds, the error correction’s syndrome and its verification,
and the three bits for the abort communication, obtaining the secret key length ¢ (see
App. B). Dividing by the number of rounds L, we obtain the key rate r := /L with

€ — €

r=(1-p) [1 — hy (Qtol +u ( 5 )) - h2(Qz)] — ha(p) + % (logz (%) —2).

where 1 (252) is a statistical correction (see App. B) and € > 0 is a free parameter. Note

that for fixed e; > 0 and €. > 0 and given Q4o), @, and L, one can optimise over p and
e. In the asymptotic limit (i.e. L — o0), not only the L-dependent terms of Eq. (3.2)
vanish, but so do p and p. We refer to Tab. 3 for a representation of the performance of
the protocol in terms of the required number L of network states for a fixed key length £,
while Fig. 3 contains the achievable finite key rate r as a function of L.

logyo(4) QF = 0.03 Q7 = 0.06 Q7 = 0.10 Table 3: The number of network
states L necessary to obtain vari-
0 4.093e+-04 1.277e+05 1.691e+06 ous secret key lengths ¢, for differ-
ent o,-basis error rates Q7" (Qso1
. 1. : . .

. AR Sl L TIEEEES has been fixed at this value). Here,
H N H m

4 8.528¢+04 1.992¢405 1.874e-+06 Q. is fixed at two thirds of Q7
to simulate white noise. The se-
5 3.420e+05 6.359¢+05 3.222¢406 curity parameters £. and 5 have
both been fixed at 10~% and the

6 2.236¢--06 3.731e-+06 1.246e+07 rates are optimised over p and e.

4 Discussion

In this work, we have investigated how to anonymously establish a secret key between
three participants in a line of nearest-neighbour quantum nodes. We find that by sharing
maximally entangled pairs that are then projected into linear cluster states, a secret key can
be obtained without revealing the identity of the participants. This contrasts with previous
approaches to anonymous conference key agreement [16, 17|, which directly distribute large
GHZ states that are not only error-prone but also rely on a central server.

Although in this work we explicitly show how the three-partite GHZ state is generated
using linear cluster states, this is in fact equivalent to performing Bell-state projections,
as is for example common in quantum repeater schemes. There are other ways to extract
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o Finite key rate r per total number of rounds L

0.6
0.4

0.2 1

—0.4

Finite key rate r

—06 . . . . .
10° 106 107 108 10° 1010
Total number of rounds L

Figure 3: Finite key rate r as a function of the total number of network states L. Here, Qo is fixed
at various values of Q7" and @, is fixed at two thirds of this value to simulate white noise. The blue
dotted line is the asymptotic key rate for the minimum Q7" shown. Security parameters . and €5 have
both been fixed at 1078; the rates are optimised over p and ¢.

smaller GHZ states from Bell pairs [26], however, these might not be as straightforward to
perform anonymously. We also note that our method of generating the linear cluster state
connecting the three participants, is not unique: in fact, any scheme that anonymously
generates a linear cluster state from Alice to Charlie can be used, and from there, our
proposed method for generating the conference key can be further applied.

With respect to non-trusted participants, if they were allowed to collaborate with an
adversary who controls the entanglement sources and does not care about protocol termina-
tion, a trivial attack would be to distribute an eigenstate of a to-be-measured observable to
one or more of the parties. Since participants and non-participants behave differently and
the protocol contains announcements, albeit encrypted ones, the attacker would, at least
probabilistically, learn the roles of the parties in the protocol. This attack can in principle
be circumvented by first performing randomized verification of the shared entanglement as
in Ref. [15, 16]; however, this would require access to sufficiently good quantum memories
and/or would drastically decrease the keyrate. In the absence of such countermeasures,
anonymity can only be guaranteed against the non-trusted participants assuming they
cannot collaborate with an all powerful eavesdropper. However, we emphasise that the
security, as opposed to the anonymity, does hold in a fully adversarial model where all
non-trusted participants and the eavesdropper collaborate (see Appendix B).

As mentioned in Section 3.1, the measurement outcomes that are announced throughout
the protocol could, in the presence of noise, be distinguishable from the chosen (uniformly
random) announced bits of the nodes that do not perform a measurement; this would be
detrimental to their anonymity, even if the non-trusted participants are not collaborating
with an eavesdropper, since they could potentially learn about noise characteristics in the
network via measurements announced in the current (or previous) runs of the protocol.
To mitigate this risk, these nodes can add a bias to their random announcements that is
consistent with the noise of their detectors. If they want to mimic the exact bias that their
detectors have, they could — in an adjusted protocol — postpone all announcements until
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all L rounds of measurements have taken place. Such a protocol would be modified such
that N7 and the participants can secretly estimate their bias, by performing additional
measurements in the bases that they would have had to perform if it wasn’t for their
special role. After all measurements have taken place everyone can then announce their
(potentially fabricated) bits. Since these secret measurements are in place of the actual
measurements that need to be performed, the corresponding round cannot be used for
either verification or key generation. As such, this approach would slightly diminish the
keyrate.

We now briefly discuss the prospects for implementation of these protocols via multi-
partite photonic entanglement. The dominant cause of noise is typically presence of higher-
order photon events for parametric down conversion (PDC) photon sources [18, 27, 25, 28,
29] and photon distinguishability for solid state sources [30, 31, 32|, although other effects
such as detector dark-counts and misalignment also contribute. Furthermore, for practical
implementations it is important that the generated photons are at telecom wavelengths
compatible with low loss transmission over optical fibre, which renders some multi-partite
entanglement sources unsuitable.

Regardless of the source of the noise, for the ACKA protocol the only quantity that
ultimately matters are the measured QBER’s in the X and Z bases. In that sense our
results in Fig. 3 already provide a detailed description of the tradeoff between the total
tolerable noise and block size. An implementation of our ACKA protocol has already been
carried out demonstrating positive asymptotic keyrates, albeit at non-telecom wavelengths
[28]. Comparison with other experiment results shows that for moderate block-sizes the
required noise thresholds are well within those that have already been demonstrated in
state-of-the-art PDC sources deployed through optical fibre at telecom wavelengths for 4
and 6 photon entangled states |25, 29] showing that proof-of-principle demonstrations of
this protocol are within the reach of present-day technology. Nevertheless, the observed
rates are quite low due to losses, and these would only become more severe with increasing
transmission distance and number of parties. This observation, coupled with previous
work on the increasingly demanding noise thresholds for large scale multi-partite CKA |1,
5, 6, 7], suggest that a robust, large-scale implementation would require more sophisticated
networks incorporating quantum repeaters or error-correction protocols [2, 3, 4].

We leave the generalization of our protocol to more than three participants as an open
question: the extraction of larger GHZ states (i.e. more than three qubits) from linear
cluster states is possible (see Ref. 33, 34]). However, the size of the larger GHZ state is
bounded from above by roughly half of the number of nodes between Alice and Charlie [33].
In addition, the specific measurement bases used to extract the state may depend on the
position of the participants, so particular care must be taken to prevent identity leakage in
this way. Finally, closed-form expressions for post-processing corrections in this generalized
form are not straightforward either — and obtaining them remains an open question. Our
work contributes to the growing body of multi-partite quantum cryptographic schemes
that live up to stringent security requirements in protocols that go beyond point-to-point
protocols. It is the hope that this work further stimulates theoretical and experimental
research towards understanding notions of secure quantum communication in multi-partite
settings.
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Appendices

The appendix consists of three parts. Part A contains an explanation of the corrections
that the participants have to perform on their qubits due to the network layout and the
measurement results of the non-participants. Part B contains a restatement of the protocol,
the definition of security, and the proof of security for the protocol. Finally, part C deals
with the anonymity of the protocol, showing in particular that the announcements of the
measurement do not reveal any information about the identity of the participants or non-
participants.

A Corrections for Alice, Bob and Charlie during Protocol 2

Alice and Charlie need to perform a correction to obtain the GHZ3 state with Bob, whereas
Bob never has to perform a non-trivial rotation. The corrections for Alice and Charlie are
structurally similar; we first introduce those for Alice. In order to achieve this, we define
the following quantities.

® J45 := b — a — 1, the number of non-participants between Alice and Bob.
® gy := 0 mod 4, the mod-four value of 04
® gup = 5‘“’%4”‘“’, the integer number of groups of four that fit between Alice and Bob.

For Charlie, 4., gep and pep, are defined in a similar fashion. We refer to Fig. 4 for two
potential configurations of the network that exemplifies these definitions.

Nat1 No2 Ny Np—g Ny—3 Ny—2 Ny—1 Ny Nps1 Npio N3 Npa Ne—a Ney N

Bob Charlie

Nat1 Natz  Np-s  Np-7 Np—¢  Np-5  Np-a Np-z  Np—2  Npg N Neeg Nez Neoa N,

e ? NE
Dab = * peb =3

Bob Charlie

[N

Figure 4: Two exemplary configurations. Top: 04 = 7 (with p,, = 3 and ga, = 1) and 6. = 6
(with pep = 2 and g = 1). Bottom: §,, = 10 (with pey = 2 and gqp = 2) and do = 3 (with
Peb = 3 and g = 0).

Alice now performs the following correction steps:

1. Apply a configuration correction Cyp depending on pgp and gqp, as shown in Tab. 4,
picking the left (brown, 8, = 1) or right (green, 8, = 0) table.

2. Divide all the measurement outcomes {m,}i’;ll into a set {mi}gﬂﬂj *® and a set

{mz}gjrl2 4p,, — Where it is to be understood that if p,, = 0, the first set is empty.

3. From the outcomes in the first set, they calculate the bits k, and k, using Tab. 4.
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4. From the outcomes in the second set, out of every pair of four they select the mea-
surement outcomes as described in Tab. 5 and add them all together to calculate [,
and [, respectively (e.g. if 5, = 1, Alice selects every odd element of the second set
to calculate [, and every second, third and fourth out of four to calculate I,).

5. They apply an X operation on their qubit if and only if &k, B 1, = 1.

6. They apply a Z operation on their qubit if and only if k, &1, = 1.

6ab (sab
mod 4 mod 4 Cab ke ks
0 Z/9ab X X 0 X9ab X X
1 Z9 H X Mat1 1 X9 HP, X Mat1
2 792 P, Ma+1 Mat+1 D Mat2 2 X9ab P Ma+1 Ma+2
3 290 HP, Mar1 ® Mayz | Mats D Mass 3 X9 X Mat2 Mat1 O
z a+ a+! a+ a+ Mato &) Mays3

Table 4: Local corrections that Alice needs to perform to obtain the GHZ state with Bob and Charlie
after the non-participants measured their qubits. The left table shows the corrections if the non-
participant a + 1 after Alice measured in the o,-basis (8, = 1), the right table the corrections if it was
in the o,-basis (5, = 0). The Cap column contains the configuration correction which only depends
on the number of non-participants 6., between Alice and Bob — note that g, := [dap/4]. The ky
column contains the measurement outcomes that add to k., which induce together with [, a correction
XF=®lz: similarly the k, column contains the measurement outcomes that create k..

Note that all three corrections (i.e. the configura-
tion correction, the X correction and the Z correction)
can be contracted into a single Clifford operation. How- L

ever, since the measurement-outcome dependent correc-
nd aqrd »th nd 4th
tions are only Pauli operators, they will at most flip Lo 2,854 ‘ 2,4
the measurement outcomes for Alice in the subsequent
steps of the protocol — and need not be physically imple- Table 5 Selection of measure.

mented. This also means that the participants can per- .
ment outcomes out of every pair

form their KeyGen or Verification measurements be-
fore the measurement outcomes of the non-participants
are announced. By having all nodes {Ny11,...,Np_1}
perform their measurements and Alice subsequently per-
form the aforementioned corrections, the linear cluster

of four from the second set to
calculate [, and [, respectively.
For example, when d,, = 7 and
ﬂa =1, lr = Mga44 @ma+6 and
I, = Ma+5 D Mat6 D May7.

state is contracted towards a |Lgpp+1,.. c—1,c) linear clus-

ter state. Hence, Charlie can perform the same steps (while using the measurement out-
comes {Me—1,Mc—2,...,Mpy1}, Ope := ¢ — b — 1 and its redefined derivatives) to contract
the state towards a three-partite linear cluster state |L,p.). Two final H gates for Alice
and Charlie result in the desired GHZ3 state between Alice, Bob and Charlie.

A.1 Calculating the corrections

Using the stabiliser formalism, it is straightforward to show that, starting from a linear
cluster state |Lg g+1,...c—1,c), @ measurement on node Ny in the o, or o,-basis results in
]La7a+2,_._,c_17c> up to a local correction ngr L for Alice, where this correction depends on

both the measurement basis 5,41 and outcome mgy1 as

Calj—l(ma_i_l, /Ba—i-l) — P§2ma+1+ﬁa+1)H _ HPanga+l+ﬁa+1)’ (3)

a
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where P, := R, (g) is a half-rotation around the Z-axis and P, is defined similarly. Note
that either identity (i.e. the Z- or X-based rotation) can be used.

A series of multiple measurements then introduces a concatenation of these corrections,
where the corrections are performed in order from N,11 to Ny_1. They do not necessarily
commute, but by using the X- and Z-based correction interchangeably (and thus cancelling
out the H operations), and using the identity Z™i P, = P, X"™Z™ (and likewise for P,)
one can group all the corrections that are not measurement outcome based together as
the first corrections; this allows to partition the complete correction into a ‘configuration’
correction and an outcome-based correction.

Specifically, for the alternating pattern of o, and o, measurements, each group of four
consecutive measurements together introduces only Pauli corrections. For example, for
any group of four consecutive nodes { N1, Na, N3, N4} (note that these labels resemble any
set of four consecutive nodes) these corrections are

X(m1+m3)Z(m2+m3+m4)X7 (ﬁa = 1)
x (mitmatms) 7(matma) 7 (8o =0)

Up to an irrelevant global phase, all these operators commute with each other. Therefore,
starting from the last measured node (i.e. N_1) an integer multiple of four can be ‘stitched
together’. Since there are gqp := |d4p/4] of such groups, the correction becomes

Jab—1
H X (Mo—a4i—a®mp_gi—2) 7(Mp—ai—3BMp_4i—2EMp_si—1) ¥ — X'lo leXgab, (Ba=1)
=0

gab_l
H X(mb74i—4@mb74i73@mb74i72)Z(mb74i—3@mb74i71)X - Xlx le Zgab7 (ﬁa — O)
=0

where [, is defined as

gab_l

ly == @ Mp—gi—4 B Mp—4i—2, (Ba =1)
i=0
gabfl

lg == @ Mp—di—4 S Mp—4i—3 D Mp_4i—2, (Ba=0)
i=0

and [, is defined as

gab_l

l, = @ Mp—4i—3 D Mp—gi—2 D Mp—45—1, (Ba=1)
i=0
gabfl

I, = @ Mp—4i—3 D Mp—_45-1- (Ba = 0)
i=0

The corrections for the measurements of the nodes Ngy1,..., Notp,, (i.e. the first pgp
measurements) are then also grouped together; by splitting them into a measurement-
outcome dependent and -independent part, they can be written as X%+ Z%=Cy;, where Cyp,
k. and k, can be read from Tab. 4. Note that the X9b or Z9%¢ in Tab. 4 is technically not
part of the correction here, but that they will commute with X%+ Z*s and hence the total
correction that Alice needs to perform becomes (where now Cy is as in Tab. 4):
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where = here indicates ‘up to an (irrelevant) global phase’. Since these corrections only
consider nodes between Alice and Bob, and since there are actions that Bob needs to
perform, the corrections for Charlie work in a similar fashion and can be seen separately
from these.

B Protocol statement and security proof

We now state the protocol and proof the security of the generated key. Note that we have
omitted the network state generation (i.e. Protocol 1) as it does not affect security.

Input:

L network states |[N') connecting {N;}?_,, including N,, N;, and N,.

Desired secrecy parameter €5 > 0, which determines a correlation threshold Q;.1, and
correctness parameter . > 0.

A random string sy, of length L - ha(p) secretly pre-shared between the participants
to randomly choose m out of the L cluster states to be measured in the o,-basis
for parameter estimation where p = m/L, leaving k := L — m measurements in the
o,-basis for key generation.

An estimate of the expected bit error rate @), in the o,-basis between Alice and Bob
and Alice and Charlie. The worst of these will be used to select an error-correcting
code that requires an error syndrome of length ¢gc := k- ho(Q.) to be announced.

A pre-shared secret random string sgpc of length fgc to be used to one-time pad
the error reconciliation announcements, another pre-shared string sygc of length
lhic = logy(2/ec) to one-time pad the error correction verification announcements,
and three bits of pre-shared key to communicate aborting by the participants.

Two pre-shared random strings, s, and spgc, of lengths k+fpay — 1 and k + lppc — 1
respectively to be used as the seeds for hashing, where fps is the output of the
privacy amplification hashing as defined below. The string sy is used for privacy-
amplification of the private key, while spygc is used to verify the error correction step
has succeeded. Note that unlike the previous seeds, these can be used indefinitely
and need not be replenished after each run of the protocol.

Output: A key of length ¢ shared anonymously between Alice, Bob and Charlie that is
eg-secret and ec-correct.

1.

2.

Fort:=1,...,n:

(a) Node N; receives bit 5;—1 and computes §; = 1 — f3;_1, except for N; who draws
a random bit 5y instead.
i. If N; € P, they measure the operator ol or a; if B; =0 or 5; = 1, respec-
tively. They broadcast the measurement outcome m;.

ii. If N; € P, they announce a uniform randomly drawn bit m;.
(b) Node N; sends bit 3; to neighbour N;i1, except for node N,,.

The participants perform corrections on their qubits to rotate the post-measurement
state to the desired GHZ state.
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(a) Alice and Charlie apply their configuration corrections C, and C., respectively
(cf. Tab. 4).

(b) Alice (i = a) and Charlie (i = ¢) both calculate their parameters I:, k% and I, k¢
from the measurement outcomes of the non-participants (cf. Tabs. 4 and 5) and

each apply X®ke and Z!=%F= to their qubit.

(c¢) Alice and Charlie each apply a Hadamard operation H to their qubit to obtain
the final desired GHZ state.

3. Using the pre-shared string s;, the participants coordinate their measurements of all L
GHZ states into m Verification rounds (i.e. o,-basis) and k KeyGen rounds (i.e. o,-
basis). Everyone announces after each measurement a random bit m;, except for
Bob and Charlie, who announce their measurement outcomes for the Verification
rounds.

4. Alice, who can locate Bob’s and Charlie’s measurement outcomes from the Verifi-
cation rounds, estimates the o,-basis error rate QF = 1(1 — (0%0%0%)). If this is

above the tolerance Qio], she aborts by setting her abort bit to 1.

5. Alice computes the necessary information for error correction — the error syndrome
of length ¢gc — and then one-time pad encrypts this information with the string sgc.
All other players announce uniform random strings of length /gc.

6. Bob and Charlie use their copies of sgc to obtain [gc and correct their k o, mea-
surement strings, i.e. their raw key. Alice, Bob and Charlie then hash their string
using the seed spgpc. Alice encrypts her output using her copy of sygc. Using their
copy, Bob and Charlie each decrypt Alice’s hash outcome and compare it to their
own,; if they do not align, they abort by setting their abort bit to 1.

7. Alice, Bob and Charlie, using another three bits of the pre-shared key, encrypt their
abort bit — which is equal to 1 if and only if they want to abort — and announce it,
while all other parties announce uniformly random bits instead. If any participants
announced a 1, everyone aborts (meaning they will not use the generated key).

8. Finally, the participants hash their measurement results with the seed sypa to pro-
duce the final key s of length

€s — €
2

Ipa :=k |1 — ho(Qtol + 1 < >)] +2+2logy(e) = £+ luc + lupc + L - ha(p) + 3.
However, to fairly evaluate performance the parties should replenish their stock of
secret-shared key so as to be able to perform subsequent CKA protocols. Subtracting
off the non-reusable shared randomness results in a string of length ¢ that is available
for applications.

We now prove the security of our protocol in the scope of an even more general adversary
model than the one introduced in the main text, so that we can resort to a powerful
machinery that has been developed in the literature [35, 36] and we can build on the
strategy of proof laid out in Ref. [6]; the security of our protocol within our adversary model
then follows readily. However, there are some variations to the tools necessary to preserve
the anonymity of the participants which is key to the present work. We briefly explain
some critical quantities and definitions. Let pg, 5,5, be the joint classical-quantum state
between the final keys of the participants and an eavesdropper conditioned on passing all
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checks. Note that the eavesdroppers system, E' = ER, is made up of a quantum system,
E, that completely purifies the pre-measurement state papc (and is, therefore, assumed
to include system of the non-participating player) and a classical register R that contains
all of the information announced during the protocol. A protocol is called &,op-robust if it
passes the correlation and the error correction checks with probability 1 — e,4,. Defining a
uniformly distributed state as

LEDY ﬁ!8><8\ ()

seS

with S the set of possible secret keys we have the following definition [6].

Definition 1 (Approximate robustness and secrecy) A CKA protocol that is eyon-robust is
gc-correct if

(1 —éerop) Pr[Sa # SpV Sa # Sc] <ec (6)

and eg-secret if

1
(1 =exob) 5 llpsarr = pu @ perll < es (7)
is called (g5 + e.)-secure if it is e.-correct and €. secret.
Turning first to multi-partite error correction we have the following statement.

Theorem 1 (Theorem 2 in Ref. [6]) Given a probability distribution Px, B, B,..By, be-
tween Alice and n other players there exists a one-way error-correction protocol for all
n players that is: e.-correct, and 2(n — 1)&’ -robust on Px , B ,Bs,..B,, and has leakage

n?

2(n—1)

C

trc < max Hy (Xa|B;) +logy (8)
7
In terms of secrecy the critical results are leftover hashing against quantum side-
information, an entropic uncertainty relation for smoothed min- and max-entropies, applied
to our protocol, states the following.

Lemma 1 (Leftover hashing against quantum side information in Refs. [37, 35]) Let & >
0 and pz,E be a classical-quantum state where Z4 is defined over a discrete-valued and
finite alphabet, E is a quantum system and R is a register containing the classical infor-
mation learnt by Eve during information reconciliation. If Alice applies a hash function,
drawn at random from a family of two-universal hash functions that maps pz,E to ps,E
and generates a string of length £, then

1 _lcge —
5 lpsaer = pu @ pER( < 2 2 inin(ZaIBR)=42) 9!, (9)

where Hﬁ;in (ZA|ER) is the conditional smooth min-entropy of the raw measurement data

given Eve’s quantum system and the leakage of the information reconciliation.

This leads to the following corollary.
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Corollary 1 (Secret string extraction) For an e,p-robust protocol an es-secret string of
length

/ 1
¢=Hp; (Za|ER) + 2 — 2log, Z (10)
can be extracted for any €q,€,e’ > 0 such that
£s > €+ 2¢' (11)

where Hoy, (Z4|ER) is the conditional smooth min-entropy of the raw measurement data
given Eve’s quantum system and the information reconciliation leakage conditioned on the

protocol not aborting.
Proof: Note that if we choose

(1 - 6rob)

Zszlin (ZA|ER) 4+ 2 — 2log, — (12)

m
then the right hand side of (9) is equal to £/(1 — eyop) + 2¢’. Comparing with (7) in
Definition 1 we see we want this expression to satisfy /(1 — eyop) + 26" < £5/(1 — €rob)
so our security condition is satisfied for any €5 > € + 2(1 — &0 )&’ which is true for any
es > £+2¢’ where we used that (1 —&,b) < 1. Noting further that logy (1 —eyop) < 0 yields
(10). This means that, provided the constraint in (11) is satisfied, the positive constant ¢
can be optimised over. Typically this makes little difference to the final performance and
and they are commonly chosen as € = £,/2.

Now we see that the problem has condensed to determining Eve’s conditional smooth
min-entropy for Z ffl (in the following we will suppress the k superscript), the variable de-
scribing the outcome of Alice’s o, measurements on the k key-generating qubits. To begin
with, consider the situation before any information reconciliation is exchanged (there is no
register R) so we simply have Hpmin(Z4|E). Since Eve’s state is taken to include that of
all the non-participating players we can assume without loss of generality that there is an
overall pure tripartite state between Alice, the remaining participants (which we denote
B;), and Eve. The required bound for this situation has been derived by applying an en-
tropic uncertainty relation [37] for the smoothed min- and max-entropies specialised to the
case of observables made up of the k-fold tensor product of either o, and o, measurements,
(i.e. the observables Zy =0l ®02®---®@0cF and X4 =0l ®@02®---@dF) [35)

Ianin(ZA|E) + Hrgnax(XA’Bi) 2 k:
= H5in(ZalE) > k= Hpoo(Xa|Bi), (13)

max max(XA|XBi)? in
the second line. Naively, this bound cannot be evaluated since it is counterfactual, i.e. the
k qubits are always measured in the o,-basis so we have no direct access to HZ .. (Xa|XB5,),
which is the conditional max-entropy of the participants given their Pauli measurements
if Alice had instead measured in the o, in these k rounds. However, since the parameter
estimation and key generation rounds were selected at random then it has been shown
that Serfling’s bound can be applied to statistically bound the o, correlation that would
have been observed in the k key generation rounds based upon those that were actually
observed in the parameter estimation rounds. This is expressed in the following result.

where we have used the data processing inequality, HS . (Xa|Xp,) > HE

Lemma 2 (Lemma 3 in Ref. [35]) Let k be the number of key generation rounds, m be the
number of parameter estimation rounds, do a threshold on the number of errors that can
be observed during parameter estimation without the protocol aborting and €' > 0.
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k 1
Hmax(XA‘XB ) < khZ(dO + M(gl(l - 6r0b)))7 where ,LL \/Tn—i_m—l (14)

Putting all of these results together we can prove the following security statement.

Theorem 2 (Security statement) If the anonymous CKA protocol defined above proceeds

without aborting an (maxie{B,C} E%C, gc) error correction protocol and a two-universal hash-
ing are successfully applied then an (es + €.)-secure key of length

6 —

e= k1= o (Qua s (%5

c 1
))] +2—2logy — — pc — thgc — L - ha(p) — 3
3
. (15)

=L {(1 —p) {1 — ha (Qtol + <€2_ )) — h (Qz)] - h2(p)} + logs(%ec) — 2

can be anonymously extracted.

Proof: At the conclusion of the protocol we can immediately apply Corollary 1 to the k
round classical-quantum state p’%A g =trp,(|Vap,E) (Vap,E|) to extract an es-secret key
of length

1
l= Hfmn (ZA|ER) 4+ 2 — 2log, — (16)
€
for positive constants satisfying
gs > e+ 2(1 —erop)e’. (17)

Now, because all of the communication involved in error reconciliation is one-time padded

to ensure anonymity we have that H:, (Z4|E, R) = HE;, (Z4|E) by definition. This gives
1
¢ = HS, (ZA|E)—|—2—210g2g
1
1
(1>7) k— Hs—9)/2/(0=&en) (X 4| Xp ) + 2 — 2log, -
(14) €5 — € 1
> k—khQ thﬂ‘i‘ﬂ 9 +2—210g2 g, (18)
where in the third line we have also used that HZL (X |Y) < HZ2 (X|Y) for 1 > e9. This

string is guaranteed to be eg-secret and, by Theorem 1, if the error correction process did
not abort then the string is also e.-correct. However, this is not a fair representation of the
performance of the protocol, since we had to use up the reservoir of pre-shared key for the
basis choices and for one-time padding the error reconciliation information. Thus, to get
the length of useable key we need to calculate how much remains after we have replenished
the pre-shared strings necessary for the next protocol implementation. Subtracting off
the seed for basis choices, Lha(p), and the length of the error correction information and
verification, ¢gc and ¢ypc and the 3 bits for the abort step, gives (15).

C Anonymity in the protocol

This section is concerned with the anonymity of the protocol. We first define anonymity
according to the definition presented in [17] and adapt it to the setting of our protocol.
Most importantly for our analysis, we need to show that all public communication — the
announced measurement results — is independent of the choice of participants. We do this
by showing that they are uniformly random and uncorrelated.
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C.1 Definition of anonymity

We base our definition of anonymity on [17| (Eqs. B7 and B13) and adapt it to our setting.
The definition is given in terms of the relation to an ideal output state of the protocol.

Let ozrjqpe be the ideal output state on the entire network, conditioned on a particular
choice of participants P = {N4,Ny,N.}. Let G C P be a random subset of nodes that does
not include the participants and define ogjape = trangloarjase]- For all sets G and every
other choice of participants P’ = { Ny, Ny, Nu}, O N |abe Should have the property:

OG|abe = OG|a'b/ ¢’ - (19)

This property ensures that the reduced state of any set of non-participants is indepen-
dent of the choice of participants.

We define a protocol with output state pprjape to be ean-anonymous, if for every choice
of participants P = {N,,Ny,N.}, we have:

< €an, (20)

Hpﬁ\abc ~ OP|abe

where o5, is any state that fulfills property (19).

C.2  Proof of anonymity

In the proposed protocol, the output state PBabe has several registers. The only non-trivial
registers that need to be addressed are the ones containing the classical communication of
all the measurement outcomes {0;} U {m;}. The reason is that the reduced quantum state
of any dishonest party is the maximally mixed state, which is independent of the choice of
participants, and therefore trivially fulfills (19). Moreover, all other parties do not hold a
quantum register by the end of the protocol.

In the remainder of this section we will show that there are no correlations between any
of the announced measurement outcomes {o;} U {m;}, i.e. that the outcome distribution
is indistinguishable from that of the uniformly drawn announcements of the nodes Ny, N,
and N, during Protocols 1 and 2. We can then conclude that we have complete anonymity,
i.e. our protocol is g,,-anonymous for €,, = 0.

Since the state of the network always remains separable between the tri-partition of
the nodes to the left of (and including) Alice, the nodes to the right of (and including)
Charlie, and the nodes between (and including) Alice and Charlie, it suffices to show that
there are no correlations within the measurement announcements associated with these
three separate groups. We show this absence of correlations only for the left set, since
the argument applies analogously to the other two sets. We first show this in the case of
an honest-but-curious non-participant, followed by the case where a non-participant may
actively deviate from the protocol.
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C.2.1 Honest-but curious setting

Consider the stabilizer of the network state after all C'Z operations have been performed
in Step 2a of Protocol 1. It is generated by the following collection of operators:

ortod?,
oltosPol?
{ Ti W2+l}
oo
1= 27
{ Ws Wi41 Tz+1} (21)
oYiolioli g i 2,
Wa—1 Ta—1 W,
0,070, oY,
Ta—1 ~W
gt
The measurement operator of all measurement outcomes together depends on 3y as
Ta—1
M= 0312 O-T2 0.w30.7'3 0-214 0-T40-w50-7'5 O-?Lje Lo , (51 = 0) (22)
- Ta—
o2opooBo oty obags o, (B =1)

where all (o,-)observables acting on {7;}%Z) are associated with the measurements of

Protocol 1 (i.e. the outcomes {0;}) and all others are associated with Protocol 2 (i.e. the
outcomes {m;}).

It is now our goal to show that all these measurement outcomes are uniformly random,
and that there are no correlations between the measurement outcomes associated with any

subset S C @, where @ = {wa, T2,...,wa—1,T4—1} is the set of qubits measured throughout
both Protocol 1 and Protocol 2. Any such S has an associated observable
Ms = Q7 (23)
€S

where b(i) € {z,y} indicates the type of support on qubit i as shown in Eq. (22). If Mg
does not commute with at least one generator of the stabiliser (i.e. any operator from
Eq. (21)), by Gottesman-Knill simulation, the measurement outcome for Mg is uniformly
random 0 or 1. If this holds for any S, there cannot be any correlations between any
of the measurement outcomes. The uniform randomness of the individual measurement
outcomes follows readily for the case when S contains only a single qubit. We now show
that any Mg indeed always anti-commutes with at least a single generator.

Suppose that Mg does commute with all generators but is non-trivial. If it has (non-
trivial) support on 7,_1, this is necessarily with o,. It will then not commute with ¢2*~' g%e
(the last generator of Eq. (21)) and hence cannot have support on 7,—1. Then, if Mg has
(non-trivial) support on w,—1, with either a o, or oy, it will not commute with the generator
03" o 'o%s - thus it cannot have support on w,_1 either.

We can inductively go through the rest of the qubits in @) in reversed order, i.e. from

right to left through the observable from Eq. (22). For j € {a — 2,0 —3,...,3,2}:

Suppose Mg has non-trivial support on 7;, it is of type o,. Since Mg has by con-
struction no support on any qubit to the right of 7;, it does not commute with the
generator 0.’ 02’ - hence Mg cannot have support on Tj.

Suppose Mg has non-trivial support on wj, either of type o, or oy. Since Mg has by

construction no support on any qubit to the right of wj, it does not commute with

Wj+1 j+1
the generator 05”05 0p’ "o’ — hence Mg cannot have support on wj.
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We conclude that there is no Mg with non-trivial support on at least a single qubit
that does not anti-commute with at least one generator.

From this, we can conclude that there are no correlations possible between any set of
measurement outcomes from {o;} and {m;}, and that they are thus uniformly random and
uncorrelated. Moreover, it stays uniformly random under any noise that does not add a
bias in the used measurement bases (i.e. o, and oy).

C.2.2 Dishonest participant

We are now allowing a single non-participant to deviate from the protocol in an arbitrary
way. Let the index of this dishonest non-participant be ¢. To try to force any other
node in the network to implicitly reveal their identity, IV; can actively perform a different
measurement than described, where their outcomes would then be correlated with its (e.g.)
direct neighbours. If these correlations then do not exist between their outcomes and the
announced outcomes, then they can infer that these announced outcomes are artificial,
and therefore that those who have announced them are in fact participants. Let this
arbitrary measurement be represented by a 2-qubit POVM p; := {4 }, where without loss
of generality j € {1,2,3,4}.
Slightly abusing notation by combining POVM elements and observables, the measure-
ment operator then becomes
M {0;720;2 o O.:iflo.;i—l ® M? ® O.gi+10,;fj'i+lo,;i+2 o U;a71’ (51 _ (24)

Wy T Wi—1 _Ti—1 J Witl _Ti+l Wit2 Ta—1 _
02072 oy ol T Qul Qoy oy oy Lo, (Bi=1

Without loss of generality, the underlying network state is still the same* as in (21).
Likewise, all of the single-qubit measurement operators in M for any node N;; do not
commute with at least one of these generators, indicating that the individual measurement
outcomes are uniformly random 0 or 1.

Similar to before, the goal is to show that no choice of u; can create a measurement
operator Mg that shows correlations between the qubits of ¢ and any subset S C Q. It
suffices to show that there is no Mg with support on any of the qubits in @ \ {7, w;}
that commutes with all generators. By the same analysis as in the previous section, Mg
cannot have any support on the qubits of any Njjc(a—1,...i+1}- Moreover, we can make a
similar inductive argument for nodes Njjcfo, . ;—1}- Independent of 31, if Mg has support
on ws it will not commute with the generator o7'0%2. Likewise, if Mg has support on 79, it
will not commute with the generator o]'c%?072. We can inductively go through all qubits
from the nodes Njj c(2,....i—1} to show that there exists no Mg that has non-trivial support
on any qubit of the nodes {2,...,7i—1,i+1,...,a — 1} and at the same time commutes
with all the generators. We can conclude that, even for a dishonest node N;, there are no
correlations in the measurement outcomes announced by the other nodes.

4Any non-trivial map that N; may perform on their subsystem can be merged with the measurements
{u:}. The other participants don’t deviate, or N; is not aware of the deviation and therefore cannot exploit
it.

Accepted in { Yuantum 2023-09-05, click title to verify. Published under CC-BY 4.0. 23



References

1]

2]

3]

4]

[5]

(6]

7]
8]

9]

[10]

[11]
[12]

[13]

[14]

Glaucia Murta, Federico Grasselli, Hermann Kampermann, and Dagmar Brufs. “Quan-
tum conference key agreement: A review”. Advanced Quantum Technologies 3,
2000025 (2020).

S. Pirandola, U. L. Andersen, L. Banchi, M. Berta, D. Bunandar, R. Colbeck, D. En-
glund, T. Gehring, C. Lupo, C. Ottaviani, J. L. Pereira, M. Razavi, J. Shamsul Shaari,
M. Tomamichel, V. C. Usenko, G. Vallone, P. Villoresi, and P. Wallden. “Advances in
quantum cryptography”. Adv. Opt. Photon. 12, 1012-1236 (2020).

Antonio Acin, Immanuel Bloch, Harry Buhrman, Tommaso Calarco, Christopher
Eichler, Jens Eisert, Daniel Esteve, Nicolas Gisin, Steffen J. Glaser, Fedor Jelezko,
Stefan Kuhr, Maciej Lewenstein, Max F. Riedel, Piet O. Schmidt, Rob Thew, Andreas
Wallraff, lan Walmsley, and Frank K. Wilhelm. “The European quantum technologies
roadmap”. New Journal of Physics 20, 080201 (2018).

Sumeet Khatri and Mark M. Wilde. “Principles of quantum communication theory:
A modern approach” (2020). arXiv:2011.04672.

Michael Epping, Hermann Kampermann, Chiara Macchiavello, and Dagmar Bruf.
“Multi-partite entanglement can speed up quantum key distribution in networks”.
New Journal of Physics 19, 093012 (2017).

Federico Grasselli, Hermann Kampermann, and Dagmar Bruf. “Finite-key effects
in multipartite quantum key distribution protocols”. New Journal of Physics 20,
113014 (2018).

Federico Grasselli, Hermann Kampermann, and Dagmar Bruf. “Conference key agree-
ment with single-photon interference”. New Journal of Physics 21, 123002 (2019).

Yadong Wu, Jian Zhou, Xinbao Gong, Ying Guo, Zhi-Ming Zhang, and Guangqgiang
He. “Continuous-variable measurement-device-independent multipartite quantum
communication”. Phys. Rev. A 93, 022325 (2016).

Carlo Ottaviani, Cosmo Lupo, Riccardo Laurenza, and Stefano Pirandola. “Modular
network for high-rate quantum conferencing”. Communications Physics 2, 118 (2019).

Zhaoyuan Zhang, Ronghua Shi, and Ying Guo. “Multipartite continuous variable
quantum conferencing network with entanglement in the middle”. Applied Sci-
ences8 (2018).

Daniel M. Greenberger, Michael A. Horne, and Anton Zeilinger. “Going beyond bell’s
theorem”. Pages 69-72. Springer Netherlands. Dordrecht (1989).

W. Diir, G. Vidal, and J. I. Cirac. “Three qubits can be entangled in two inequivalent
ways”. Phys. Rev. A 62, 062314 (2000).

Zixin Huang, Siddarth Koduru Joshi, Djeylan Aktas, Cosmo Lupo, Armanda O.
Quintavalle, Natarajan Venkatachalam, Séren Wengerowsky, Martin Lonc¢ari¢, Sebas-
tian Philipp Neumann, Bo Liu, Zeljko Samec, Laurent Kling, Mario Stip¢evi¢, Rupert
Ursin, and John G. Rarity. “Experimental implementation of secure anonymous pro-
tocols on an eight-user quantum key distribution network”. npj Quantum Information
8, 25 (2022).

Yu-Guang Yang, Xiao-Xiao Liu, Shang Gao, Yi-Hua Zhou, Wei-Min Shi, Jian Li, and
Dan Li. “Towards practical anonymous quantum communication: A measurement-
device-independent approach”. Physical Review A 104, 052415 (2021).

Accepted in { Yuantum 2023-09-05, click title to verify. Published under CC-BY 4.0. 24


https://dx.doi.org/https://doi.org/10.1002/qute.202000025
https://dx.doi.org/https://doi.org/10.1002/qute.202000025
https://dx.doi.org/10.1364/AOP.361502
https://dx.doi.org/10.1088/1367-2630/aad1ea
http://arxiv.org/abs/2011.04672
https://dx.doi.org/10.1088/1367-2630/aa8487
https://dx.doi.org/https://doi.org/10.1088/1367-2630/aaec34
https://dx.doi.org/https://doi.org/10.1088/1367-2630/aaec34
https://dx.doi.org/10.1088/1367-2630/ab573e
https://dx.doi.org/10.1103/PhysRevA.93.022325
https://dx.doi.org/10.1038/s42005-019-0209-6
https://dx.doi.org/10.3390/app8081312
https://dx.doi.org/10.3390/app8081312
https://dx.doi.org/10.1007/978-94-017-0849-4_10
https://dx.doi.org/10.1103/PhysRevA.62.062314
https://dx.doi.org/10.1038/s41534-022-00535-1
https://dx.doi.org/10.1038/s41534-022-00535-1
https://dx.doi.org/10.1103/PhysRevA.104.052415

[15]

[16]

[17]

[18]

[19]
[20]
[21]

[22]

[23]

[24]

[25]

[26]

[27]

28]

[29]

[30]

Anupama Unnikrishnan, Ian J. MacFarlane, Richard Yi, Eleni Diamanti, Damian
Markham, and Iordanis Kerenidis. “Anonymity for practical quantum networks”.
Physical Review Letters 122, 240501 (2019).

Frederik Hahn, Jarn de Jong, and Anna Pappa. “Anonymous quantum conference key
agreement”. PRX Quantum 1, 020325 (2020).

Federico Grasselli, Glaucia Murta, Jarn de Jong, Frederik Hahn, Dagmar Bruf, Her-
mann Kampermann, and Anna Pappa. “Secure Anonymous Conferencing in Quantum
Networks”. PRX Quantum 3, 040306 (2022).

Christopher Thalacker, Frederik Hahn, Jarn de Jong, Anna Pappa, and Stefanie Barz.
“Anonymous and secret communication in quantum networks”. New Journal of Physics
23, 083026 (2021).

Hans J. Briegel and Robert Raussendorf. “Persistent entanglement in arrays of inter-
acting particles”. Physical Review Letters 86, 910 (2001).

Robert Raussendorf and Hans J. Briegel. “A one-way quantum computer”. Physical
Review Letters 86, 5188 (2001).

Marc Hein, Jens Eisert, and Hans J. Briegel. “Multi-particle entanglement in graph
states”. Physical Review A 69, 062311 (2004).

Matthias Christandl and Stephanie Wehner. “Quantum anonymous transmissions”.
In Bimal Roy, editor, Advances in Cryptology - ASTACRYPT 2005. Pages 217-235.
Berlin, Heidelberg (2005). Springer Berlin Heidelberg.

Nathan Walk and Jens Eisert. “Sharing classical secrets with continuous-variable
entanglement: Composable security and network coding advantage”. PRX Quantum

2, 040339 (2021).

Damian Markham and Barry C. Sanders. “Graph states for quantum secret sharing”.
Phys. Rev. A 78, 042309 (2008).

Massimiliano  Proietti, Joseph  Ho, Federico  Grasselli, Peter  Bar-
row, Mehul Malik, and Alessandro Fedrizzi. “Experimental quan-
tum conference key agreement”. Science Advances 7, eabe0395 (2021).

arXiv:https://www.science.org/doi/pdf/10.1126 /sciadv.abe0395.

Clément Meignant, Damian Markham, and Frédéric Grosshans. “Distributing graph
states over arbitrary quantum networks”. Physical Review A 100, 052333 (2019).

Xi-Lin Wang, Luo-Kan Chen, W. Li, H.-L. Huang, C. Liu, C. Chen, Y.-H. Luo, Z.-E.
Su, D. Wu, Z.-D. Li, H. Lu, Y. Hu, X. Jiang, C.-Z. Peng, L. Li, N.-L.. Liu, Yu-Ao
Chen, Chao-Yang Lu, and Jian-Wei Pan. “Experimental Ten-Photon Entanglement”.
Physical Review Letters 117, 210502 (2016).

Lukas Riickle, Jakob Budde, Jarn de Jong, Frederik Hahn, Anna Pappa, and Ste-
fanie Barz. “Experimental anonymous conference key agreement using linear cluster
states” (2022). arXiv:2207.09487.

Alexander Pickston, Joseph Ho, Andrés Ulibarrena, Federico Grasselli, Massimiliano
Proietti, Christopher L Morrison, Peter Barrow, Francesco Graffitti, and Alessan-
dro Fedrizzi. “Experimental network advantage for quantum conference key agree-
ment” (2022). arXiv:2207.01643.

Zi-Heng Xiang, Jan Huwer, Joanna Skiba-Szymanska, R. Mark Stevenson, David
J. P. Ellis, Ian Farrer, Martin B. Ward, David A. Ritchie, and Andrew J. Shields. “A

Accepted in { Yuantum 2023-09-05, click title to verify. Published under CC-BY 4.0. 25


https://dx.doi.org/10.1103/PhysRevLett.122.240501
https://dx.doi.org/10.1103/PRXQuantum.1.020325
https://dx.doi.org/10.1103/PRXQuantum.3.040306
https://dx.doi.org/10.1088/1367-2630/ac1808
https://dx.doi.org/10.1088/1367-2630/ac1808
https://dx.doi.org/10.1103/PhysRevLett.86.910
https://dx.doi.org/10.1103/PhysRevLett.86.5188
https://dx.doi.org/10.1103/PhysRevLett.86.5188
https://dx.doi.org/10.1103/PhysRevA.69.062311
https://dx.doi.org/https://doi.org/10.1007/11593447_12
https://dx.doi.org/10.1103/PRXQuantum.2.040339
https://dx.doi.org/10.1103/PRXQuantum.2.040339
https://dx.doi.org/10.1103/PhysRevA.78.042309
https://dx.doi.org/10.1126/sciadv.abe0395
http://arxiv.org/abs/https://www.science.org/doi/pdf/10.1126/sciadv.abe0395
https://dx.doi.org/10.1103/PhysRevA.100.052333
https://dx.doi.org/10.1103/PhysRevLett.117.210502
http://arxiv.org/abs/2207.09487
http://arxiv.org/abs/2207.01643

tuneable telecom wavelength entangled light emitting diode deployed in an installed
fibre network”. Communications Physics 3, 121 (2020).

[31] Chao-Wei Yang, Yong Yu, Jun Li, Bo Jing, Xiao-Hui Bao, and Jian-Wei Pan. “Se-
quential generation of multiphoton entanglement with a Rydberg superatom”. Nature
Photonics 16, 658-661 (2022).

[32] Philip Thomas, Leonardo Ruscio, Olivier Morin, and Gerhard Rempe. “Efficient gen-
eration of entangled multiphoton graph states from a single atom”. Nature 608,
677681 (2022).

[33] Jarn de Jong, Frederik Hahn, Nikolay Tcholtchev, Manfred Hauswirth, and Anna
Pappa. “Extracting ghz states from linear cluster states” (2023). arXiv:2211.16758.

[34] Frederik Hahn, Anna Pappa, and Jens Eisert. “Quantum network routing and local
complementation”. npj Quantum Information 5, 1-7 (2019).

[35] Marco Tomamichel, Charles Ci Wen Lim, Nicolas Gisin, and Renato Renner. “Tight
finite-key analysis for quantum cryptography”. Nature Communications 3, 634 (2012).

[36] Christopher Portmann and Renato Renner. “Security in quantum cryptography”. Rev.
Mod. Phys. 94, 025008 (2022).

[37] Marco Tomamichel, Christian Schaffner, Adam Smith, and Renato Renner. “Leftover
Hashing Against Quantum Side Information”. IEEE Transactions on Information
Theory 57, 5524-5535 (2011).

Accepted in { Yuantum 2023-09-05, click title to verify. Published under CC-BY 4.0. 26


https://dx.doi.org/10.1038/s42005-020-0390-7
https://dx.doi.org/10.1038/s41566-022-01054-3
https://dx.doi.org/10.1038/s41566-022-01054-3
https://dx.doi.org/10.1038/s41586-022-04987-5
https://dx.doi.org/10.1038/s41586-022-04987-5
http://arxiv.org/abs/2211.16758
https://dx.doi.org/10.1038/s41534-019-0191-6
https://dx.doi.org/10.1038/ncomms1631
https://dx.doi.org/10.1103/RevModPhys.94.025008
https://dx.doi.org/10.1103/RevModPhys.94.025008
https://dx.doi.org/10.1109/TIT.2011.2158473
https://dx.doi.org/10.1109/TIT.2011.2158473

	Introduction
	Preliminaries and definitions

	Protocol
	Preparation of linear cluster states
	Anonymous extraction of GHZ states
	Measurements and post-processing

	Analysis of the protocol
	Anonymity of the protocol
	Security and performance of the protocol

	Discussion
	Acknowledgements
	Corrections for Alice, Bob and Charlie during Protocol 2
	Calculating the corrections

	Protocol statement and security proof
	Anonymity in the protocol
	Definition of anonymity
	Proof of anonymity
	Honest-but curious setting
	Dishonest participant



