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Abstract 

The emerging of Wireless Indoor Positioning (WIP) technology has become prominent 

solution in the context of location awareness applications. Nevertheless, WIP system 

introduces tremendous security and privacy problem due to inherent vulnerabilities derived 

from various aspects. One of significant aspects is the vulnerable nature of wireless 

technology that every party has access to the system. In addition, the use of positioning and 

tracking technics can reveal sensitive information including the most critical one that 

related to client’s privacy. Taking into consideration, enforcing standard security and 

privacy method such as traditional Public Key Infrastructure (PKI) is not suitable for the 

WIP system that has very strict requirements in term of resource availability (i.e. 

processing power, data-rate, battery/power supply, and memory storage). On the other 

hand, most of nowadays security and privacy solutions only focus on single aspect of 

security and privacy threats (e.g. only focusing on particular threats such as cloning 

attacks), rather than providing an integrity solution that covers the broader aspects of WIP 

problem. Indeed, the vulnerability in WIP system is inherent in complex aspects, reaching 

from physical layer threats (e.g. relay attacks), network and transport layer threats (e.g. 

cloning, impersonation, spoofing, resource consumption attacks, protocol attacks such as 

various technic of man-in-the-middle attacks, etc.), application layer threats (e.g. 

unauthorized information reading, unauthorized tracking, malicious code injection, etc.), to 

multi-layer threats such as denial-of-service, social engineering, traffic analysis, various 

techniques of replay attacks, and so forth. 

Although it is rather unrealistic to provide a solution that can address the whole aspects of 

security and privacy problem, however the protection can be enhanced by providing a 

suitable solution that can cover the broader scopes of the addressed problem and combining 
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it with corresponding policy enforcement. This thesis introduces a novel solution that can 

be relied to mitigate multi-layer security and privacy problem in broader aspects. The 

following list outlines our main contributions in order to achieve suitable and efficient 

security and privacy achievement in the constrained nature of WIP system. 

 Investigation of the WIP application vulnerabilities both from security and privacy 

point of view in multi-layer problem. In particular, we collect various risks and 

threats as well as the attack scenarios that are susceptible for the WIP applications.  

 The proposed design of security and privacy protocol tailored to the constrained 

nature of WIP system. Such protocol enables access control with mutual 

authentication and verification, as well as identity protection. Therefore, it can be 

relied to mitigate various threats in multi-aspects of WIP system. 

 Key management System for the constrained nature of WIP system. We design 

corresponding service of the proposed authentication protocol to enable security 

update (i.e. private key), which is applicable for the system’s limited resources. 

 The evaluation of the security and privacy method. We prove that our proposed 

solution is suitable to provide protection from various aspects of security risks and 

threats inherited from the use of WIP technology. 

 The performance evaluation of the proposed security and privacy method. We 

evaluate the cryptographic processing in order to prove that the processing overhead 

is feasible to be applied in the constrained nature of WIP system. In addition, we 

evaluate other parameters including the communication overhead and the memory 

storage in order to ensure that our proposed solution is suitable to tackle the 

challenge related to data-rate availability and limited memory storage. 

In general, our analyses present that our proposed security and privacy solution can 

mitigate the addressed problem in broader aspects of WIP problem. In addition, the propose 

solutions are applicable for the constrained nature of WIP system. 
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Chapter 1 

Introduction 

 

1.1. Motivation 

Wireless Indoor Positioning (WIP) is a prominent technology that is used in wide range of 

application domains. It is a tracking application that has been deployed for various 

purposes, reaching from industrial applications, health care, shopping, to the critical 

applications including application for security and protection. Nevertheless, WIP system 

introduces tremendous security and privacy problems in various aspects. On the other hand, 

WIP devices are mostly mobile node that have limited capabilities in term of processing 

power, bandwidth/data-rate, memory storage, communication overhead and power 

supply/battery. Such limited capabilities make the enforcement of common security 

solutions (e.g. using standard Transport Layer Security (TLS/SSL)) are not affordable to be 

applied for. Indeed, using standard Public Key Infrastructure (PKI) is too heavy-weight and 

can drainage the system’s limited resources, affecting the lifetime of the mobile devices 

expire too early or even causing communications failures. On the other hand, nowadays 

state of the art solutions have particular drawbacks in term of providing suitable solution 

that can covers broader aspects of security and privacy in the WIP system.  

In term of security issues, an adversary may exploit the vulnerability nature of wireless 

communication. Certainly, the wireless channel that is broadcasted makes any party within 

the range has access to the communication system. In this case, the adversary can observe 
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and elicit the sensitive information on the broadcasted channel in order to perform various 

attacks, including various technics of Man-in-the-Middle (MITM) attacks (e.g. Denial-of-

Service (DoS), impersonation, spoofing, etc.). One example attack scenario is the 

vulnerabilities related to the limited battery and bandwidth availability.  Take into account 

that WIP system incorporates to various mobile nodes with limited capabilities, this 

application system is also highly susceptible to various threats on resource consumption 

attacks. Such attacks aim at overburdening and thwarting the system’ services by flooding 

the amount of packets addressed to the mobile nodes. In this regards, such scenario can 

waste the limited bandwidth as well as drain the limited battery power, in order to target 

Denial-of-Service (DoS) to particular node.    

In term of privacy issues, an adversary may reveal sensitive information such as the user’s 

identity, and use it to perform further malicious activities such as unauthorized tracking, an 

authorized application data reading, revealing the user or company’s activities and so on. 

Thus In general, this thesis aims at providing a novel solution to cope with the broader 

aspects of security and privacy problem, which is also tailored to specific challenges and 

requirements in WIP system. 

 

1.2. Vulnerabilities and Problem Statement 

Wireless Indoor Positioning system introduces tremendous security and privacy problems 

derived from various aspects. It ranges from the vulnerabilities that are inherited from the 

use of wireless communications, to the specific security and privacy problems derived from 

the use of tracking or positioning techniques itself. Furthermore, the system’s limited 

resources of the WIP applications introduces a complex challenges in term of providing 

efficient security and privacy solution that can protect the whole system from various 

known threats and risks. In addition, the deployment of WIP applications in large-scale and 

distributed system definitely introduces more challenges in the face of establishing integrity 

protection as well as providing the security management. The following list describes the 
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challenges that should be considered to design the security and privacy protection tailored 

to the constrained nature of WIP system. 

 Vulnerable nature of wireless communication. The broadcast nature of wireless 

channel gives an adversary chance to perform various attacks based on active and 

passive eeavesdroppings including various technics of Man-in-the-Middle attacks, 

Denial-of-Service, MAC Address spoofing, Replay attack, impersonation, etc.   

 Limited CPU power. The WIP clients or end-devices (i.e. WIP node or RFID tag) 

are typically low-cost devices with limited capability in term of clock frequency. 

Some of advanced end-devices (i.e. standard sensor platforms such as imote2) have 

sufficient CPU options ranging from 104 MHz, 208 MHz, 312 MHz to 416 MHz. 

Nevertheless, such CPU options are still not affordable to be used in the system that 

relies on upper layer method of standard security solution such as using TLS/SSL. 

Indeed, the standard method introduces high computation overhead that 

overburdens the limited capabilities of CPU, particularly in large-scale system 

where the security process including authentication and authorization as well as key 

management update might be frequently required. 

 Limited battery. Most of common security solution partially relies on upper layer 

method (e.g. application layer). The use of upper layer method introduces high 

communication overhead since the size and number of fragmentation packets 

exchanged during the authentication process is higher. This issue mainly causes 

drainage of battery energy affecting the lifetime of the WIP’s device expires soon. 

 Limited memory storage. WIP is a prominent technology that is used in wide area 

application domains. One of them is embedded system which is integrated to 

Wireless Sensor Networks (WSN) applications. In this regards, such WIP system 

requires more memory storage to handle various parameter including application 

data and the security properties. On the other hand, most of standard embedded 

devices including sensor node have very limited memory storage. Therefore, the 

security and privacy method should provide efficient solution which requires less 
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memory storage. Thus, the available memory storage is still spacious to handle 

other process including the data applications. 

 Low bandwidth/data-rate. In order to achieve low-cost and efficient 

communication, most of end-devices in the WIP system are connected over low 

data-rate ubiquitous communication such as various standards IEEE 802.15.4. This 

limitation introduces more challenges, as the security method should provide 

sufficient integrity protection with various features including access-control, 

authentication, authorization, identity protection, security resistance from various 

threats, as well as providing efficient security management services. However in 

other hand, all security features must be feasible to be enforced over low-speed data 

connection. 

 Heterogeneity. Some of WIP systems are heterogonous networks which consist of 

various access technologies, ranging from the use of WLAN technologies such as 

IEEE 802.11 standards, to WPAN technologies such as various standards of IEEE 

802.15.4. Moreover, the WIP components are also heterogeneous devices with wide 

ranges of hardware capabilities. Thus, the security and privacy solution must have 

flexibility to be implemented over such heterogonous system. 

 High risk on various aspects of security and privacy threats. The use of positioning 

technics over wireless communications (e.g. RSSI, Time of Arrival (ToA), Angle of 

Arrival (AoA) or using RFID) introduces specific security and privacy problems. 

For instance, an adversary may observe the meta-data of transmitted packets to infer 

the location of particular node based on the RSSI value or TOA. In addition, the 

adversary can reveal the movement profile and activities of particular users by 

identifying the MAC address. Furthermore, the WIP system is even highly 

susceptible from various threats related to physical manipulation. Take into account, 

most of end-devices are mostly placed in unsupervised environments, an adversary 

may steal the unsupervised devices and copy all security parameters in order to 

impersonate or compromise the legitimate devices. In this case an adversary may 
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spoof the application such as manipulating the data application or reporting wrong 

location. The comprehensive problem of security and privacy in various aspects will 

be discussed in the chapter 2 of this thesis. 

 Insider threats. In WIP system, legitimate users may misuse their credentials in 

order to fools the system applications. In this regards, they may impersonate as 

other legitimate user to perform malicious activities such as reporting wrong 

attendance or even engage in some activities that are authorized only to specific 

users. In addition, the naughty insider also introduces more challenges in protecting 

the other user privacy, as the insider may use their privilege to eavesdrop the 

communication in order to reveal or access the sensitive information of other users 

such as movement profile and activities. 

 Large-scale distributed system. The large number of deployed devices affects the 

enforcement of security and privacy requirements are more arduous. The addressed 

security and privacy threats inherited both from the vulnerable nature of wireless 

communication and the threats based on the use of positioning technics itself 

become more susceptible.  Furthermore, various requirements such as security 

process (i.e. cryptographic processing) or even security update (i.e. key 

management service) might be more frequently required. Such issues implicate the 

system’s limited resources of WIP system, which may impact to the system failure. 

Thus, the proposed security and privacy method should be applicable for large-scale 

distributed system. 

 Key management problem. Authentication method is a complex security feature 

since it requires key management service. Most of common key management 

solutions such as using standard Public Key Infrastructure (PKI) rely on upper layer 

method. Therefore it is not doable for the constrained nature of WIP system. Indeed, 

the use of upper layer method is too heavy-weight solution that introduces 

expensive computation and communication overhead. On the other hand, 

conducting manual key management method by recalling the all WIP nodes in order 
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to update their security properties are not feasible particularly in the large-scale 

system. The challenges become more complicated since security update may be 

required more frequently in large-scale scenario, however the bandwidth may not 

sufficiently provided. Thus, the proposed key management system (KMS) should 

satisfy the requirement in large scale scenario (e.g. the KMS should be available 

every time the security update is required).  

In general, WIP system is highly susceptible from various security and privacy threats 

ranging from the threats that arise from physical layer vulnerabilities (e.g. relay attacks, 

active jamming, physical manipulation, etc.), network layer vulnerabilities (e.g. cloning, 

impersonation, spoofing, resource consumption attacks, protocol attacks such as various 

technic of man-in-the-middle attacks, etc.), application layer vulnerabilities (e.g. 

unauthorized tracking, malicious code injection, unauthorized data reading, malicious code 

injection such as SQL injection attacks, etc.) to various threats that are elicited from the 

exploitation of multi-layer problem including replay attacks, traffic analysis attacks, crypto 

analysis attacks, covert channel, social engineering, and so on. Nevertheless, enforcing 

security and privacy protection in the constrained nature of WIP is a complex problem. 

Common security solutions are not suitable since most of them require higher computation 

and communication resources. In other words, such tremendous security problem introduce 

the need on novel security and privacy protection that is more suitable to be implemented in 

system’s limited resources such as limited date-rate, limited memory storage, limited CPU 

power and limited battery. 

During the last decade, various research works have been introduced to solve the addressed 

problem, particularly in the system’s limited resources including RFID based applications 

and embedded-device system such as WSN applications. Nevertheless, most of them 

rigidly focus on a single aspect of the security and privacy problem. 

For instance, some of research works strictly focus to provide solution for privacy problem 

with various methods including using anonymous technics, location verification, and 

blocker techniques [13-20]. Nevertheless, such solutions are designed without considering 
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other security aspects such as mutual authentication and verification, access control and key 

management system. Definitely, privacy preserving without any additional security features 

is considered as gammy protection since it left tremendous security problem. Furthermore, 

the similar cases that some of research works only focus to solve particular security threats 

such as cloning attacks or impersonations [3-6][8], without considering other aspects of 

security and privacy issues. In general, providing solution by just focusing on one or few 

aspects of security and privacy is not sufficient to achieve the integrity protection. 

Moreover, various research works have demonstrated the weaknesses of some of security 

and privacy methods that are claimed as good solutions. One of example solutions is a 

RFID authentication protocol based on elliptic curve cryptography named EC-RAC [9]. 

The protocol is designed to minimize the computation workload, as well as to tackle several 

problems in RFID communications including scalability, cloning attacks and privacy 

problem. Nevertheless, just short time after, a research work show that this protocol has 

significant weaknesses that a tag can be tracked even can be impersonated if the one has 

been eavesdropped [10]. Further research works that aims at improving EC-RAC method 

have been proposed in [1][2]. In these works, the authors add several features such as 

protection for Replay Attack (Impersonation Attack), Security against the tracking attack, 

and Backward/Forward Un-traceability. Nevertheless, at least we found that two research 

works have broken the updated versions of EC-RAC methods by demonstrating various 

analyses that invalidate the claimed features in respect to privacy [11][12]. More detail 

about state-of-the-art security and privacy solutions are discussed in the chapter 2 of this 

dissertation. 

It is to be noted that solving the entire security and privacy problem in WIP system is rather 

unrealistic goal. However, the security and privacy protection can be enhanced by 

providing a solution that can cover a broader scope of security and privacy problem and 

combining the solution with corresponding policy enforcement. In general, The WIP 

system needs a novel solution that can be relied to mitigate multi-layer security and privacy 

problem in broader aspects. 
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1.3. Contributions 

The main contributions of this thesis address the broader aspects of security and privacy 

challenges in the constrained nature of WIP system, by introducing a feasible integrity 

protection method including access control with authentication and authorization, privacy 

preserving and security management. The following list outlines the methods of our main 

contributions in order to achieve suitable and efficient solution for the addressed problem. 

 The first main contribution of this thesis is the investigation of the WIP application 

vulnerabilities both from security and privacy point of view. In particular, we 

collect various risks and threats as well as the attack scenarios that are possible to be 

conducted in the WIP applications.  

 The second main contribution of this thesis is the proposed design of security and 

privacy protocols tailored to the constrained nature of WIP system. The protocols 

are applicable for WIP system based on both WLAN/WPAN and RFID system. 

Such protocols enable access control with mutual authentication and verification, as 

well as identity protection. Therefore, it can be relied to mitigate various threats and 

risks in broader aspects of WIP system. 

 The third main contribution of this thesis is the evaluation of the security and 

privacy method. We prove that our proposed solution is suitable to provide 

protection from various security risks and threats inherited from the use of WIP 

technology. 

 The fourth main contribution of this thesis is the performance evaluation of the 

proposed security and privacy method. We emulate the cryptographic processing of 

our proposed solution in order to prove that the processing overhead is feasible to 

be applied in the constrained nature of WIP system. In addition, we evaluate other 

parameters including the communication overhead and the memory storage in order 

to ensure that our proposed solution is suitable to tackle the challenge related to 

low-speed data-rate and limited memory storage.  

 The fifth main contribution of this thesis is the proposed solution in term of security 

management service. We design the corresponding key management system of the 
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proposed authentication protocol. The service enables to update the security 

properties including key management update, which is feasible to be applied in the 

system’s limited resources including limited bandwidth availability. 

In general, our contributions aim at providing the integrity security and privacy protection 

that can mitigate various threats and risks in broader aspects of WIP problem. In addition, 

our contributions aim at providing novel solution which is applicable for the system’s 

limited resources of WIP the system. 

 

1.4. Objective and Requirements 

In order to provide an integrity protection in the constrained nature of WIP system, a 

proposed security and privacy method should fulfil several features. The following list 

generally outlines such security and privacy features as the main objective of the thesis. 

 Access control. The proposed security and privacy method should provide 

protection from unauthorized party that aims at getting illegitimate access to the 

WIP system. In this regards, the access control should enable legitimate users or 

nodes to define whether they try to connect to the legitimate or rogue peer (i.e. 

Coordinator or RFID reader). On the other hand, the access control should also 

enable the peer to define whether they are in process to connect to legitimate or 

malicious node. Thus, the access control feature can detect the malicious node or 

rogue peer in mutual way and subsequently discard the connection. 

 Mutual Authentication and Authorization. The proposed security and privacy 

method should enable initial authentication in two-way verification before proceed 

the security procedure to the next phase. In this regards, all parties in the 

communication of WIP system must be mutually authenticated before revealing 

their sensitive information to each other. Thus, it ensures that only authorized party 

can be involved in the communication system. Thus, not only mitigating various 

threats on Man-in-the middle attacks but also such feature can provide a 
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complementary protection to the sensitive information including the user identity 

from being revealed by unauthorized party. 

 Privacy. The proposed solution should ensure the confidentiality of the whole 

communication process, which prevents the sensitive information including the 

identity from being eavesdropped or illegally revealed by unauthorized party. 

 Message integrity. The proposed solution should ensure that all messages 

transported during the authentication and authorization process are not modified or 

transited by unauthorized party. In general, this feature should be able to prevent an 

adversary to engage in some activity related to MITM attacks. Thus, the existence 

of rogue devices or malicious nodes that impersonate as legitimate party can be 

detected as well. 

 Security resistance. The constrained nature of WIP system is highly susceptible to 

various threats and risks, ranging from the physical layer to combination of various 

layer vulnerabilities. Take in to account that protecting the whole threats is 

unrealistic goal, the security method should provide sufficient protection at least for 

broader aspects of the security and privacy problem. Moreover, the security method 

should also manage to mitigate the complex challenges in large-scale and 

distributed scenario. In addition, the proposed solution should also manage to 

mitigate various threats based on multi aspects problem such as insider attacks that 

try to misuses their credentials, or several types of social engineering attacks that try 

to gain opportunity to launch particular attacks. 

 Communication overhead. The security and privacy method should provide 

efficient communication overhead. In this regards, it should ensure that the size and 

the number of messages transported during the security process are affordable to be 

applied in the ubiquitous communication with low speed data-rate and limited 

battery power. 
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 Computation overhead. The security and privacy solution should be able to sustain 

the limited CPU power by providing a security protection with efficient processing 

overhead. Thus in general it is feasible to be applied to the system’s limited 

resource of the WIP system. 

 Storage overhead. Take into consideration that most of security solution requires 

bigger memory space to store their security properties, the proposed solution should 

ensure that all security parameters that are needed to construct the protection are 

feasible to be stored in the limited memory storage of the WIP devices. 

 Link layer security method. The proposed security and privacy solution should 

entirely rely on link layer method. It is enforced in order to sustain the low-cost 

connectivity with efficient communication and computation overhead. 

 Efficient Security Management Service. Take into account that a comprehensive 

security and privacy protection is a continuous and long-term effort, security 

management service including the KMS is a critical feature in order to ensure the 

integrity protection. In addition, the proposed security management method should 

provide efficient service in the constrained nature of WIP system. 

 Service Availability. The security service including key management and security 

update should be available whenever the service is needed to any legitimate party. 

The availability means the proposed solution should ensure that the service is 

securely feasible to be applied in the constrained nature with limited connectivity 

and data-rate, without introducing major drawbacks that implicate the overall 

security and privacy protection. 

 Large-scale support. The proposed solutions including the designed protocols and 

its corresponding KMS should ensure that such solutions can feasibly sustain the 

growth number of users or nodes without introducing the need to majorly 

reconfigure the security properties. Such solution should also be able to cope with 

the complex challenges in large-scale and distributed scenario.  
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In general, this thesis aims at providing a novel security and privacy solution that can 

satisfy the aforementioned objectives and requirements. Thus, the proposed solution can 

cover the broader aspects of the WIP’s problem. 

 

1.5. Proposed Solution 

The proposed security and privacy protection comprises a protocol for WIP application for 

mobile and embedded devices [21] (e.g. smart phone, tablet, sensor node, etc.), which is 

based on WLAN (IEEE 802.11) and WPAN (IEEE 802.15.4). Furthermore, we also 

propose a security and privacy protocol specifically for the more sensitive challenge in the 

system’s limited resources in WIP based on RFID system [23]. In addition, we also propose 

the corresponding key management system to provide integrity protection in such system’s 

limited resources, particularly KMS for WIP based on RFID system [24][26]. 

In order to establish the security and privacy method for the aforementioned methods, the 

protection methods establish two-tier identity protection since in the beginning of 

authentication process. In this regards, the client identity (i.e. a binary MAC address) is 

firstly hashed into 128 bit integer and then the hashed value is included in the encrypted 

payload of the established session, in order to transport the message to the legitimate peer. 

Thus, an adversary must firstly break the session key and then break the hash function in 

order to reveal the identity. In general, by protecting the identity various risks related to 

privacy can be mitigated. In addition, this method is also effective to strengthen the security 

since most of state-of-the art attacks cannot be launched without revealing the identity. 

Furthermore, we propose light-weight mutual authentication and verification. In this 

regards, the security mechanism entirely relies on data-link layer in order to minimize the 

computation and communication overhead. The authentication verification method is 

establishes in mutual way with particular cryptographic challenges. Thus, there is no 

chance for an adversary to play with man-in-the-middle attacks in order to impersonate 

either as legitimate client or peer, since he will not be able to answer the challenges by just 
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intercepting the message. More detail about our proposed solutions is outlined in the next 

chapters of this thesis. 

  

1.6. Scope of the Thesis 

This thesis address the problem on security and privacy protection for WIP applications 

based on several positioning technics over various standard wireless technologies (e.g. 

WLAN or various 802.11 standards and WPAN or various 802.15.4 standards. In 

particular, it covers various positioning technics reaching from Receiver Signal Strength 

Indicator (RSSI), Time of Arrival (TOA), time-difference-of-arrival (TDOA), time-of-

flight (TOF), Angle of Arrival (AOA), to using Radio-frequency identification (RFID). 

The security and privacy problem over various other WIP technics including using infrared, 

ultrasound, magnetic signals, Global positioning system (GPS), vision analysis and audible 

sound are outside scope of this thesis. 

WIP system based on various contexts of cellular network technologies including UMTS 

(universal mobile telecommunications system), GSM (groupe spécial mobile, global system 

for mobile communications), GPRS (general packet radio service), LTE (long-term 

evolution), CDMA (code division multiple access), HSPA (high speed packet access), etc. 

are outside scope of this thesis. 

Security analysis and its protection on the vulnerabilities of cryptographic algorithms that 

are used in our security method are outside the scope of this thesis. We assume that the 

used cryptographic algorithms are adequate to provide protection from various threats on 

cryptanalytic attacks, ranging from various technics of brute force attacks, birthday attacks, 

to the capability to protect from various threats on discrete logarithm attacks. 

Furthermore, we assume that any intermediate or peer device including the coordinator and 

RFID reader have sufficient resources in term of CPU power, memory/storage, bandwidth 

and energy supply. Therefore, the communication between such devices and the back-end 
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server (e.g. PKG, PPS and database application server) is affordable to use standard 

security method such as TLS/SSL protocol. Thus, any possible threats that give an 

adversary chance to compromise the back-end server including access or modify the IBE 

parameters are outside scope of this thesis. 

The security threats that involve the administrative privilege are also outside scope of this 

thesis. In IBE system, the administrators can potentially misuse their authorities by 

configuring the back-end server, such as configuring PKG and PPS to grant critical 

parameters including the private keys to unauthorized devices or users. In this regards, we 

assume that the administrators are trustworthy and strictly comply with the contractual 

policy of the security enforcement. 

Policy on physical protection and placement for peer devices and back-end servers are also 

outside scope of our thesis. Although we provide access-control-based solution for 

potential physical security threads from the client side, an adversary may steal or physically 

compromise the peer device (e.g. RFID reader). In this case, an adversary may copy all 

security parameters stored in the memory of the reader including the private key, in order to 

impersonate as legitimate reader. In this regards, we assume that all peer devices and the 

servers are tightly supervised by the administrators in order to prevent physical 

manipulation. Furthermore, we highly recommend adopting the standards physical and 

operational security defined by NIST (Karygiannis et al.) [27]. 

Mitigating some of physical attacks that also involve the multi-layer problem is part of this 

thesis. The network-based verification can provide access control and authentication to the 

physical abuse including plating malicious node or rogue devices, as well as misusing the 

security parameters in order to impersonate as legitimate device. Furthermore, this thesis 

also provides identity protection to mitigate the physical attack based on man-in the-middle 

attacks problem, such as various technics of relay attacks that target the user privacy. 

However, other kind of physical attacks that engage in some activity based physical 

channel analysis such as passive interference and active jamming attacks are outside scope 

of this thesis. 
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All inherent threats related to the communication to the backend database, as well as 

security related to middleware architecture are outside scope of this thesis. We assume that 

the WIP-backend database communications is strongly protected since it is mostly 

connected through wired technology in highly supervised area. In addition, we assume that 

the system uses secure operating systems with suitable network and database configuration 

that gives very strict access control only to the authorized party.  In case the connection still 

using wireless technology, we assume that the peer devices (i.e. Coordinator and RFID 

Reader) have sufficient resources to deal with high cryptographic processing such as 

standard TLS/SSL. 
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1.8. Dissertation Structure 

This dissertation is structured as follows: We begin this work in chapter 2 with a 

comprehensive review of security and privacy problem in various aspects of WIP system. 

This chapter also covers state-of-the art solutions with brief discussion about the weakness 

of such solutions. In addition, we also outline the fundamental of identity based encryption 

method and the background of choosing this method for the proposed solution in the 

constrained nature of WIP system.  

Chapter 3 covers our proposed solution for WIP based on WLAN/WPAN system. We 

begin this chapter with the introduction of the addressed problem and motivation to provide 

suitable solution. We propose our solution called IMAKA-Tate, a light-weight mutual 

authentication, verification and key agreement protocol, tailored to the specific 

requirements of WIP system. We show in the section of security analysis that such protocol 

is effective to combat various threats, as well as preserve the privacy by protecting the 

identity (i.e. MAC address). This chapter extends our previous work in [21][192]. 

Chapter 4 covers the analysis of specific security and privacy problem in WIP based on 

RFID system. In this chapter we evaluate the possible implementation of IMAKA-Tate in 

RFID system and how it can mitigate the addressed security and privacy problem. The 

security evaluation shows that the proposed solution is effective to mitigate various threats 

in RFID system. However, such protocol is only suitable for the RFID system with 

sufficient computing resources. This chapter extends our previous works in [22][25]. 

Chapter 5 improves our previous solution in term of processing overhead by introducing 

RFID-Tate. In this chapter, we show that the performance is significantly improved without 

introducing significant security vulnerability. The performance can be improved since the 

RFID tag only requires to calculate one pairing for each session in the phase of mutual 

authentication. Nevertheless, this method sacrifices the key agreement feature of the 

previous protocol. In this regards, the RFID tag must comply with the session key 

generated by the reader, rather than negotiate its own session key with particular 

agreement. This chapter extends our previous work in [23]. 
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Chapter 6 covers the key management system as complementary service for security update 

system, tailored to the constrained nature of WIP system. The key management system 

enables the light-weight security update (i.e. private key update) that complies with the 

specific security and privacy requirements for the WIP system. Thus, the comprehensive 

integrity protection can be achieved. This chapter extends our previous works in [24][26]. 

Finally, we discuss the conclusion of the whole work of this dissertation in chapter 7. It 

also covers various aspects of security and privacy that need to be done in the future work 

in order to cover all aspects of the integrity protection. 
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Chapter 2 

Background and Motivation 

 

This chapter comprehensively discusses various threats in WIP system ranging from the 

lowest layer called physical layer to the top layer including application layer as well as 

multi-layer threats that are composed based on combination of several layers. In addition, 

we also discuss the state of the art solutions and its weaknesses and risks, as well as the 

brief suggestion to mitigate such risks. 

Furthermore, this chapter also outlines the brief theory background of Identity-based 

encryption, particularly short introduction about the Tate pairing over supersinglar curve. In 

addition we also discuss the reason of choosing the cryptographic method for the proposed 

protocols and the corresponding key management system of the WIP applications. 

 

2.1. Security Threats and Risks in WIP system 

2.1.1. Physical threats 

WIP system relies on the vulnerable nature of wireless communication that every party can 

have access to the system. In addition, the low-cost devices are mostly deployed in 

unsupervised and lack of physical protection. This issue introduces chance to unauthorized 
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party to perform physical manipulation, which makes the WIP system is highly susceptible 

to various threats on physical attacks. 

Most of physical attacks aim at performing denial-of-service or sabotaging the service. 

However, physical attacks may be exploited also to achieve specific gain, including 

reveling the user privacy or to be used to launch further attacks on different layer. For 

instance, an adversary may observe the RF signal to find the time-of-arrival, which can be 

used to infer the node’s location. Another example, an adversary may steal the node to find 

sensitive information (e.g. MAC address), in order to launch other attacks such as resource 

consumption attacks. The following list outlines various types of physical attacks that 

should be mitigated in the WIP system. 

1. Jamming Attacks 

An adversary can deliberately prevent the communication between the node and the peer by 

using radio jammer to block the wireless signal transmission. This attack aims at 

performing DoS attacks and it is well-known as frightening threats since up to now there is 

no suitable solution to combat radio jamming, particularly for wireless communication 

operated in constrained environment. Various type of jamming attacks to create DoS in 

wireless communications have in last decade attracted some attention. In particular 

Wireless Local Area Network (WLAN) technology, Noubir et al. [28] demonstrate 

successful jamming attacks at a very low energy cost particularly for IEEE802.11a and 

IEEE802.11b. In the field of Wireless Sensor Networks (WSN) application, Wood et al. 

[29][30] outline the jamming attack as well its prevention by mapping the jammed regions. 

In advance, Wenyuan Xu et al. [31] propose 4 types of jamming attacks including the 

constant jammer, the deceptive jammer, the random jammer and the reactive jammer. Not 

only on physical layer, but also jamming attacks can be conducted based on MAC layer. In 

particular, Wei Law et al. [32][33] propose MAC layer jamming attack by exploiting the 

semantics of the link-layer protocol (aka MAC protocol). 
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2. Relay Attacks 

Relay attacks are one of the most arduous challenges to be tackled particularly in the 

constrained nature of WIP system. It is to be noted that the use of upper layer security 

protections even with very strong cryptographic primitives and well-designed protocol are 

not enough to mitigate the attacks. Take into account that an adversary can use 

transponders to act as Man-in-the-Middle. In this regards, the transponder devices that are 

logically placed between the two entities (i.e. the node and the peer) can intercept the 

message even it is transported over cryptographic protocol. Here, an adversary does not 

need to break the cryptographic protection, instead he just aims at revealing meta-data 

information attached on the radio signal in order to achieve particular gain (e.g. spoofing 

the legitimate node’s location). Therefore, relay attacks cannot be combated by just using 

cryptographic protocol that relies on upper layer method. 

By intercepting the message, an adversary can reveal some sensitive information such as 

the Time-of-Arrival (TOA) that implies the victim’s position. Indeed, such information can 

be elicited from various communication mechanisms that are implemented at lower layer 

including collision detection and avoidance, demodulation, error detection and correction, 

synchronization and retransmission. During last decade, many types of relay attacks have 

been reported particularly in the field of RFID communications. Some of them introduce 

the vulnerability of contactless system (e.g. smart-cards) [34-37], while the other 

demonstrate about practical attack in the field of keyless entry and start systems for modern 

cars [38] and Near Field Communication (NFC)[39]. 

3. Signal Interference 

The large-scale scenario of WIP deployment introduces particular challenges in signal 

interference problem. Indeed, the WIP system is susceptible from various aspects that 

disrupt the signal quality, ranging from electronic noise, metal composite around the 

devices, water, to various things that commonly exist in indoor environment such as power 

switching, room heater, wall, etc. All those things cause inaccurate position estimation, 

even may disturbs the overall communication system that might affects temporary DoS. In 



22 
 

this case, an adversary may exploit this issue in order to gain malicious gain. For instance, a 

disturbance on RF signal may be performed by just generating electronic noise or covering 

the wall with metal composite in order to sabotage the WIP services. 

4. Physical destruction 

Take into account that most of WIP end-devices are not equipped with sufficient physical 

protection, an adversary can simply destruct the devices in order to get the specific gain 

such as performing disturbance or Denial-of-Service (DoS) attacks. In the case of physical 

point of view, DoS can be conducted just by manipulating one of node components such as 

by cutting the antenna off, removing the battery, applying pressure or throw down the 

device forcefully, or even by exploiting chemical substance to disable the device. This kind 

of attack even can be also applied to the peer (i.e. reader or coordinator), which affects 

larger impact on DoS since all nodes existing in particular range of the destructed peer 

cannot be detected. 

5. Physical Manipulation 

An adversary can perform temporary DoS by simply wrapping the node with conductor 

material (e.g. aluminum foil) in order to cover such node to receive Radio Frequency (RF) 

signal. Therefore, the communication between the node and the peer can be prevented. This 

attack even can be carried out in large-scale by instead just wrapping the peer (reader or 

coordinator). Thus, the presence of all nodes cannot be detected since the wrapped peer is 

not able to receive any RF feedback from any node. In general, this kind of physical 

manipulation also considered as frightening threat since anybody may easily conduct such 

attack with very low cost and without special technical skill. 

6. Physical abuse 

An adversary may physically compromise the WIP’s device in order to manipulate the 

service. For instance, an adversary may exploit the unsupervised node to manipulate the 

data in the memory device in order to get the specific benefit. An example is to copy the 

sensitive data (e.g. identity and security properties) to other device in order to impersonate 
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as legitimate device. In addition, an adversary may use the compromised node to inject 

malicious code or malware. Thus, an adversary can spread virus/malware, which may infect 

the entire WIP system. The peer (i.e. reader or coordinator) is also susceptible from 

physical data manipulation. In this regards, an attacker can remove the legitimate peer and 

copy its sensitive data to the rogue device, in order to impersonate as legitimate peer. Thus, 

an attacker can fool all nodes within particular range to reveal their critical information (i.e. 

node’s identity and its data application) to the rogue device. Another trivial scenario, an 

adversary can shift the peer’s position, so that the position estimation will be calculated 

incorrectly.  

2.1.2. State of the art solution for physical layer attacks 

The intentional and unintentional physical attacks including attack both for permanent and 

temporary denial of services can be mitigated by applying traditional security surveillances. 

This method includes placing camera surveillances, employing personal security guards, 

applying physical access controls include fences, gates, locked doors, one-way-in, etc. 

More detail about physical security solutions are described by Karygiannis et al. [27]. 

Particularly in the WIP application that requires high security procedure such as in the air-

port or government building, physical security screening should be applied. Thus, the 

threats can be mitigated by reasonably screening the suspicious things (e.g. screwdriver, 

hammer, aluminum foil, etc.) that can be used to launch physical attacks. 

Any kind of physical manipulation including node or peer displacement can be mitigated 

by applying the same physical security surveillances. Additional, the security can be 

improved by placing such devices with strong mechanical bond. Especially for high cost 

WIP applications, physical security can be improved by adding alarm to the devices which 

is triggered when unauthorized displacement occurs. In addition, such alarm can also be 

triggered by attaching sensor to the device that can detect suspicious activities such as 

placement, pounding, or unusual temperature change. 

To the best our knowledge, there is no better solution to mitigate the unintentional signal 

interference other than omitting or repositioning all things around the devices that might 
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disturb the RF signal. In case of signal interference caused by dense of wireless signal, 

various research works propose solution on antenna technology to mitigate the problem. 

Leong et al. [40] propose guidelines for antenna positioning in RFID deployment zone in 

order to achieve safe distance between antennas in a dense reader environment. In addition, 

Chou et al. [41] present the design of a patch antenna array that reduces the interference in 

RFID applications. Another approach has been proposed by Ferrero et al. [42]. In this 

paper, the authors introduce an anti-collision protocol in dense RFID networks that aims at 

reducing interferences among readers. 

In relay attack, the message is intercepted in the middle between the peer and the user 

affecting significant delay (e.g. the increase value of Round Trip Time (RTT) of the 

packet). Therefore, Instead of using cryptographic protocol, the use of physical distance as 

detection parameter is a promising solution to prevent relay attack. One famous solution 

particularly for RFID communications is proposed by Gerhard P. Hancke and Markus G. 

Kuhn [43] called Distance Bounding Protocol (DBP). Since the nature of DBP has 

disadvantages on noise and no error correction, two additional research works provide 

suitable solution to improve the disadvantages. The first one is proposed by Avoine et al. 

[44], which provide a computation framework of channel error probabilities. The second 

one is, Hancke et al. [45] introduce false-accept probability in term of the risks based on 

mafia and distance fraud threats. 

Further research works try to improve the DBP from various aspects, including the 

improvement of security level as introduced in [46-50]. Moreover, few research works 

focus on efficiency of computational overhead such as presented in [51-52]. Furthermore, 

one interesting topic deals with the improvement in term of memory requirements [53]. 

Some of research works propose mutual DBP by focusing on critical security features 

including mutual identity and mutual distance verification [54-56]. Nevertheless, the 

aforementioned mutual DBP introduce particular weaknesses, such as the solution proposed 

by Capkun et al. [54] is too heavy-weight that may not be suitable for the constrained 

nature of WIP. Furthermore, several research works such as Cremers et al. [57], Desmedt et 



25 
 

al. [58] and Reid et al. [59] reported that most of DBP are susceptible to various threats 

ranging from distance hijacking attack, distance fraud, mafia fraud, to terrorist fraud attack. 

Radio jamming is the most difficult problem to be mitigated in wireless communication. 

An adversary always has chance to actively disturb the radio channel by generating the 

same range of radio signal that is used in the existing wireless communication. Solving this 

problem is even more difficult since an adversary can arbitrary use the radio jammer at any 

place within the range in order to launch the attack. To the best of our knowledge, there is 

no anti-jamming solution that can fully mitigate this problem. However, a lot of research 

works introduce strategic solution to hide from the attacks, reaching from anti-jamming in 

the field of wireless sensor networks [60-66], to the solution for RFID communications 

[67]. In addition, Wenyuan Xu et al. [68] introduce a solution for jamming attack based on 

MAC address. Another approach is by placing friendly jammer around the geographical 

zone to defense against malicious jamming [69-70]. Nevertheless, all the aforementioned 

jamming solution cannot prevent the attacks at all, since most of the solutions just aim at 

camouflaging the RF signal. In addition, such solutions introduce various major drawbacks. 

For instance, placing friendly jammer can interfere with other legitimate RF channels. 

2.1.3. Network and Upper Layer Threats 

In this section we collect various possible attack scenarios that may be launched in the 

charge of several communication layer vulnerabilities including network layer protocol, 

transport layer, and the upper layer. In addition, we also outline the state-of-the-art solution 

to mitigate the attacks, as well as briefly discuss the drawbacks of the solution. 

1. Cloning Attacks 

Although the manufacturer can produce a unique identity to each device as well as claim 

that it is not possible to replicate such identity, an adversary in fact can easily clone the 

identity to writable or reprogrammable device. In addition, an adversary may also conduct 

the same technic in order to impersonate as legitimate peer (i.e. coordinator or RFID 

reader). Various cases in cloning attacks particularly in the charge of the vulnerability of e-
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Passports have been demonstrated. Most of them successfully conduct the attacks due to 

the vulnerability in access control mechanism. For instance, some of attacks are introduced 

by European Digital Rights (EDRI-gram) [71], Juels et al. [72], and some research works 

presented in [73-77]. In addition, Halamka et al. [7] report their evaluation of VeriChip 

product against cloning and spoofing attacks. 

Take into account that most of WIP communications do not use sufficient security and 

privacy protection, this case makes an adversary can easily replicate the node or tag identity 

and any sensitive data in order to perform the cloning attacks. 

2. Spoofing Attacks 

Similar with cloning attacks, spoofing attacks aims at impersonating as a legitimate client 

in order to get privilege and full access to the valid communication channel. However, 

different with cloning, spoofing does not require physically clone of the node or RFID tag. 

Instead, such attacks require the knowledge of communication protocol as well as the 

sensitive properties including the cryptographic material that are used to secure the 

communications.  

3. Impersonation 

Taking into account that most of WIP communications are not sufficiently protected and it 

is naturally broadcasted that makes every party has access to, an adversary may have 

chance to reveal the legitimate node or peer identity. In this case, an adversary may try to 

play with MITM by transiting and modifying the messages in order to compromise the 

communication in between. 

In addition, the revealed sensitive information of the peer may be used to replicate the 

device and plant it as rogue peer or devices in order to act as alike a legitimate Extended 

Service Set (ESS) in the wireless communication system. Such rogue devices are also can 

be exploited to trick the legitimate client or node to reveal their sensitive information. 
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4. Eavesdropping 

Eavesdropping is one of the most frightening specters in wireless communication, as an 

adversary always has chance to carry out such malicious activity. An adversary can record 

the communication data from both directions which are client to the server and server to the 

client. All recorded communication can be further used for malicious activities (e.g. 

cloning, MITM, DoS, reveling the privacy, etc.). 

5. Back-end Database Attacks 

Most of WIP system particularly the coordinator and the RFID reader are connected to the 

back-end database. Like in common networked system, such connection is also susceptible 

from various threats that may give chance to the adversary to compromise the database. 

However, the connection parameters (e.g. network protocol, access control and operating 

system configuration) are considered as specific secured system, since the communication 

to the database infrastructure is mostly connected through wired communication. In this 

regards, the attacks are not trivial to be launched since it requires deep knowledge about 

protocol, policy and the internal middleware architecture. 

6. Resource Consumption Attacks 

Resource consumption attack is a variant of Denial-of-Service (DoS) attacks that aims at 

exploiting the system limited resources in order to extinguish the service. The attacks can 

be conducted by repeatedly sending amount of packets to the resource-restricted devices 

(e.g. sensor node, RFID tag, etc.) in order to waste the limited bandwidth and drainage the 

battery power. In addition, the attacks even can be launched to target the limited 

computational power, in order to coercively shut down the CPU operation. Thus, the 

flooding packet can overburden the constrained capacities of the devices, which affects 

malfunction of device. 
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2.1.4. State of the art solution for network and upper layer threats 

1. Anti-Cloning Attacks 

A potential solution to prevent cloning attacks is by establishing mutual authentication and 

verification protocol. This method provides access control to ensure that only legitimate 

entity can get connection into the system. Nevertheless, most of mutual authentication 

solution require high system’s resources, therefore enforcing such method in the 

constrained nature of WIP system is a complex challenges. 

Several previous works also tried to mitigate the cloning attack with diverse method, one of 

them was introduced by Ari Juels [4]. The author presented simple methods to reinforce the 

resistance of EPC (Electronic Product Code) tags against basic cloning attacks. Such 

methods were presented by establishing challenge response authentication with PIN-based 

access control method. 

Some of researcher tried to use Physical Unclonable Function (PUF) technology to achieve 

unclonable identity. One of them was proposed by Pappu et al. [78-79] with physical one-

way functions and it is demonstrated that they are collision resistant. Indeed, PUF is a 

promising technology to encounter the cloning attack due to the advantages defined by 

Tuyls et al. [80]. 

 “Since PUFs consist of many random components, it is very hard to make a clone, 

either a physical copy or a computer model.” 

 “PUFs provide inherent tamper evidence due to their sensitivity to changes in 

measurement conditions.” 

 “Data erasure is automatic if a PUF is damaged by a probe, since the output 

strongly depends on many random components.” 

In general, PUF can make the chips unique and practically impossible to be cloned. 

Moreover, PUF is a potential technology that can be implemented for challenge–response 

authentication. Thus, it is resistant to various risks on cloning attacks and spoofing attacks 

as well. Nevertheless, this technology introduce particular drawback. It is arduous to be 
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characterized since its feature that uses many random components, which are introduced in 

the physical object during its manufacturing [81]. 

Tuyls and Batina [5] proposed off-line authentication method by using PUF technique. In 

particular, the authors presented an anti-cloning method based on PUFs that are attached to 

an Integrated Circuit (IC). In addition, the further works introduce the off-line verification 

protocol based on key generation and physical one-way function presented in [82-83]. In 

this works, the authors proved that their solution feasible on a constrained device such as an 

RFID-tag. Nevertheless, In order to minimize the area constraints of a tag, the involved 

cryptographic algorithms are sacrificed. In this regards, the elimination of some 

cryptographic function can harm the whole system from other threats and risks in various 

aspects.  

Devadas et al. [3] present the design of PUF enabled “unclonable” RFIDs. Such design has 

been implemented in 0.18 μ technology. The extensive testing results demonstrated that 

PUFs can securely authenticate an RFID with minimal overheads. Furthermore, the PUF 

based RFID introduces the advantages in anti-counterfeiting and secure access. 

In addition, Mitrokotsa et al. [81] explain the idea that cloning attacks and other variant of 

impersonations can also be mitigated by checking and verifying the user real time data and 

correlating such data to the movement profile stored in the database. In this regards, the 

access control should be aborted if the suspicious event is detected. In the WIP case, the 

suspicious can be defined if illogical event occurs, such as the same person exists 

concurrently in two or more different room. Similarly, the security will not permit someone 

to enter the building if according to the database the person is already inside the building or 

another case that the person is on business trip. 

Mirowski and Hartnett [6] introduce an Intrusion Detection System (IDS) specifically for 

RFID system. The IDS works according to the audit log data (e.g. statistical classifier) in 

the back-end database and it mainly focus on cloning attack detection. Their experiment 

result shows that the true positive rate of anomaly detection varies in between 24.24% to 

86.36%, on the other hand the false positive rate ranging from 2.17% to 10.77%. Although 



30 
 

the authors have demonstrated promising experiment result, the idea of IDS for RFID 

system definitely need more investigation for further improvement. 

Eun Young Choia et al. [8] propose a novel anti-cloning method specifically tailored to the 

EPCglobal Class-1 Generation-2 (C1G2) standard using particular function with unique 

serial number. This method is effective to combat cloning attack as well as preventing the 

information leakage and password disclosure. Nevertheless, the invariability of encrypted 

packet introduces chance to an adversary to trace the targeted devices (in this case RFID 

tag). Thus this method suffers from the problem related to user privacy. 

2. Anti-Eavesdropping 

Wireless communication is susceptible to eavesdropping threats. One of promising solution 

to mitigate the threat is by applying cryptographic method to protect the communication 

channel. Nevertheless, such cryptographic method must be carefully considered since it 

requires more demand in term or resource availability, which is contradictive with the 

system’s limited resources of WIP system. 

Other way to mitigate eavesdropping is by avoiding sensitive data to be stored in node’s 

memory. Another similar method to mitigate the threats is by eliding such sensitive data 

including the critical security properties that are stored in the node’s memory. In this 

regards, the protocol and back-end database should be able to accommodate suitable 

communication that enables to securely retrieve the important data whenever needed. 

Quan et al. introduce several anti-collision algorithms based on EPC code with 96-bit 

identifier in RFID system. One of them is the tree-walking algorithm that can be useful to 

mitigate eavesdropping by securing the transmission of the tag identity. Nevertheless, the 

tree-walking procedure introduces particular drawback that slow-down the communication 

performance. In this case, the number of queries-responses and the number of bits 

transmitted increases excessively with the increase in the bit length of tag identifier [84]. 
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3. Anti-Spoofing and Impersonation 

Similar like the solution for cloning attack, spoofing and any kind of impersonation can be 

mitigated by performing authentication with challenge response method. In particular, one 

of methods to established authentication is by equipping all the nodes with pseudonymous 

identities such as using hash function. Thus, only authorized peer (i.e. RFID reader or 

Coordinator) can get access to the legitimate nodes or RFID tags.  

Weis [85] present pseudonymous identities using hash locks that propose a simple access 

control mechanism based on one-way hash functions. In addition, Weis et al. [86] also 

present randomized access control with using randomized hash-lock. This method is 

effective to prevent the legitimate end-device (e.g. RFID tag) to respond predictably queries 

by unauthorized party. Thus, the RFID tag meta-ID is secured from being revealed by 

unauthorized party. 

Ohkubo et al. [87] present user privacy protection using a low-cost hash chain mechanism. 

In particular, the authors use the hash chain technique to renew the secret information 

included in the tag. Thus, Through the use of a hash chain with two hash functions, the low 

cost protection and forward secrecy can be achieved. 

In general, hash function technique is considered as cheap solution since such method can 

be applied by just implementing the hash function on each node’s memory. In this regards, 

the key and identity calculation are handled by the backend database. On the other words, 

the authentication procedures are partially handled by the backend database. Thus, it might 

be suitable for the system’s limited resources of the WIP system. 

Nevertheless, from time to time various research works have proved that the hash 

protection can be broken in certain condition. Thus, the security method is considered as 

weak protection when it is just relaying on single hash function method. One example work 

is presented by Eli Biham and Rafi Chen [88]. In this work, the authors present a near-

collision attack on SHA-0 based on differential collisions [89]. Joux et al. further made 

improvement of this attack by introducing a 4-block full collision of SHA-0 [90]. 
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Xiaoyun Wang and Hongbo Yu [91] present a new powerful collision attack that is 

efficiently to be conducted on various MD5 hash function. Such attack is also efficacious 

for many other hash functions including MD4 [92], HAVAL-128 [93] and RIPEMD [94]. 

Even in the case of MD4, the attack can feasibly be done within less than a second. Wang 

et al. [95] comprehensively introduce Cryptanalysis of the Hash Functions MD4 and 

RIPEMD. In term of HAVAL technique, Wang et al. [96] present feasible attack that can 

break the HAVAL with 128-bit fingerprint. Furthermore, Wang et al. also present new 

collision search attacks on the hash function SHA-0 [97] SHA-1 [98]. In addition, a lot of 

research works have introduced various technics to break various hash function 

implementations [99-122], including various technics of Cryptanalysis, Preimage attacks 

Collision, and Multi-collision attacks. In general, the security method should combine 

several methods, rather than just relying the protection on single method of hash function. 

4. Anti-Resource Consumption Attacks 

In the context of Ad-hoc Networks, Stamouli et al. [123] present Real-time Intrusion 

Detection for Ad hoc Networks (RIDAN). This method aims at mitigating several threats 

including resource consumption attacks. This method might be potential to be implemented 

in WIP system since the experiment results show that RIDAN performed resource 

consumption attack detection with accuracy of 74.8%. Nevertheless, the use of intrusion 

detection components introduces the complexity, cost and maintenance. Therefore, this 

method is not suitable for the constrained nature of WIP system. Furthermore, this method 

introduces serious problems such as false alarms that can harm the overall communication 

system. 

Yih-Chun Hu, Adrian Perrig and David B. Johnson [124] present other solution to combat 

resources consumption attack called Ariadne. In this paper, the authors propose secure ad-

hoc routing protocol by re-designing Dynamic Source Routing protocol (DSR). In order to 

secure the routing, Ariadne establishes routing on demand by dynamically finding the route 

only when required. On similar solution, Sencun Zhu et al. [125] introduces hop-by-hop 

authentication to verify the validity of all packets transported in the network, and one-way 



33 
 

key chain to establish trust among nodes. Nevertheless, such methods are tailored to 

mitigate resource consumption attacks which are conducted in particular routing protocol 

for ad-hoc networks. Thus, it is not appropriate with the security requirements in the WIP 

system. 

To the best of our knowledge, the most effective way to mitigate resource consumption 

attack particularly for WIP system is by protecting the end-devices sensitive data including 

the identity. Thus, an adversary will not be able to arbitrary sending packet to the targeted 

device since the adversary has no knowledge about destination address of the targeted 

device (i.e. the MAC address). 

2.1.5. Special Issue on Privacy Threats 

Providing a location awareness service without impact on privacy issue is one of the 

biggest challenges in WIP applications. There are a lot of things that can be exploited by an 

adversary in order to reveal the users privacy. One of them is by exploiting the vulnerable 

nature of wireless communication, which is naturally broadcasted and every party has 

possible chance to eavesdrop the communication. The other issue is the use of positioning 

technics itself, which makes an adversary has chance to trace the user trail (e.g. the radio 

fingerprint). In addition, the nature of WIP system that is commonly deployed in 

unsupervised area makes an adversary might easily to perform malicious activities such as 

physically compromise the unsupervised nodes, in order to reveal the user privacy. Indeed, 

the privacy issue in WIP system is a complex problem that arises from various aspects, 

reaching from the problem on physical layer to application layer. The privacy problem even 

may arise from non-technical aspect such as social engineering and forgery. 

Various example scenario related to the privacy have been introduced. For instance 

[27][81], the revealing information can be exploited to perform corporate spying in order to 

define strategy to win the business competition. In this case, an adversary may eavesdrop 

the communication or maliciously access the beck-end database in order to surreptitiously 

learn confidential information such as prices and marketing strategies, manufacturing 
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schedules, item flow in the supply chain (e.g. delivery schedules), or even a critical 

information about list of items in warehouses. 

During the last decade a lot of reported problems in the charge of technical aspect of 

privacy issue have been presented, one of them is the one introduced by Gildas Avoine 

[126]. In this paper, the author reveals the privacy issue in RFID banknote protection 

scheme that is previously introduced by Juels and Pappu [127]. In this case, although the 

banknote has already been equipped with cryptographic protection scheme, which is based 

on combination of optical access and RFID, the author demonstrated that the data stored in 

the smart device can still be accessed and modified without having optical access to the 

banknote. Such attack can be successfully launched by abusing the secure integration of 

asymmetric and symmetric encryption schemes [128], which is used to protect the 

banknote. 

In term of WIP for library application, David Molnar and David Wagner [129] introduce 

the specific problem in RFID library application. The authors report that there are several 

possible attacks that can be conducted in such application. One of them is about detecting 

the tag presence that correlates to detecting the human presence, which introduces the 

privacy problem. The second problem is about static tag data and no access control that in 

general introduce a chance for an adversary to track the book and infer the origin of the 

person carrying the book. In addition, collision-avoidance IDs is listed as one of the 

potential problem since collision-avoidance behavior might allow unauthorized party to 

reveal the tag’s or user’ identity. Furthermore, the deployment of rewritable tag introduces 

chance for an adversary to rewrite or modify data in the tag in order to perform further 

misuses. 

Gildas Avoine and Philippe Oechslin [130] present multilayer problem that implicate the 

privacy issues of RFID applications. In this paper, the authors prove that the privacy attack 

(i.e. information leakage and traceability) can be launched from three layers of RFID 

communication, which are application, communication and physical layer. They 

demonstrated that privacy is a complex problem that cannot be mitigated by only focusing 
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into a single layer solution. In addition, they also proved that most of privacy solutions that 

only focus on application layer fail to cope with the multi-layer problem. 

Furthermore, there are a lot of discussions about privacy issue raised from the characteristic 

of RFID communications that have been published in various scientific publications. Some 

of them discuss about the vulnerability of RFID system in political and philosophy point of 

view [131-133]. 

2.1.6. State-of-the-art Privacy Solution 

Mitigating privacy threats is a complex challenges that the solutions must be 

comprehensively viewed on multi-aspects of the addressed problem. A lot of research 

works have been introduced to mitigate the privacy problem in various methods. It ranges 

from the use of light-weight cryptographic protocol, hash function, to the use of blocker 

method to prevent from unauthorized access. 

Gildas Avoine and Philippe Oechslin [13] propose scalable hash-based privacy protocol 

based on the scheme proposed by Ohkubo et al. [87]. In this paper, the authors introduce a 

specific time-memory trade-off that enables the scalability as well as prove the privacy 

solution for RFID system. Using hash function is one of potential solutions to mitigate the 

privacy threats that is effectively protect the identity from being revealed by unauthorized 

party. This method is well known as cheap solution that is applicable to the system’s 

limited resources. Nevertheless, various research works have reported that hash function 

method is feasible to be broken. In general using stand-alone hash-based solution without 

any additional security method is considered as weak security protection. Thus, this 

solution is not suitable anymore for state-of-the-art privacy protection in the WIP system. 

Ari Juels [14] introduces minimalist cryptography for low-cost RFID tags by using 

pseudonym technique. This method also introduces one-time-pad security scheme that 

enables to re-use the pad to overcome the limited memory resources. Nevertheless, the re-

use one-time-pad affects degradation to the general security protection. 
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Several researchers propose unique and elegant privacy solutions to address the privacy 

issue. For instance, Sastry et al. [15] present the concept of secure location verification by 

introducing Echo protocol. It is an extremely lightweight protocol that does not require 

time synchronization, cryptography, or any prior agreement between the client and verifier. 

Other approach is proposed by Marco Gruteser and Dirk Grunwald [16]. This work 

presents middleware architecture and algorithms that enable efficient anonymity to achieve 

privacy preserving. The adaptive algorithm enables to adjust the anonymity constraints 

based on the specific needs within a given area. In addition, Hong et al. [17] introduces 

architecture for privacy-sensitive ubiquitous computing called Confab. This toolkit enables 

to customize privacy mechanisms as well as managing the location privacy. In addition, 

this toolkit can address the need in providing spectrum of trust levels among the users.  

Furthermore, Ari Juels et al. [18] also propose a unique method for selectively blocking the 

RFID tags in order to achieve the consumer privacy. This method allows to selectively 

prevent a certain tag from being read by un authorized party. In addition, Ari Juels and 

John Brainard [19] also introduce similar blocker solution which is more flexible and 

cheap. Similar approach is propsed by Günter Karjoth and Paul A. Moskowitz [20], whcich 

introduce a method that enable the RFID tag to be disabled with visible confirmation. This 

innovation use clipped tags method, which enables the user to physically detach the RFID 

tag from its antenna, in order to disable the connection to the reader. Nevertheless, the 

aforementioned solutions introduce particular drawback that the blocker must always 

require human intervention. In this regards, this method might not be practical particularly 

for the non-human-involved WIP applications. 

Moreover, all solutions aforementioned above focus rigidly on a particular problem of 

privacy aspect, without considering other security aspects including authentication, other 

security risks, key distribution and management. In general, privacy preserving without any 

additional security features is arguably considered as uncompleted protection since it left 

tremendous security problem. 
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2.1.7. The Threats based on Application Layer Vulnerabilities 

The threats on WIP applications are all possible attacks that aim at eliciting malicious gain 

in the context of application such as reveal the sensitive information, spoofing or modifying 

the information (e.g. body temperature or blood pressure in health care applications), 

impersonation, forgery, or even performing DoS. 

1. Unauthorized Reading of the Application Data 

Take into account the communication in WIP system is not equipped with sufficient 

authentication and encryption methods, an adversary can silently read the content of 

application without leaving any imprint. An example case is in a credit card application 

which is equipped with RFID chip to enable fast payment method. In this case, an 

adversary can silently use a reader (e.g. a smart phone with NFC) to scan the secret 

information of credit card saved in a pocket. In this regards, various information can be 

elicit including the name, credit card number and expiration, in order to further use the 

information for illegitimate payment. Here an adversary is just required to approach the 

target in particular proximity of NFC range, even without requiring any optical contact. On 

the other words, an adversary can easily read the credit card information without requiring 

any physical contact to the pocket of the victim. 

2. Node modification 

Take into account most of devices that employ in ubiquitous computing facilitate with 

reprogrammable and writable memory, this issue introduce implication that an adversary 

can modify or delete the data application stored in the devices. The success rate of this type 

of attack is even higher since most of pass-through devices (i.e. reader or coordinator) have 

no mechanism to differentiate whether or not they communicate with original or 

unmodified node.   

Various implications arise from this issue, which the risk depend on the use of WIP in 

particular applications. An example scenario in RFID health-care applications is defined by 

Mitrokotsa et al. [81]. In this scenario, an adversary can modify the data in the RFID tag, in 
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order to sabotage the service. In this case, the data application (e.g. blood pressure, body 

temperature, heart rate, etc.) can be modified. This malicious activity can impact serious 

problem that may trigger false alarm or inappropriate treatments such as mistakenness in 

defining the drug dosage.  

3. Malware Attacks 

Since most of WIP applications are connected to the backend database, this issue makes the 

WIP system is also susceptible from various threats on malware attacks. For instance, an 

adversary can exploit the node’s free memory space to inject and spread viruses through the 

database services. 

In the case of WIP system based on RFID technology, Rieback et al. [134] define that 

malware attacks can be classified in three different types. The first one is various types of 

exploit attack. Such attacks can be performed by exploiting the memory space in the client 

device, in order to launch several types of attacks including SQL injection, malicious code 

insertion and buffer overflow. For instance in the case of SQL injection attacks, the 

researchers also demonstrated example experimentations with particulars command that 

can shut down and delete specified database. The second type of malware attacks is worm 

attacks, which exploit the network connection to spread the exploit code to new RFID tag. 

Thus, the exploitation of network connection enables an adversary to access and executes 

malware from remote location. Furthermore, the third type of Malware is an RFID virus, 

which can disseminate to the RFID system without requiring an internet connection. In this 

regards, an adversary is required to have knowledge about the middleware architecture in 

order to enable the virus to replicate itself in to the beck-end database and then further the 

application software can rewrite it into the new RFID tag. In addition, on the two other 

works of the researchers defined in [135-136] demonstrate that the aforementioned types of 

attacks are even feasible to be launched from RFID tag that has very limited memory. 
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2.1.8. State-of-the-art Solution for Application Layer Vulnerabilities 

Various research works have been proposed to mitigate the threats in application layer, 

some of them by introducing access control to the client device, in order to prevent 

unwanted scanning and modification. The blocker tag [18-19] is one example solution in 

RFID system, which propose a method that selectively block a rogue reader for protecting 

the consumers from unauthorized reading of RFID tag. Nevertheless, this method 

introduces various potential abuses, one of them is the scenario that an adversary may use 

malicious blocker tag to conduct denial-of-service attack in order to break the RFID reader 

protocol. In addition, two similar approaches to prevent unauthorized reading are proposed 

by Rieback et al. called RFID Guardian [137] and Juels et. al called RFID Enhancer Proxy 

(REP) [138]. Such two approaches introduce an intermediate device between the legitimate 

tag and its reader that acts as a personal RFID firewall. The intermediate device is equipped 

with powerful feature (e.g. real computing power), which can establishes a privacy zone 

and policy around the legitimate RFID system. Thus, only authenticated readers can have 

access to the legitimate tag. Nevertheless, these two conceptual approaches introduce 

logistical questions about how the intermediate device should acquire and release control of 

tags and their associated PINs or keys [139]. 

Enforcing encryption protocol and access control can be used as other option to protect the 

WIP system from unauthorized reading. Several examples are proposed in [140-142]. 

However, enforcing such method may introduce further problem such as computation and 

communication overhead that may not be suitable for the system’s limited resource of WIP 

system.  

Various type of malware attacks can be mitigated from the starting point of malware 

injection which is providing access control so that only authorized client can get access to 

the communication system. Nevertheless, the attacks can be launched by insider or an 

adversary who is able to steal the legitimate node. In this case,   Rieback et al. [136] 

suggest for regularly reviewing the code and rigorously checking the sanity to ensure the 

entire RFID system is clean from vulnerabilities and bugs. In general, Mitrokotsa et al. [81] 
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suggest all unsubstantial database and middleware features (e.g. back-end scripting) must 

be turned-off to achieve the integrity protection.  

2.1.9. The Threats based on Multi-aspect Vulnerabilities 

This section covers various aspects of WIP vulnerabilities reaching from non-technical 

aspect such as social engineering threats, to various threats that exploit the combination of 

various vulnerabilities in several layers. 

1. Social engineering 

On the contrary of spending time for the big effort in technical hacking, an adversary may 

simply attempt to perform confidential trick to fool the legitimate user, in order to achieve 

particular gain. For instance, various social skills can be exploited to elicit the sensitive 

information, performing forgery, or even gain access to system. Various scenarios can be 

attempted by an adversary, one example is by physically lending the personal devices from 

authorized clients (e.g. token, tablet, RFID tag, etc.) in order to elicit the sensitive 

information (e.g. MAC address, security properties, etc.). The adversary even can use the 

lent device to launch particular attacks such as malware injection or impersonation as 

legitimate user in order to gain the privilege. An adversary may even pass the entry of 

restricted room by just trailing the legitimate users or compromising the personal security 

guard. Thus, based on the aforementioned scenarios, various types of social engineering 

should also be considered as parameter to achieve the integrity protection. 

2. Covert channels 

The use of wireless communication makes the WIP system is also susceptible from various 

technics of covert channel attacks. Such attacks aim at creating a capability to transfer 

sensitive information through the unused memory storage. It is launched by exploiting 

possible distinct or hiding channel, rather than use the legitimate one that is subject to 

access control and encryption process. Since the information is transferred surreptitiously, 

this type of attacks is arduous to be detected. 
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covert channel attack is basically can be launched by exploiting various vulnerabilities in 

several layers [143], reaching from the inherent vulnerabilities on the link layer with MAC 

addresses, network layer with IP addresses, to the vulnerabilities on transport layer with 

UDP/TCP port numbers. In the specific case of RFID communications, Bailey et al. [144] 

define several scenarios which covert channels can be problematic in RFID tags, which are 

listed as follows. 

 “Covert Sensors / Transaction Monitors: A verifier might use a covert channel to 

extract side information from a tag. For example, the verifier might obtain 

information from a hidden sensor, or unauthorized information about transactions 

performed by the tag.” 

 “Covert Identification Channels: A manufacturer could implant a covert channel to 

create an independently and secretly configurable tracking system. Such a system 

can operate even without the collusion of authorized verifiers [145].” 

 “Covert Authentication: Paradoxically, it is sometimes desirable for mobile devices 

like RFID tags to be cloneable; that is, not to authenticate themselves. Researchers 

have argued in favor of this property in human-implantable RFID tags [7]. If an 

attacker can easily clone such RFID tags, she will have little incentive to steal 

them; that is, physically extract the tags, thus harming their owners. The presence 

(or even the mere possibility) of a covert authentication channel can undermine this 

important assurance of safety.” 

Although launching covert channel attacks is not trivial, particularly in the case of WIP 

system which the availability of bandwidth and memory storage are not spacious enough, 

somehow such threats may harm the users once it has successfully launched. Thus, further 

investigation should be considered in order to combat the addressed problem. 

3. Denial of service attacks 

Various vulnerabilities in several layers can be exploited in order to launch DoS attacks. It 

ranges from the vulnerabilities related to physical layer (e.g. physical manipulation), 

wireless protocol, network protocol, transport layer, to the application layer such as 
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malware attacks. In addition, an adversary may also exploit the constrained nature of WIP 

system to target specific gain on DoS attacks. An example scenario is an adversary may 

perform various technics of resource consumption attacks in order to gain malicious benefit 

related to the limited bandwidth and battery power of WIP’ devices. An adversary even 

may perform DoS by exploiting the other aspects of system’s limited resources (e.g. 

flooding the memory or overburden the processing limit). 

Furthermore, an adversary may also exploit the inherent vulnerabilities that are emerged 

from the particular drawbacks of common security and privacy solution. For instance, a 

blocker tags proposed by Juels et al. [8-19] is well-known solution proposed to cope with 

the problem related to user’s privacy. Nevertheless, such approach can be misused by an 

adversary to perform DoS attacks, such as by maliciously using the blocker to break the 

reader protocol.  

4. Traffic analysis 

No matter the WIP system uses very strong cryptographic protection and a well-design of 

communication protocol, an adversary can learn the information pattern by intercepting the 

encrypted payload. In this regards, an adversary requires to gather the number of messages 

as much as possible in order to accurately infer the traffic. 

Although the encrypted messages cannot be decrypted, an adversary can learn traffic 

pattern in order to infer the information. For instance, an adversary may be able to observe 

the traffic information and correlate to the real case based on several example questions, 

such as who changes to medium to medium which indicates the movement profile, who 

talks to whom can indicate the relationship among the clients, or who talks when may 

indicate the position, duty and activities profile of the clients. 

5. Attacks on cryptographic algorithms 

The WIP system’s limited resources make the enforcement of strong cryptographic 

protection is not feasible to be implemented in. Indeed, it will overburden the limited CPU 

power, memory storage as well as drain the battery power. Therefore, most of common 
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solutions in WIP system only use cheap cryptographic protection. This issue makes the 

constrained nature of WIP system is highly susceptible to various attacks on cryptographic 

algorithms, ranging from various technics of brute force attacks, birthday attacks, to the 

capability to protect from various threats on discrete logarithm attacks. For instance, Garcia 

et al. [146] perform reserve engineering attacks on the security method used in contactless 

smart card system called MIFARE classic. The system is used extensively in access control 

for office buildings, payment systems for public transport and various other applications. In 

this case, the researchers aim at addressing the vulnerabilities on the symmetric cipher, the 

designed authentication protocol, and the knocking procedure. Impressively, the attacker 

can recover the secret key by just using standard computing resources without any pre-

computation and it is accomplished within less than a second. Moreover, the whole payload 

of the communication between the tag and the reader can be eavesdropped as well as 

decrypted. It is even feasible to be conducted although multiple authentications are 

enforced in the whole communications. As the results, this attack can gives particular 

advantages such as it enables to clone the card or even to restore the original card to a 

previous value. 

6. Side channel attacks 

Take into account that some of WIP devices are deployed in unsupervised environments 

and most of them are lack of physical protection, WIP system is also susceptible from 

various threats of side channel attacks. Such attacks aim at gaining the malicious 

advantages from the information leakage based on the vulnerabilities of physical 

implementation of a cryptosystem. Various parameters can be exploited to infer the 

valuable information including, power consumption analysis, electromagnetic leaks, time 

measurement analysis, thermal emission or even emitted sound can be exploited by an 

adversary in order to break the system (e.g. recover the secret key). In this regards, the 

successfully rate of such attacks is highly dependent to the technical knowledge of the 

internal process of the cryptographic system. 
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Various research works in the fields of side channel attacks have been introduced 

particularly in wireless environment for embedded devices with cryptographic applications. 

Gebotys et al. [147] introduces side channel attack in term of exploiting electromagnetic 

leaks, particularly on Personal Digital Assistant (PDA). Furthermore, Okeya et al. [148] 

introduce other types of side channel attacks on several Message Authentication Codes 

(MAC), particularly using Simple Power Analysis (SPA) and Differential Power Analysis 

(DPA) method. In this work, the authors demonstrate that several key bits can be extracted 

using SPA. In addition, DPA can be exploited to achieve selective forgery against several 

MACs including EMAC [149], OMAC [150], and PMAC [151]. 

7. Replay and Forgery attacks 

The broadcast nature of wireless environment makes an adversary has chance to intercept 

the communications. The adversary can relay and copy the authentication message and later 

broadcast the message in order to impersonate as legitimate party. By reusing the relayed 

message, an adversary can impersonate either as legitimate node or peer. Thus, the 

legitimate parties (i.e. node and its peer) will grant access to each other since they are 

fooled to think that they communicate in proper manner. An adversary can further exploit 

this attack for various scenarios. For instance, by impersonating as legitimate client, an 

adversary can get access to the communication system. In addition, an adversary can 

further perform malicious activities such as injecting malicious code to propagate malware, 

getting access to restricted room or building, or performing other forgeries such as 

impersonating as legitimate reader to reveal the clients’ privacy. 

2.1.10. State of the art for the threats based on multi-aspect problem 

1. Solution for Social Engineering 

In order to effectively counter various threats on strategic attacks (e.g. social engineering), 

Mitrokotsa et al. [81] suggest long-term effort of security process. In this regards, security 

and data protection policy, as well as performing risk assessment should be established and 

maintained continuously, in order to specify potential threats and risks. In addition, the 
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security policy should be adequately socialized to all users in order to achieve optimal 

protection. Furthermore, all organization‘s member should be continuously educated and 

trained in order to establish knowledge and awareness against critical data protection and 

organization security. 

2. Solution for Side-channel Attacks 

Most of side-channel attacks basically can only be launched by physically comprising the 

targeted devices and within valid range of the used wireless channel. Thus, It is difficult for 

an adversary to launch such attacks targeted to the personal devices that are typically 

attached to the human body (e.g. smart phone and body sensor), without firstly stealing the 

devices. In general, performing side channel attacks are very complicated work, since most 

of them cannot be done surreptitiously and remotely like common network-based attacks.  

To the best of our knowledge, the best way to mitigate side-channel attacks for non-

personal devices is by preventing the devices from theft or physically being compromised 

by an adversary. This can be done by applying standard physical security such as placing 

camera surveillances, employing personal security guards, applying physical access 

controls including fences, gates, locked doors, one-way-in, and so on. Thus, it can prevent 

an adversary to analyze the information leakage, since such attacks basically cannot be 

launched remotely. 

Nevertheless, not every WIP devices are placed in highly supervised area. This issue 

introduces chance for an adversary to physically compromise the devices in order to 

analyze the information leakage. Some of research works have introduced various methods 

to mitigate the threats. Pongaliur et al. [152] introduce comprehensive countermeasures of 

side channel attacks in wireless sensor node applications. Firstly, the authors propose the 

use of power randomization, new circuit designs and obfuscation method in order to 

complicate power analysis attacks. Secondly, the authors also propose three different 

approaches to mitigate electromagnetic attacks, reaching from encompassing the node to 

prevent access to the component, using secret share method to divide the computation 

probabilistically, to the use of masking method to complicate the subset of secret key. 
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Thirdly, the authors also propose an approach to mitigate optical side channel attacks. 

Generally, it is recommended to disable all the LEDs function on sensor nodes including 

the debugging information which an adversary can get feedback about the LEDs 

information. In term of timing attacks, the authors suggest using more clock cycles so that 

branching does not affect the execution time. In order to combat fault analysis attacks, it is 

suggested to use redundancy to catch injected faults. Furthermore, using encapsulation with 

sound absorbing material is suggested as an effective way to combat sound Acoustic 

attacks. Moreover, the authors also introduce a method to random the acoustic noise by 

using similar frequency to obscure sound emissions from sensor nodes. And lastly, the 

authors suggest using dual-layer cases with different conducting surface in order to combat 

thermal Imaging attacks. In this case, the inside layer use high conducting material and the 

outside layer use non-conducting material. Thus, the dual-layer case can muffle heat 

emission. 

Furthermore, various approaches have been introduced to mitigate side-channel attacks 

[153-156]. Nevertheless, most of aforementioned solutions introduce particular drawbacks 

including the increase of power consumption, as well as the increase in manufacturing cost. 

Thus, the aforementioned solutions are not suitable for the constrained nature of WIP 

system.  

3. Solution for Replay and Forgery Attacks 

Replay and forgery attacks as well as denial of service attacks can be mitigated by 

enforcing mutual authentication protocol with cryptographic challenge-response 

verification. In other words, the legitimate parties challenge their peer to each other in 

mutual-way with fresh and random cryptographic values for every established session. 

Thus, an adversary will not be able to answer the challenge by just replaying the old 

message, which is intercepted during the previous established session. In addition, 

Mitrokotsa et al. [81] also suggest several simple countermeasures such as use timestamps, 

one-time passwords, and clock synchronization in order to provide countermeasure for 

relay attacks. Nevertheless, the aforementioned methods may charge the limited system’s 
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resources of WIP applications. Thus, the proposed security protocol that uses the aforesaid 

methods must be carefully designed to avoid major drawbacks in term of computation and 

communication overhead. 

Various research works have been introduced to mitigate replay attacks in the field of 

wireless sensor and ad-hoc network. For instance, Huei-Ru et al. [157] propose a protocol 

called “lightweight dynamic user authentication scheme” with several the features 

including reducing the risk on user’s password leakage, capability of changeable password, 

and better efficiency. Lingxuan Hu et al. [158] introduce a protocol with secure aggregation 

mechanism. This method prevents replay attacks since the sensor node keys are renewed 

every reading. Karlof et al. [159] present link layer security architecture called TinySec. 

This method uses application and routing layers to detect replay attacks by inferring 

information patterns about communication and the network’s topology. In addition, 

Boukerche et al. [160] introduce a method called “secure localization algorithms”, such 

method prevent the replay attacks by filters out malicious beacon based on round-trip time 

(RTT) evaluation that indicates extra delay. The aforementioned solution can be considered 

as promising solution for the addressed problem in system’s limited resources. 

Nevertheless, it needs further investigation whether or not it is suitable to be applied in the 

case of WIP system that has specific challenges and requirements. 

4. Solution for Covert Channel Attacks 

Detecting and combating various types of covert channel attacks is a complex work. The 

main problem here is nowadays even the legitimate user has tendency to launch such 

attacks for particular gain, such as creating different communication channel to bypass the 

company’s firewall. In technical point of view, various aspects need to be investigated to 

mitigate these attacks. However, strictly enforcing the security policy, as well as 

continuously performing security management and risk assessment can be relied to mitigate 

various threats on covert channel attacks. 
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5. Solution for Traffic Analysis Attacks 

Several common methods can be applied in order to countermeasure against traffic analysis 

attacks. One of them is by changing radio call-signs frequently, which can confound an 

adversary to infer the traffic pattern. Other option to prevent traffic analysis is by 

camouflaging the traffic. It is can be done by sending dummy traffic or continuous 

encrypted signal so that the communications always looks busy. Thus, an adversary will not 

be able to accurately infer the traffic pattern. Nevertheless, changing radio call-signs 

frequently is not feasible for the WIP system that uses standard wireless technologies with 

different architecture. In addition, sending dummy traffic to camouflage the traffic is power 

sensitive that can drain the limited battery energy on WIP devices. 

During last decade, various methods have been presented in the face of mitigating traffic 

analysis attacks. It ranges from network coding based [161], removing the correlation of 

each packet in the network traffic [162], to hop by hop cluster key encryption and sending 

rate control [163]. However, each solution has particular drawbacks in term of 

performance. To the best of our knowledge, the best way to mitigate traffic analysis attacks 

is by protecting the identity of the sender (i.e. source address) and the receiver (i.e. 

destination address) from being revealed by unauthorized party. This method can be done 

by including the identities in the encrypted payload. Nevertheless, the open question is how 

to cryptographically hide the identity without introducing major drawback in processing 

overhead. 

 

2.2. Short Introduction to Identity-based Encryption 

2.2.1. Why Choosing Identity Based Encryption 

The idea of Identity-based cryptographic method was initially proposed in 1984 by Adi 

Shamir [164]. Identity-based Encryption (IBE) is a type of server-based Public Key 

Cryptography (PKC) that constructs the public key based on the calculation of identity and 

a set of particular mathematical functions. In addition, the corresponding private key is 
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constructed based on the public key and its set of mathematical functions. In the beginning, 

Shamir proposed the IBE method to simplify the complexity of certificate management in 

e-mail system. In particular, Shamir proposed email address as identity to be calculated as 

public key. The idea of this method enables the client (i.e. sender) to encrypt email by using 

the public key string of the recipient email address. In this regards, the sender does not need 

to obtain the recipient’s public key certificate. In other words, the sender can simply send 

the encrypted email to the recipient even if the public key certificate of the recipient has not 

been set up.  

In the case of WIP system, we propose MAC Address to be used as identity since it is the 

lowest layer addressing method in wireless communication. This method also enables the 

proposed security mechanism to be performed over data-link layer. To enable the identity 

calculation, we firstly use hash function (e.g. MD5) to converts the binary MAC address to 

128 bit integer. Thus, the hashed value of MAC address can be used to calculate pair of 

public key and its corresponding private key.   

Comparing to common server-based Public Key Infrastructure (PKI), IBE has different 

characteristics that can give advantages to the constrained nature of WIP. The following list 

outlines the IBE system characteristics from WIP system point of view. 

 Off-line encryption operations with efficient communication overhead. In the 

beginning, the clients and the authenticators are required to retrieve a set of public 

parameters and their private keys from the trusted third-party server. After this step, 

authentication and encryption process can be conducted repeatedly without further 

connection to the server. This mechanism is different compare to common server-

based systems (e.g. certificate system) that always require connection to the server 

for each encryption and authentication process. In general, this feature can save the 

bandwidth consumption, which is suitable to the WIP system that has limitation in 

term of data-rate. 

 Efficient privacy protection. Privacy preserving is a critical aspect in WIP system. 

IBE system establishes security mechanism that includes the identity in the 
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encrypted payload. Thus the privacy is effectively preserved since the identity is 

protected from being revealed by unauthorized party. 

 Minimizing the risk on private key misuse. Common PKI system such as certificate 

system introduces significant risk on private key misuse [Bruce Schneier]. One of 

distinction of IBE system is that all clients in the communication system including 

the peers and its clients cannot arbitrary generates their own private key. In this 

regards, the master secret key that is used to generate the private key is only own by 

the trusted third-party server. Thus, the misuse can be controlled since only the 

server can generate the corresponding private key for all clients. 

 Simplified the infrastructure requirement and trust relationship. Common PKI 

system requires complex infrastructure to manage and distribute the certificate. In 

addition, the most difficult problem is to build trust relationship that might demand 

higher requirements in term of communication and computation resources. In IBE 

system, the one and only challenge is to build the trust relationship with the server 

that generates the private keys. Thus, compared to common PKI system, the IBE 

system requires modest infrastructure and trust relationship to renew the expired 

security properties including private key update. 

In general, the use of IBE method is more suitable for the constrained nature of WIP system 

that demands efficient resources consumption. 

2.2.2. Pairing Based Elliptic Curve Cryptography 

Elliptic curve cryptography (ECC) is a type of PKC that relies on elliptic curves defined 

over finite fields. Compared to non-ECC cryptography such as RSA method, ECC 

introduces particular advantages. Among such advantages, ECC offers smaller key size in 

the same level of security protection. According to NIST recommendation, a 160 bit ECC 

method is equivalent to a 1024 bit traditional public key method such as RSA. Thus, the 

advantage on smaller key requirement introduces further benefit in term of computation and 

communication overhead. Indeed, ECC offers faster computation and efficient bandwidth 
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and energy consumptions, as well as smaller memory requirement. Thus, in general ECC is 

suitable for the constraint nature of WIP system. 

In order to optimize computation efficiency, we use the Tate (ƞT) Pairing, which is known 

as the fastest Pairing Based Cryptography (PBC) over super singular elliptic curves [166]. 

In particular, the pairing method is defined over ternary field 𝐹3509 [168] with embedding 

degree 6 (𝐹3509 𝑥 6). Such extension field provides advanced-level 128 bit security strength, 

which is claimed has about same security level as 1024 bit RSA modulus [170]. The 

construction of Tate pairing is based on Discrete Logarithm Problem (DLP), more detail 

about Tate pairing is defined in [165][167]. 
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Chapter 3 

Proposed Solution for WIP Based on 

WLAN/WPAN Technologies 

 

3.1. Introduction & Motivation 

Due to their considerable advantages, Wireless Indoor Positioning (WIP) techniques based 

on IEEE 802 including Received Signal Strengths (RSS), Time of Arrival (TOA) and 

Angle of arrival (AoA), have driven much more attention in research and development 

during the last decade. Indeed, such positioning techniques introduce various advantages 

reaching from economical aspects like low cost implementation and maintenance, to 

technical aspects like arguably more reliable as well as its flexibility to be implemented in 

the existing wireless communication system. 

Nevertheless, WIP based on IEEE 802 is naturally vulnerable system that introduces 

tremendous problems in security and privacy. The following list outlines the security and 

privacy challenges as well as threat models in WIP system. 

 One of critical challenges is to establish privacy preserving. Adversary always has 

chance to reveal the user attendance and activities based on identity revealed in the 

communication process. 
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 WIP system is vulnerable to various attacks based the existence of rogue devices. 

Adversary might install the rogue device to perform malicious activities, reaching 

from fraudulence like reporting wrong attendance, unauthorized tracking, data 

manipulation, cloning attack, to various Man-in-the-middle (MITM) attacks like 

Denial of Services (Dos), replay attack, reflection attack, etc. 

 WIP system is highly susceptible to insider attack. Legitimate users might misuses 

their authorization to reveal other user privacy and have better chance to perform all 

aforementioned attacks. 

 WIP system is typically a heterogonous network consisting of various access 

technologies including IEEE 802.11 and IEEE 802.15.4. In addition, WIP system 

typically consists of various device characteristics, including embedded sensor node 

with limited capabilities in term of data rate, CPU, memory, and battery/power. 

Therefore, the enforcement of security and privacy mechanism in WIP system is 

complicated. On the other hand, using common security solutions such as Transport 

Layer Security (TLS) is not feasible for the constrained nature of WIP. 

 WIP system is also susceptible to various attacks like in Wireless Sensor Networks 

(WSN). One example is various techniques of resource consumption attacks, which 

aim at wasting bandwidth as well as draining the battery power. It can be performed 

by repeatedly sending amount of packets that overburden the limited capabilities of 

the embedded devices. 

In this chapter we introduces IMAKA-Tate, a light-weight Identity Protection, Mutual 

Authentication and Key Agreement based on cryptographic Tate (ƞT ) pairing. It is defined 

over ternary field 𝐹3509 [168], which is known as the fastest pairing over super singular 

elliptic curves [166]. IMAKA-Tate aims at providing novel security and privacy method 

tailored to tackle the aforementioned security and privacy challenges in WIP system. 
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3.2. Related Work 

Our work touches vast field of research works as WIP IEEE 802 system is established 

based on various aspects of wireless communication system. In this section we briefly 

outline several existing solutions that relate to our work. 

Mulkey, Kar and Katangur [181], purposed IBE method for efficient authentication and 

privacy for wireless networks IEEE 802.11. Mainly, they enhanced the existing WPA 

solution by applying such IBE method. Nevertheless, MAC Address or client identity is 

sent in clear message on the beginning of authentication request. This issue introduces an 

opportunity for an adversary to reveal the user position and activities based on the observed 

identity. Furthermore, an important feature like mutual authentication was not provided in 

this solution. 

In WSN domain, Szczechowiak and Collier [169] designed TinyIBE using ƞT pairing, 

which successfully rebutted the common misconception that IBE method is too heavy for 

sensor node. They proved that using ƞT pairing is feasible even on at very constrained 

sensor nodes. Nevertheless, mutual authentication was not proposed on the TinyIBE and it 

was designed only for static nodes. Thus, it is not suitable for WIP system that deals with 

dynamic or mobile nodes. 

Kolesnikov and Sundaram proposed Identity-Based Authenticated Key Exchange Protocol 

(IBAKE) [171]. It aims at improving AKE that suffers from key escrow problem 

[172][173]. This work was continued in [174], which defined the authentication and key 

agreement using B-Franklin [175] and B-Boyen [176] method. Moreover, IBAKE is being 

improved in the on-progress work [177], by defining mechanism to transmit IBAKE 

message through Extensible Authentication Protocol (EAP). Nevertheless, IBAKE employs 

expensive cryptographic processing as well as high communication overhead. Moreover, 

such protocol partially relies on upper layer method called Transport Layer Security (TLS), 

which introduces expensive communication overhead. 
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3.3. Proposed Scheme 

3.3.1. Preliminaries 

In order to tackle the WIP challenges, IMAKA-Tate establishes encryption of the 

communication data starting with the initial step of authentication process. In this regards, 

the entire communication payloads including the user identity are transmitted in encrypted 

channel. Furthermore, in order to achieve light-weight as well as strong security protection, 

we particularly apply ƞT pairing, which relies on extension ternary field 𝐹3509 𝑥 6 defined in 

[168]. Such extension field provides high-level 128 bit security strength, which is about 

same security level as 1024 bit RSA [170]. 

We assume in the WIP system that two parties which are coordinator and node establish 

mutual authentication to each other. The coordinator is a static point that calculates and 

defines the position of other party called nodes, while the nodes are commonly user mobile 

devices or might be also embedded sensor node, which their position are mapped by the 

coordinator. 

3.3.2 Setup Phase 

The setup phase is conducted before network deployment and it is established by the 

trusted third-party called Key Generation Function (KGF), which is handled by the 

administrator. In other word, the existence of KGF is no longer needed after the 

administrator successfully distributes all parameters that are required to construct the IBE 

method. 

On the setup phase, the KGF generates all secret parameters that would be trustily 

preloaded to each device’s memory. The generated parameters include a 128 bit integer 

master secret key s, where s ∈ 𝑍𝑞
∗ . The KGF also defines supersingular elliptic curve over 

𝐹𝑞
∗, where 𝐹𝑞

∗ =  𝐹3509. Furthermore, several public parameter are generated, the first one is 

a random point on elliptic curve P, where P ∈ E(𝐹𝑞). The second one is another random 

point Q, where Q ∈ E(𝐹𝑞) and Q = sP. The last one is g, where g = e(P, P) and e is a  
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Figure 3.1. Three-way handshake of mutual authentication and key agreement. 

function which maps E(𝐹3509) x E(𝐹3509) → 𝐹3509 𝑥 6. Moreover, the KGF defines two hash 

functions, H1 is the function to transform a binary MAC address to a 128 bit integer, where 

H1 : {0, 1}∗ → 𝑍𝑞
∗ . Another hash function is H2, which convert the extension filed  𝐹3509 𝑥 6 

to a 128 bit integer, where H2 : 𝐹𝑞 → {0, 1}𝑛. 

In order to keep minimum computation overhead on each node, the KGF generates and 

distributes all private keys of each node based on the master secret key s. The KGF 

generates a private key for each node N, by calculating N = 
1

𝑠+𝑛
 P, in this context, s is 

master secret key and n is public key of each node calculated as n = H1(node MAC 

address). Similarly, the KGF also generates another private key for the coordinator, 𝐶𝑂𝑟𝑑 = 

1

𝑠+𝑐
 P, where c = H1(coordinator MAC address). In general, all parameters that are 
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preloaded to the coordinator and each node memory are: Private Key (𝐶𝑂𝑟𝑑 𝑜𝑟 𝑁), P, Q, g, 

H1 and H2. 

3.3.3. Authentication and Key Negotiation Phase 

In this phase the coordinator and the node perform three-way handshake for mutual 

authentication and session key negotiation. Figure 1 illustrates the three-way handshake as 

described as follows. 

1. The node randomly generates two 128 bit integer t and w, where t is temporary 

session key. The node also calculates the coordinator’s public key c = 

H1(coordinator MAC address), by assuming that the coordinator periodically 

broadcasts its beacon frame. Thus the node can easily find the MAC address for 

calculating the public key. 

2. The node then generates two ciphertexts V1 = w(Q + cP) and V2 = t ⊕ H2(𝑔𝑤). 

The node subsequently requests to join in the WIP system by sending the two 

ciphertexts to the coordinator. The node also includes its MAC address n = 

H1(node MAC address) in the encrypted payload, in order to protect its identity 

from being revealed by unauthorized party. In this case, all contents in the message 

including the session key t and the node MAC address are encrypted using the 

coordinator public key. Thus, only the coordinator can decrypt the message. 

3. The coordinator receives and decrypts the messages using its private key 𝐶𝑂𝑟𝑑. The 

coordinator can recover the session key t by calculating t = H2(e(𝐶𝑂𝑟𝑑, V1)) ⊕ V2. 

In order to achieve efficient communication, the coordinator tentatively saves the 

key t and the value of V1 for further steps. Each message created by the node in the 

three-way handshake will use the initial session key t and the value of V1 will be 

used to calculate primary session key. 

The temporary session key are shared based on the pairing function calculated as follows. 

 t = H2(𝑔𝑤) ⊕ V2                                                      (3.1) 
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 since 

 𝑒(𝐶𝑂𝑟𝑑, 𝑉1) = 𝑒 (
1

𝑠+𝑐
 𝑃, 𝑤(𝑄 + 𝑐𝑃)) 

                             = 𝑒(𝑃, 𝑄 + 𝑐𝑃)
𝑤

𝑠+𝑐 

                             = 𝑒(𝑃, (𝑠 + 𝑐)𝑃)
𝑤

𝑠+𝑐 

                             = 𝑒(𝑃, 𝑃)𝑤 = 𝑔𝑤                                 (3.2) 

4. In the second message of the three-way handshake, the coordinator generate x and u 

as two random 128 bit integers, where u is temporary session key for processing all 

messages created by the coordinator. The coordinator afterward generates and send 

two ciphertexts V3 = x(Q + nP) and V4 = u ⊕ H2(𝑔𝑥). The coordinator also 

includes the values of V1 and V2 in the encrypted message to be further verified by 

the node. 

5. The node then receives and decrypts the message which contains temporary session 

key u using its private key N. It is conducted by calculating u = H2(e(N, V3)) ⊕ V4. 

The node further verifies the value of V1 and V2. The further step is then continued 

only if the two values are same as the two values of V1 and V2 generated by the 

node on the first message. Otherwise, the node aborts the authentication. The node 

also saves the value of V3 in order to calculate the primary session key. 

6. The node then sends back the value of V3 and V4 to be verified by the coordinator. 

The coordinator then process the message using the session key t that has been 

collected before. The further step is continued if the received values are equal as the 

values generated by the coordinator on the second message. Otherwise, the 

coordinator sends failure notification to abort the connection. 

Up to this step, both parties have mutually authenticated to each other. In addition, they 

also effectively succeed to share the 128 bit primary session key. It is conducted by 
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computing the two random values of V1 and V3 that have been securely exchanged on the 

three-way handshake. In this case: 

 The node computes H2(e(𝑁, 𝑉3)𝑤) 

 The coordinator computes H2(e(𝐶𝑂𝑟𝑑, 𝑉1)𝑥) 

Both parties calculate the same session, since: 

 e(𝐶𝑂𝑟𝑑, V1)𝑥 = e(𝐶𝑂𝑟𝑑, 𝑤(Q +  𝑐P) )𝑥 

                             = 𝑒 (
1

𝑠+𝑐
 P, 𝑤(𝑠P + 𝑐P))

𝑥

 

                              = 𝑒(P, (𝑠P + 𝑐P))
𝑤𝑥

𝑠+𝑐 

                              = 𝑒(P, P)𝑤𝑥                                           (3.3) 

 and 

 e(N, V3)𝑤 = e(N, 𝑥(Q +  𝑛P))𝑤 

                           = 𝑒 (
1

𝑠+𝑛
 P, 𝑥(𝑠P + 𝑛P))

𝑤

 

                           = 𝑒(P, (𝑠P + 𝑛P))
𝑤𝑥

𝑠+𝑛 

                           = 𝑒(P, P)𝑤𝑥                                              (3.4) 

3.3.4. Mutual Authentication over EAP 

To support efficient and scalable communication for heterogeneous wireless IEEE 802, 

IMAKA-Tate transports the authentication messages through standard EAP method (RFC 

3748) [178]. As illustrated in Figure 2, all authentication messages are transported in 

encrypted payload. Thus, it prevents adversary to reveal the credentials in order to perform 

malicious activities such as various techniques of MITM attacks (e.g. replay attack, relay 

attack, reflection attack, etc.). Furthermore, IMAKA-Tate simplifies the authentication by  
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Figure 3.2. IMAKA-Tate over EAP. 

eliminating the identity exchange. This mechanism is different like in common EAP 

method, as our protocol specifically works based on MAC Address. 

IMAKA-Tate aims at providing light-weight security protocol that maintains the size of 

authentication payload as optimally minimum. As illustrated in figure 3, IMAKA-Tate 

defines new header field called IMAKA-Tate Exchange. It is one-octet in length that 

identifies the encrypted-authentication messages. The values are identified as follows. 

 1 = IBE Challenge-EAP Request/Respond 

 2 = IBE Failure Notification 

Furthermore, IMAKA-Tate transports encrypted payloads, which are composed as follows. 



62 
 

 

Figure 3.3. EAP IMAKA-Tate message format. 

 The Values of V1, V2, V3, and V4 are each encrypted 16 Bytes that are transported 

during the IBE Challenge request and respond message. 

 Either Auth_Node or Auth_Coordinator is 2 Bytes notification message attached in 

the encrypted payload. 

 

3.4. Security Analysis 

This section presents the security strength of IMAKA-Tate against various risks and 

attacks, as well as discusses security features that enable the integrity protection in WIP 

system. 

3.4.1. Access Control, Rogue Devices and the Insiders 

In WIP system, an adversary can create rogue coordinator in order to spoof legitimate users 

to reveal their credentials. Hence, an adversary can exploit the revealed credentials to 

conduct malicious actions (e.g. reporting wrong attendance, unauthorized tracking, data 

manipulation, DoS, cloning attack, etc.). Nevertheless, an adversary has no chance to reveal 
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all parameters (i.e. e, P, Q, g, H1 and H2) that secretly pre-load before the network 

deployment. In this case, the rogue coordinator is not able to perform mutual authentication 

and key agreement on the three-way handshake. Thus, IMAKA-Tate can mitigate the 

aforementioned threats by preventing the rogue coordinator to be authenticated in WIP 

system. 

Let us presume that the rogue coordinator has different parameters (i.e. e’, P’, Q’, g’, H1’ 

and H2’). In this case, the rogue coordinator is not able to respond the three-way handshake 

requested by the node. Moreover, the rogue coordinator does not possess the master secret 

key s, which is known only by the KGF. Hence, the rogue coordinator wrongly generates 

its private key. Let us presume that the rogue coordinator has different master secret key r ≠ 

s. The rogue coordinator then incorrectly generates its public key 𝑐𝑅𝑜𝑔 ≠ c and private key 

𝐶𝑅𝑜𝑔 ≠ 𝐶𝑂𝑟𝑑 :  

 𝑐𝑅𝑜𝑔 = H1’(rogue coordinator MAC address)         (3.5) 

 𝐶𝑅𝑜𝑔 = 
1

𝑟+𝑐𝑅𝑜𝑔
 P’                                                        (3.6) 

Moreover, the rogue coordinator is not able to correctly calculate the initial session key t, 

since: 

 t ≠ H2’(e’(𝐶𝑅𝑜𝑔, V1)) ⊕ V2                                      (3.7) 

Since the initial session key t is calculated incorrectly, the rogue coordinator is not able to 

decrypt the initiation message ƞT(V1, V2, n). Hence, the rogue coordinator is not able to 

find the node MAC Address in order to respond the message. Moreover, the challenge is 

more complicated for adversary, as it is not possible to convert n value to node MAC 

address based on the incorrect parameter H1’, since: 

 n ≠ H1’(node MAC address)                                     (3.8) 

An adversary may conduct social engineering to inquiry the user’s MAC Address. However 

the adversary is still not able to correctly generate the user public key and the two 
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ciphertexts. This issue makes the node is not able to calculate the temporary session key u. 

Let us presume that the rogue coordinator generates n' ≠ n, V3’ ≠ V3 and V4’ ≠ V4: 

 n' = H1’(node MAC address)                                   (3.9) 

 V3’ = x(Q’ + n’P’)                                                  (3.10) 

 V4’ = u ⊕ H2’(𝑔′𝑥)                                                 (3.11) 

However the node wrongly calculates the key u, since: 

 u ≠ H2(e(N, V3’)) ⊕ V4’                                         (3.12) 

Hence, the node aborts the connection as the value of V1 and V2 attached on ƞT(V3’, V4’, 

V1, V2,) cannot be verified. 

Furthermore, both parties are not able to correctly generate and share the primary session 

key, as the node calculates: 

 e(𝑁, 𝑉3′)𝑤 = e(𝑁, 𝑥(𝑄′ +  𝑛′𝑃′))𝑤 

                      = 𝑒 (
1

𝑠+𝑛
 𝑃, 𝑥(𝑟𝑃′ + 𝑛′𝑃′))

𝑤

 

                      = 𝑒(𝑃, (𝑟𝑃′ + 𝑛′𝑃′))
𝑤𝑥

𝑠+𝑛 

                      = 𝑒(𝑃, 𝑃′)
𝑤𝑥(𝑟+𝑛′)

𝑠+𝑛                                    (3.13) 

On the other hand the rogue coordinator calculates: 

 e′(𝐶𝑅𝑜𝑔, 𝑉1)𝑥 = e′(𝐶𝑅𝑜𝑔, 𝑤(𝑄 +  𝑐𝑃) )𝑥 

                                = 𝑒′ (
1

𝑟+𝑐𝑅𝑜𝑔
 𝑃′, 𝑤(𝑠𝑃 + 𝑐𝑃))

𝑥

 

                                = 𝑒′(𝑃′, (𝑠𝑃 + 𝑐𝑃))
𝑤𝑥

𝑟+𝑐𝑅𝑜𝑔 
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                                = 𝑒′(𝑃′, 𝑃)
𝑤𝑥(𝑠+𝑐)

𝑟+𝑐𝑅𝑜𝑔                               (3.14) 

By taking into account an insider who already owns all parameter that pre-loaded in his 

valid device’s memory. In this scenario, an adversary can abuse his authority to create the 

rogue coordinator. However, the master secret key s is owned only by the KGF and it is 

never shared to any party, neither to the coordinator nor to the node. In this case, the insider 

is not able to generate the correct private key for the rogue coordinator. Let us presume that 

the rogue coordinator use incorrect master secret key r ≠ s. The rogue coordinator 

incorrectly generates its private key: 

  𝐶𝑅𝑜𝑔 = 
1

𝑟+𝑐𝑅𝑜𝑔
 P                                        (3.15) 

Hence the rogue coordinator is not able to generate correct initial session key t as described 

in equation (1) and (2), since: 

 𝑒(𝐶𝑅𝑜𝑔, 𝑉1) = e(𝐶𝑅𝑜𝑔, 𝑤(𝑄 +  𝑐𝑃) 

                             = 𝑒 (
1

𝑟+𝑐𝑅𝑜𝑔
 𝑃, 𝑤(𝑠𝑃 + 𝑐𝑃)) 

                             = 𝑒(𝑃, (𝑠𝑃 + 𝑐𝑃))
𝑤

𝑟+𝑐𝑅𝑜𝑔 

                             = 𝑒(𝑃, 𝑃)
𝑤(𝑠+𝑐)

𝑟+𝑐𝑅𝑜𝑔 = 𝑔
𝑤(𝑠+𝑐)

𝑟+𝑐𝑅𝑜𝑔                  (3.16) 

 In this case: 

  t ≠ H2(𝑔
𝑤(𝑠+𝑐)

𝑟+𝑐𝑅𝑜𝑔) ⊕ V2                              (3.17) 

In general, IMAKA-Tate can prevent the node from being arbitrary read by the existence of 

rogue device (e.g. rogue coordinator). This method is enforced by providing access control 

that prevents both authorized coordinator and malicious node to get access into the WIP 

system. In addition, the proposed protocol can also mitigate malicious threats from the 

insiders who misuse their access right. 
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3.4.2. Privacy Issue and Attack Based on Revealed Identity 

Protecting the identity is a crucial aspect in WIP system.  An adversary can observe the 

user identity and use it to perform malicious activities, which are listed as follows. 

 An adversary can inquiry the user attendance, as well as reveal the user activities 

based on the attendance and movement profiles. In WIP application, it is definitely 

a serious problem that must be tackled as it contradicts with the crucial aspect of 

user privacy. 

 An adversary can perform various techniques of resource consumption attacks. The 

adversary can waste the node bandwidth and drain the battery by insistently sending 

packets to the revealed identity as destination address. 

 An adversary initially reveals the user identity as one of requirements that is needed 

in order to successfully perform various attacks (i.e. node capture attack, reflection 

attack, replay attack, and various attacks based on revealed identity). 

Nevertheless, IMAKA-Tate performs the encryption method that includes the node identity 

since in the initiation request of mutual authentication. Particularly, the node firstly hashes 

its MAC Address to 128 bit integer n = H1(node MAC address). Subsequently, it is 

enclosed to the encrypted payload of the initiation request ƞT(V1, V2, n). Hence, there is no 

chance for an adversary to reveal the user identity since it encrypts even before the mutual 

authentication is started. 

3.4.3. Special Issue on Physical and Multi-layer Threats 

IMAKA-Tate provides an integrity protection that covers the security and privacy problem 

in broader aspects of WIP vulnerabilities. The following list outlines various threats that 

can be mitigated by the proposed protocol, ranging from the threats based on inherent 

vulnerabilities in physical layer (e.g. relay attacks), inherent vulnerabilities in network and 

transport layer, to various threats that exploit and combine several vulnerabilities in multi-

layer problem.  
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1. Relay Attacks 

Relay attacks are one of the most difficult challenges to be tackled particularly in the 

constrained nature of WIP system. It is to be noted that the use of upper layer security 

protections even with very strong cryptographic primitives and well-designed protocol are 

not enough to mitigate the attacks. Take into account that an adversary can use 

transponders to act as Man-in-the-Middle. In this case, the transponders that are logically 

placed in between the two legitimate parties (i.e. the node and the coordinator) can intercept 

the message even it is transported over cryptographic protocol. Here, an adversary does not 

need to break the cryptographic protection, instead he just aims at revealing meta-data 

information attached on the radio signal in order to achieve particular gain. For instance, an 

adversary can relay the message and spoof the node’s location information by modifying 

the Time-of-Arrival (TOA). Therefore, relay attacks cannot be combated by just using 

cryptographic protocol that relies on upper layer method. 

By just intercepting the message, an adversary can reveal some sensitive information such 

as the TOA that implies the victim’s position information. Indeed, an adversary may infer 

various meaningful information that are implemented at lower layer including collision 

detection and avoidance, demodulation, error detection and correction, synchronization and 

retransmission. 

To mitigate relay attacks, IMAKA-Tate establishes the security and identity protection in 

the lowest possible layer (i.e. Data-link layer). It is performed by establishing two tier 

protection methods. Firstly, by hashing the MAC address to 128 bit integer value: 

   n = H1(node MAC address)                                  (3.18) 

and then by including the hashed value to the encrypted payload of the session: 

   V3 = x(Q + nP)                                                      (3.19) 

In this case, an adversary may be still able to reveal the location information of the 

particular node based on the meta-data information (i.e. time of arrival). Nevertheless the 
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adversary will not be able to recognize the node identity which is included in the encrypted 

payload in the data-link layer. In other word, an adversary may still be able to launch the 

relay attacks, however he will not be able to gain significant benefit since there is no 

chance to identify the node, particularly in density environments. Indeed, an adversary must 

firstly break the session key to infer the hash value n that is included in V3 = x(Q + nP): 

   u = H2(e(N, V3)) ⊕ V4                                       (3.20) 

And then an adversary must break the hash value n to infer the MAC address: 

   n = H1(node MAC address)                                (3.18) 

In conclusion, eliciting the position information without revealing the identity (i.e. the 

MAC address) is considered as meaningless information. 

2. Network and Transport Layer Attacks 

Various types of attacks can be launched based on inherent vulnerabilities in network and 

transport layer. It ranges from resources various technics of Man-in-the-Middle attacks, 

resource consumption attacks, impersonation, eavesdropping, node capturing, spoofing, to 

various types of attacks that aim at breaking the network protocol. Nevertheless, the 

aforementioned attacks cannot be conducted without revealing the identity (i.e. the MAC 

address). In our case, the identity is included in the two tier encryption methods. 

   n = H1(node MAC address)                                  (3.18) 

   V3 = x(Q + nP)                                                      (3.19) 

Take into account that all successful attacks that are conducted in the network and transport 

layer require to initially reveal the identity (i.e. MAC address), thus protecting the identity 

is effective approach to mitigate the aforementioned attacks. 

We take an example on resources consumption attacks, an adversary will not be able to 

send amount of dummy packets to the particular node without firstly revealing the node’s 

MAC address. In this case, an adversary must firstly perform formidable work to break the 
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session key, the value of V3, the hash value of n in order to elicit the MAC address. In the 

same case, there are no chances for an adversary to perform various attacks based on 

inherent vulnerabilities in network and transport layer without revealing the MAC address. 

Furthermore, IMAKA-Tate performs mutual authentication and verification methods that 

strengthen the security and privacy protection in these layers. These methods are 

established by performing session encryption using the public key of the recipient. Thus, 

only corresponding private key of the particular recipient can correctly recover the session 

key and the cryptographic challenges attached in the encrypted payload. In this case, the 

coordinator authenticates the node using its private key 𝐶𝑂𝑟𝑑: 

   t = H2(e(𝐶𝑂𝑟𝑑, V1)) ⊕ V2                                     (3.21) 

The node authenticates the coordinator using its private key N: 

   u = H2(e(N, V3)) ⊕ V4                                         (3.20) 

In addition, both parties perform challenge-respond verification by matching the random 

cryptographic values attached in the encrypted payload. In this case, the node verifies the 

received value of V1 and V2 that were generated in the first message of the tree-way 

handshaking, while the coordinator verifies the received value of V3 and V4 that were 

generated in the second message of the mutual authentication. Thus, the access will be 

aborted if the values do not satisfy the verification rule. 

Thus, there is no chance for an adversary to maliciously modify the messages and play with 

malicious activities such as man-in-the-middle attacks. In general, IMAKA-Tate establishes 

mutual authentication and challenges-respond verification that enable access control and 

mitigate various threats in network and transport layer. 

3. Replay and Forgery Attacks 

An adversary can relay and copy the authentication message and later broadcast the 

message in order to impersonate as legitimate party. By reusing the relayed message an 

adversary can impersonate either as legitimate node or coordinator. Thus, the legitimate 
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parties (the node and its peer) will grant access since they are fooled to think that they 

communicate in proper way. An adversary can further exploit this attack for various 

scenarios. For instance, by impersonating as legitimate client to access into the 

communication system, an adversary can further perform malicious activities such as 

injecting malicious code to propagate malware, getting access to restricted room or 

building, or performing other forgeries such as impersonating as legitimate coordinator to 

reveal the clients’ privacy. 

Replay and forgery attacks can be mitigated by enforcing mutual authentication protocol 

with cryptographic challenge-response verification. In other words, the legitimate parties 

challenge their peer to each other in mutual-way with fresh and random cryptographic 

values for every established session. Thus, an adversary will not be able to answer the 

challenge by just replaying the old message, which is intercepted during the previous 

established session. 

Let us presume that an adversary intercepts and uses the old authentication message V1 and 

V2 that were generated on the previous session: 

   V1 = w(Q + cP)                                                  (3.22) 

   V2 = t ⊕ H2(𝑔𝑤)                                                (3.23) 

In order to establish a new session, the legitimate node randomly generate two fresh 128 bit 

integer t’ and w’, where t’ is temporary session key. The random values are used to 

calculated new chippertexts V1’ and V2’: 

   V1’ = w’(Q + cP)                                               (3.24) 

   V2’ = t’ ⊕ H2(𝑔𝑤′)                                            (3.25) 

In this case, the node decrypts the old message sent by the adversary and on the verification 

phase the node find that the value of V1’ ≠ V1 and V2’ ≠ V2. Thus, the legitimate party (e.g. 

the node) will discard the services by aborting the request. To mitigate this issue, we design 
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IMAKA-Tate that can satisfy the mutual authentication and verification features with fresh 

and random challenges generated for every session. 

4. Traffic Analysis Attacks 

No matter the WIP system uses very strong cryptographic protection and well-design of 

communication protocol, an adversary can learn the information pattern by intercepting the 

encrypted payload. In this regards, an adversary requires to gather the number of messages 

as much as possible in order to accurately infer the traffic information. 

Although the encrypted messages cannot be decrypted, an adversary can learn and infer 

specific information such as who changes to medium to medium which indicates the 

movement profile, who talks to whom can indicate the relationship among the clients, or 

who talks when may indicate the position, duty and activities profile of the clients. 

IMAKA-Tate can mitigate traffic analysis attacks by protecting the identity of the node 

from being revealed by unauthorized party. This method can be done by firstly hashing the 

identities into 128 bit integer and attaching the hash value in the encrypted payload. 

   n = H1(node MAC address)                                  (3.18) 

   V3 = x(Q + nP)                                                      (3.19) 

In this case, an adversary will not be able to particularly infer the traffic pattern since he 

will not be able to reveal the encrypted identity transported in the encrypted payload. Thus, 

the adversary will not be able to reveal the source and destination address of the traffic, as 

these are critical data to infer the traffic. In other world, an adversary may be still able to 

intercept and learn the pattern of the encrypted messages. However, without revealing the 

identity, the adversary will not be able to answer particular questions such as who changes 

to medium to medium which indicates the movement profile, who talks to whom which can 

indicate the relationship among the clients, or who moves when which may indicate the 

position, duty or values of the particular node. In general, there is no chance for an 

adversary to infer the traffic information without revealing the packets’ identity. 
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3.4.4. Additional Security Features 

The following list outlines the security features offered by IMAKA-Tate, which aim at 

providing trust and integrity protection in WIP environment. 

 Mutual Authentication and Key Agreement: IMAKA-Tate establishes mutual 

authentication that each participant generates random challenge, which is 

encrypted by the corresponding public key of the recipient. Such mechanism 

ensures that only targeted recipient can decrypt and correctly answer the 

challenge. This procedure is conducted in mutual way. In this case, they 

exchange and verify the ciphertexts of (V1, V2) and (V3, V4). This feature can 

also prevent various MITM attacks (e.g. replay attack, reflection attack, DoS, 

etc.). Furthermore, both parties simultaneously negotiate the primary session 

key based on the exchanged challenge. In particular, the coordinator and the 

node calculate the same session key: 

 e(𝐶𝑂𝑟𝑑, 𝑉1)𝑥 = e(𝑁, 𝑉3)𝑤 = 𝑒(𝑃, 𝑃)𝑤𝑥                (3.26) 

 Perfect Forward and Backward Secrecy: On each established session, both 

participants freshly generate random 128 bit integer attached in the encrypted 

message that they exchange to each other. In particular, the node generate 

random 128 bit w enclosed in chipper text V1 = 𝑤(𝑄 +  𝑐𝑃), while the 

coordinator generate 128 bit x enclosed in V3 = 𝑥(𝑄 +  𝑛𝑃). Thus, both 

participants generate the same session key, since the coordinator generates: 

 e(𝐶𝑂𝑟𝑑, 𝑤(𝑄 +  𝑐𝑃) )𝑥 = 𝑔𝑤𝑥                               (3.27) 

 And the node generates: 

 e(𝑁, 𝑥(𝑄 +  𝑛𝑃))𝑤 = 𝑔𝑤𝑥                                    (3.28) 

Hence, in case an adversary with very good fortune is able to compromise the past session, 

he/she somehow will not able to compromise the following session, since the established 

session is always fresh and will not correspond to any past or even future session. 
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 Light-weight communication overhead: To achieve efficient battery and bandwidth 

consumptions, IMAKA-Tate maintains the communication overhead as minimum 

as possible. According to IMAKA-Tate packet format depicted in figure 3, the 

maximum size of authentication packet is only 72 Bytes, which is transported in 

EAP respond-IBE Challenge (see figure 3.2). Therefore, it is suitable for WIP 

nature that associates to limited resources including low-date rate, low CPU and 

battery power. 

 Light-weight cryptographic operation with high-level security strength: IMAKA-

Tate applies 128 bit security strength of ƞT paring method. This method is known as 

the most light-weight cryptographic operation, even it is enforceable for a sensor 

node [4]. In addition, such security strength is approximately same as the 1024 bit 

of RSA method. Thus, the WIP system is adequately protected from various 

techniques of brute-force attacks. 

 Link layer Security method: IMAKA-Tate relies on data link layer over EAP 

method. This feature is to ensure efficient and feasible authentication and key 

agreement for the constrained nature of WIP. Furthermore, it can also prevent 

tremendous security problem derived from the use of upper layer method (e.g. 

various security problem derived from the use of PKI method [179], various TLS 

renegotiation attacks [180], MITM attacks, etc.). 

In general, the security features can strengthen the security and privacy protection and 

mitigate various threats in broader aspects of WIP system. 

3.4.5. Potential Drawback and its Mitigation 

The system’s limited resources of WIP application prevent the use of very strong 

cryptographic protection to be applied in. Surprisingly, a recent research work presented by 

Gora Adj et al. [185] report that 128 bit security level of cryptographic Tate pairing over 

𝐹3509𝑥6 is less resistant to attacks on the elliptic curve Discrete Logarithm Problem (DLP). 

In this work, the authors estimate that the logarithms can be computed in 281.7 time unit, by 
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using combination algorithms introduced by Joux [186] and Barbulescu et al. [187]. 

Although computing 281.7 is obviously a very hard challenge, the authors argue that it 

might be possible in the foreseeable future for a very well-funded adversary or at least for 

the one who has access to a massive number of processors (e.g. 230 processors). The 

authors predict that the use of such massive number of processors can execute the 

computing challenge within one year. 

To mitigate the potential drawbacks, we design IMAKA-Tate that generates random 

cryptographic value for every established session. In particular, the node always generates 

two fresh 128 bit integer t and w to produce fresh chippertexts V1 and V2, while the 

coordinator generates two fresh 128 bit integer x and u to produce fresh chippertexts V2 and 

V3. Therefore, In the WIP’s mobile environment which the parameter and the session are 

changed very fast (e.g. just in a couple of seconds or minutes), breaking the communication 

in one day is even not useful. In general, an adversary will not be able to compromise the 

WIP system by just using the session key that was generated in previous year. 

In addition, the mutual session key agreement as explained in equation (3.26) is effective to 

strengthen the protection. In this regards, an eavesdropper cannot acquire sufficient 

information to afford brute force guess of the generated session key. Indeed, the node and 

the coordinator can confuse an adversary since they calculate different cryptographic 

parameter to generate the same primary session key. In particular, the node calculates 

H2(e(𝑁, 𝑉3)𝑤), with: 

 e(𝑁, 𝑉3)𝑤 = e(𝑁, 𝑥(𝑄 +  𝑛𝑃))𝑤 = 𝑒(𝑃, 𝑃)𝑤𝑥                             (3.29) 

 While the coordinator calculates H2(e(𝐶𝑂𝑟𝑑, 𝑉1)𝑥), with: 

 e(𝐶𝑂𝑟𝑑, 𝑉1)𝑥 = e(𝐶𝑂𝑟𝑑, 𝑤(𝑄 +  𝑐𝑃) )𝑥 = 𝑒(𝑃, 𝑃)𝑤𝑥                    (3.30) 

In general, an advanced security and privacy protection can be achieved even using the 

lower options of cryptographic protection. Thus, IMAKA-Tate protocol is designed with 

various features that can mitigate the potential drawback of the cryptographic Tate pairing 

over 𝐹3509𝑥6. 
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TABLE 3.1. ESTIMATION OF IMAKA-TATE COMPUTATION IN 1000 ITERATIONS 

Phase Main Operations Time Estimation 

 

Mutual 

Authentication 

1 ƞT Pairing 6.426    ms 

1 Exp. 𝐹3509 𝑥 6 0.169   ms 

2 Multipl. 𝐹3509 𝑥 6 0.043   ms 

Total 6.639   ms 

Primary Session Key 1 ƞT Pairing 6.426   ms 

 

3.5. Computation Overhead 

In order to ensure that cryptographic processing in IMAKATate is feasible for the system’s 

limited resources of the WIP system, we estimated computation overhead by conducting 

benchmark test adopted from [181][168]. The benchmark test executed all parameters that 

are needed to construct 128 bit ƞT pairing over 𝐹3509 𝑥 6. The code of such benchmark test is 

written in C++ adapted from [168], which was compiled with Visual Studio 2008. The Tate 

pairing benchmark test was executed in our platform under Windows 7 with 64-bit Intel 2 

Cores at 1.8 GHz. 

In order to obtain accurate benchmark test result with minimum standard deviation, each 

main operation of the cryptographic Tate pairing was executed iteratively in multiple times 

(i.e. 1000 iteration), afterwards the average of computation time was calculated based on 

the number of iterations. In this regards, by taking large number of samples (e.g. 1000 

samples), the benchmark test result is optimally accurate with very low variance. On the 

other words, the results are very identical to each other, each time the benchmark test is re-

executed or reproduced. In order to ensure the accuracy, we executed the 1000 iteration of 

basic operations in several time (i.e. 10 time executions). In this experiment, we obtain the 

standard deviation of Pairing computation is only in 0.035 milliseconds. It is even not easy 

to recognize the variance of other basic operations such as multiplication over 𝐹3509 𝑥 6. 

Indeed, such basic operation has extremely tiny variance to each other, which is only in 

1.11 microseconds. Thus, by calculating the average of 1000 samples, the variance result is 
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very tiny and will not give any significant impact to overall calculation of mutual 

authentication and session key agreement of the proposed protocol. 

In the ƞT pairing benchmark test shown in Table 3.1., we further calculated basic 

operations of each phase in IMAKA-Tate. The first phase is three-way handshake of mutual 

authentication, while the second phase is primary session key generation. Table I 

summarizes computation overhead of IMAKA-Tate calculated by each node and 

coordinator. On the mutual authentication phase, each participant calculates the same 

parameters which are two Multiplication over 𝐹3509 𝑥 6 (Multipl. 𝐹3509 𝑥 6), one 

Exponentiation over 𝐹3509 𝑥 6 (Exp. 𝐹3509 𝑥 6) and one ƞT Pairing. After both parties have 

successfully authenticated to each other, they afterward generate the primary session key by 

each calculating one more ƞT Pairing. In overall, IMAKA-Tate computation time can be 

interpreted by enumerating both computation time of mutual authentication phase and the 

primary session key agreement, which were executed in 6.426 ms + 6.639 ms = 13.065 

milliseconds. In extraordinary WIP case where the assumption that the node may move 

very fast from one room to other room just in a couple of seconds, in this case we define 

that the protocol computation time is acceptable as long as the overall execution time is not 

more than 0.25 second or 250 milliseconds. Thus, the node and the coordinator will still 

have feasible spare time to establish a new session for each movement. In general, by 

executing the cryptographic processing just in about 13 milliseconds, IMAKA-Tate well 

satisfies the computation requirement even in the aforementioned extraordinary case. 

Further detail about the IMAKA-Tate performance, particularly the execution time on 

lower clock frequencies will be discussed in chapter 4. 

 

3.6. Conclusion 

IMAKA-Tate offers light-weight identity protection that satisfies the specific requirement 

for privacy preserving in WIP environment. In this regards, the proposed solution performs 

encryption of the node/user identity even before the mutual authentication is started. This 

method prevents the user identity from being revealed by unauthorized party. Therefore, 
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privacy preserving can be achieved well. Furthermore, the security analysis of IMAKA-

Tate has demonstrated that the light-weight mutual authentication and verification can 

mitigate various threats and risks in broader aspects of WIP system, ranging from the 

physical layer (e.g. relay attacks), network and transport layer attacks (e.g. cloning, 

impersonation, spoofing, resource consumption attacks, and protocol attacks such as 

various technic of man-in-the-middle attacks), application layer attacks (e.g. unauthorized 

tracking, etc.), to multi-layer attacks such as traffic analysis attacks, denial-of-service 

attacks, and replay attacks. In addition, such security features can also mitigate the insiders 

who basically have better chance to perform various attacks as well as reveal the other 

users’ privacy. In general, our proposed solution satisfies the requirements in providing 

protection that covers wider aspects of security and privacy in WIP system. 

 

 

 

 

 

 

 

 



78 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



79 
 

 

 

Chapter 4 

Proposed Solution for WIP based on RFID 

Applications 

 

4.1. Introduction & Motivation 

The emerging of sensor integration to RFID system called smart RFID has recently 

attracted a lot of interest in research and development. It is a prominent technology that is 

projected to be massively deployed in various applications, ranging from e-Health, 

transportation, human and device tracking, to distinctive applications like in military 

system. Indeed, such technology introduces considerable advantages reaching from 

economical aspects like low cost implementation and maintenance, to technical aspects like 

reliability and accuracy, as well as its flexibility to be integrated in large-scale system. 

Nevertheless, smart RFID system introduces tremendous security and privacy issues 

derived from the vulnerability nature of Wireless Sensor Network (WSN) applications, as 

well as various issues elicited from the use of tracking and positioning techniques itself. 

The following list outlines such issues that must be tackled in smart RFID system. 

 The nature of RFID tag which basically can be read without authorization 

introduces tremendous security risks, particularly various risks from passive and 

active eavesdropping. This issue makes the RFID system is susceptible from 
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various threats ranging from cloning attack, spoofing or data manipulation, collision 

attack, to various techniques of Man-in-the-Middle (MITM) attacks like Denial-of-

Service (DoS), replay attack, and so on. 

 By taking in to account common RFID communication is not mutually 

authenticated, the RFID system is highly susceptible from various impersonation 

techniques. This issue makes unauthorized parties can easily perform malicious 

activities related to privacy threats including unauthorized tracking, spying, or 

analyzing the information leakage to reveal the user activities. 

 Smart RFID tag is basically a device with limited resources in term of CPU, 

memory, bandwidth/data-rate, and energy/battery storage. Such limitations make 

the smart RFID tag is highly susceptible to various threats that are also common in 

WSN. One of them is various techniques of resource consumption attacks. These 

attacks are conducted by repeatedly sending packet to drain the battery and 

misspend the bandwidth. 

 The constrained nature of RFID system makes the security enforcement is more 

complicated. On the other hand, common security and privacy solution, such as 

using Transport Layer Security (TLS/SSL) is not feasible. Indeed, TLS/SSL suffers 

from various problems reaching from various security threats (e.g. MITM attacks), 

to communication and computation overheads that would overburden the limited 

capabilities of smart RFID system. 

This chapter studies how our proposed solution called IMAKA-Tate can be implemented to 

mitigate various threats derived from inherent vulnerabilities in the smart RFID 

communications. In addition, we also studies how the protocol can be implemented in the 

system’s limited resources with lower clock frequency options. 
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4.2. Protocol Design 

4.2.1. Preliminaries 

To tackle the specific challenges in smart RFID system, IMAKA-Tate [21] early 

establishes encryption even before the authentication is started. In this context, the entire 

communication data including the RFID tag identity are transported in encrypted payload. 

Furthermore, to achieve light-weight and feasible communication overhead, we apply ƞT 

pairing that is known as the fastest pairing method [166]. In Principal, the cryptographic 

processing relies on ternary field 𝐹3509 defined in [168], specifically using the extension 

field 𝐹3509 𝑥 6. Such extension field is applied in order to provide advanced-level 128 bit 

security strength of IBE, which is about same security level as 1024 bit RSA method [170]. 

In the smart RFID networks, we propose two parties (i.e. RFID reader and RFID tag) 

perform mutual authentication to each other. Particularly, they communicate over standard 

IEEE 802.15.4f, which defines standard wireless Physical (PHY) and Media access control 

(MAC) for active RFID. 

Furthermore, the integration of RFID tag to the sensor node has been proposed in many 

commercial and research works, for instances are proposed by Xiaoyong Su et al. [194] and 

Liu et al. [193]. In these two example works, the authors proposed the integration of RFID 

tags with the sensor nodes, where the analog signal of the sensors is converted into digital 

form by the A/D module and the resulting data is forwarded by readers to the base station. 

In this thesis, we assume that the sensor node (i.e. imote2) is integrated with RFID tag. In 

this case, we assume that the RFID tag’s processing power joins to the node’s CPU, which 

is used as co-processor for the tag. Thus, each smart RFID tag has sufficient co-processor 

to perform cryptographic processing, as the tag is integrated in standard sensor platform, 

such as Imote2 with diverse options of core frequency (i.e. 104, 208, 312 and 416 MHz). 

4.2.2. Setup Phase 

On the setup phase, the Key Generation Function (KGF) privately distributes all parameters 

that are needed to construct the IBE method. The KGF is handled by the administrator, who 
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privately preloads all parameters to each legitimate reader and smart RFID tag memory. It 

is to be noted that all parameters are shared prior to network deployment. In this case, the 

existence of KGF is no longer needed after the KGF successfully shares all parameters 

including private keys and all public parameters. This method is to ensure that only 

legitimate entity can participate in the smart RFID system. 

During the setup phase, the KGF initially generates overall parameters that will be 

confidentially preloaded to each reader and RFID tag’s memory. The generated secret 

parameters include a 128 bit integer master secret key s, where s ∈ 𝑍𝑞
∗ . Supersingular 

elliptic curve define over 𝐹𝑞
∗, 𝑤ℎ𝑒𝑟𝑒 𝐹𝑞

∗ =  𝐹3509 . A random point on elliptic curve P as part 

of public parameter, where P ∈ E(𝐹𝑞). Additional random point as another part of public 

parameter Q, where Q ∈ E(𝐹𝑞) and Q = sP. Furthermore, the KGF also generates public 

parameter g = e(P, P). In this context, e is a function that maps E(𝐹3509) x E(𝐹3509) → 

𝐹3509 𝑥 6. In addition, two more parameters are defined as hash functions. The first one is 

H1, it is hash function to convert a binary RFID identity to a 128 bit integer, where H1 : 

{0, 1}∗ → 𝑍𝑞
∗ . The second one is H2, this hash function is to convert a parameter on 

extension filed  𝐹3509 𝑥 6 to a 128 bit integer, where H2 : 𝐹𝑞 → {0, 1}𝑛. 

Instead of distributing the master secret key s, the KGF generates all private keys of all 

RFID devices and then preloads all the keys on the setup phase. This mechanism is 

conducted in order to simplify key distribution and to achieve feasible computation 

overhead. In the other word, the readers and RFID tags do not have to generate their own 

private keys, thus efficient computation effort can be achieved. The private key for each 

RFID tag generated by KGF is denoted as T = 
1

𝑠+𝑡
 P, where s is master secret key and t = 

H1(RFID tag MAC Address) is a public key of the RFID Tag. The same way to calculate 

reader private key R = 
1

𝑠+𝑟
 P, where r is public key of the reader calculated as r = H1(reader 

MAC Address). In overall the KGF preloads (Private Key (T or R), e, P, Q, g, H1 and H2) 

to each legitimate RFID Tag and RFID Reader’s memory. 
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Figure 4.1. Three-way handshake of IMAKA-Tate over RFID system. 

4.2.3. Authentication and Key Negotiation Phase 

After all public parameters and private key are successfully distributed, the reader and the 

tag are now ready to carry out mutual authentication and simultaneously negotiate the 

primary session key. Figure 1 illustrates the mutual authentication and key agreement by 

performing encrypted three-way handshake negotiation. The authentication procedure is 

identical with IMAKA-Tate mechanism defined in chapter 3, where the RFID tag 

initiatively commences the authentication procedure when the existence of RFID reader is 

detected. This method is conducted to protect a legitimate RFID tag from being read by a 

rouge reader. In addition, the same procedure like defined in previous chapter, the RFID tag  
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Figure 4.2. EAP IMAKA-Tate over RFID system. 

and the reader perform verification procedure to mitigate various threats in multi-layer 

vulnerabilities. It ranges from the vulnerabilities in network and transport layer such as 

impersonation, various technics of man-in-the-middle attacks, spoofing, to the 

vulnerabilities that exploit the inherent problem in several communication layers such as 

replay attacks. 

4.2.4. Mutual Authentication over EAP 

In order to achieve efficient and flexible communication that can be used for large-scale 

RFID system, IMAKA-Tate transports the authentication messages through standard EAP 

method as described in (RFC 3748) [178]. Figure 4.2 illustrates the IMAKA-Tate over 

EAP, which is described as follows. 

1. Initiation request: Initially, the tag starts the three-way handshake by sending the 

two encrypted values of C1 and C2 to the reader. The tag also includes its identity 

(i.e. the tag public key) in the encrypted payloads. In this regards, only the targeted 
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recipient, which is the legitimate reader can decrypt the message. This mechanism 

protects the tag identity from being revealed by unauthorized party. It is to be noted 

that the tag can easily find the reader MAC Address since it is periodically 

broadcasted by the reader through the beacon frame. Moreover, distinct to common 

EAP method, IMAKA-Tate over EAP bypass the identity exchange, since it works 

based on MAC Address. 

2. EAP Request IBE Challenge: Upon receiving the initiation request, the reader 

decrypts the message, sequentially saves the value of C1 for calculating the primary 

session key. The reader challenges the legitimate tag as described in the three-way 

handshake, by sending the encrypted values of C3 and C4, as well as sends back the 

values of C1 and C2 to be further verified by the tag. 

3. EAP Response IBE Challenge: Upon receiving the IBE Challenge, the tag decrypts 

the message and verifies the values of C1 and C2. The tag sends Auth_Tag if the 

values of C1 and C2 received from the reader are same as the Value s of C1 and C2 

created on the initiation request. Otherwise the tag sends authentication failure and 

the connection is discarded. If the values are verified, the tag then saves the value of 

C3 created by the reader to further calculate the primary session key. 

4. EAP Success: Upon receiving response IBE Challenge, the reader verifies the 

values of C3 and C4 sent by the tag. The reader send the encrypted EAP success if 

the values are matched as the values created by the reader on the EAP Request IBE 

Challenge. Otherwise the reader discards the connection by sending the 

authentication failure. 

Up to this step, both parties have successfully carried out mutual authentication and 

negotiated the primary session key. In order to ensure the freshness of each established 

session, all generated random values in this case t, w, u, and x must be deleted each time the 

session will be established. In same way, all the random values are also eradicated when 

mutual authentication is not successfully conducted. Thus, this mechanism prevents various 

threats on man-in-the-middle attacks, such as performing spoofing and replay attacks. 
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Figure 4.3. EAP IMAKA-Tate packet format. 

 

4.3. EAP IMAKA-Tate Message Format 

IMAKA-Tate aims at providing light-weight security protocol that maintains the size of 

authentication payload as optimally minimum. This feature is to enable efficient 

communication overhead which mitigates the common problem RFID system (i.e. drainage 

of battery power). Figure 3 illustrates IMAKA-Tate packet format transported over EAP, 

including 6 Bytes packet header, 32-64 Bytes encrypted payload, and 2 Bytes 

Authentication message. 

The packet header is structured as standard EAP fields defined in (RFC 3748), including 

one-octet Code, one-octet Identifier, two-octet Length and one-octet Type. In addition, 

IMAKA-Tate proposes complement header field called IMAKA-Tate Exchange, is one-

octet in length that identifies the encrypted-authentication messages. The values are 

identified as follows. 
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 1 = IBE Challenge-EAP Request/Respond 

 2 = IBE Failure Notification 

Furthermore, IMAKA-Tate transports encrypted payload in IBE Request and Respond 

challenge message. The encrypted payloads are composed as follows. 

 The Values of C1, C2, C3, and C4 are each encrypted 16 Bytes that are 

transported during the IBE Challenge request and respond message. 

 Either the Encrypted Auth_Tag or Auth_Reader is 2 Bytes notification from the 

tag that is attached during the IBE Challenge respond message. 

According to IMAKA-Tate packet format depicted in figure 3, the maximum size of 

authentication packet is 72 Bytes, which is transported during IBE Challenge respond 

message (see figure 2). Therefore, it is definitely suitable for RFID system that associates 

to limited resources (i.e. low-date rate, low CPU and battery power). 

 

4.4. Security Analysis 

In this section, we analyses the security strength of IMAKA-Tate [13] against various risks 

in smart RFID system. In addition, we discuss the security features that enable trust and 

integrity protection in large-scale smart RFID applications. 

4.4.1. Attacks from RFID Reader Side 

In RFID system, an adversary may impersonate as legitimate reader by creating rogue 

reader in order to elicit sensitive information. Hence, an adversary can exploit the sensitive 

information to perform malicious activities and attacks, which are listed as follows. 

 Spoofing information: An adversary may exploit the rogue reader to perform 

fraudulence, such as RFID data manipulation, reporting wrong identification, even 

it can be exploited to perform various MITM attacks (e.g. replay attack, Dos, etc.). 
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 Fooling RFID tags: The existence of rogue reader may be used to trick the 

legitimate RFID tags to reveal their credentials. In this case, the RFID tags are 

fooled that they are communicating with legitimate reader. Hence, an adversary can 

use the revealed credentials to impersonate as legitimate tags. In this case the 

attacker can launch various attacks based on impersonation technique (i.e. cloning 

attacks, tag emulating, and collision attack). 

Nevertheless, an adversary cannot acquire the critical parameters (i.e. e, P, Q, g, H1 and 

H2) that secretly pre-load before the network deployment. This issue makes the rogue 

reader calculates wrong session key and will not able to perform mutual authentication on 

the three-way handshake. Thus, IMAKA-Tate can mitigate the aforementioned threats by 

preventing the rogue reader to be connected and authenticated in the smart RFID system. 

Let us presume that the rogue reader uses different parameters (i.e. e’, P’, Q’, g’, H1’ and 

H2’). In this case, the rogue reader is not able to respond the three-way handshake 

requested by the tag. Moreover, the rogue reader is not able to find the crucial parameter 

called master secret key s, as it is known only by the KGF. Hence, the rogue reader is not 

able to correctly generate its private key. Let us presume that the rogue reader uses different 

master secret key k ≠ s. The rogue reader then incorrectly generates its public key 𝑟𝑅𝑜𝑔 ≠ r 

and private key 𝑅𝑅𝑜𝑔 ≠ R :  

 𝑟𝑅𝑜𝑔 = H1’(rogue reader MAC address)                  (4.1) 

 𝑅𝑅𝑜𝑔 = 
1

𝑘+𝑟𝑅𝑜𝑔
 P’                                                       (4.2) 

Moreover, the rogue reader cannot correctly calculate the initial session key i, since: 

 i ≠ H2’(e’(𝑅𝑅𝑜𝑔, C1)) ⊕ C2                                     (4.3) 

Since the initial session key i is calculated incorrectly, the rogue reader cannot decrypt the 

initiation message ƞT(C1, C2, t). Hence, the rogue reader cannot find the tag MAC Address 

in order to respond the message. Moreover, the challenge is more complicated for 
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adversary, as it is not possible to convert t value to tag MAC address based on the incorrect 

parameter H1’, since: 

 t ≠ H1’(tag MAC address)                                        (4.4) 

An adversary may conduct social engineering to inquiry the tag’s MAC Address attached 

on the user device. However, the adversary in this case the rogue reader is still not able to 

correctly generate the tag’s public key and the two ciphertexts based on the incorrect 

parameters. This issue makes the tag is not able to calculate the temporary session key j. 

Let us presume that the rogue reader generates t' ≠ t, C3’ ≠ C3 and C4’ ≠ C4: 

 t' = H1’(tag MAC address)                                       (4.5) 

 C3’ = x(Q’ + t’P’)                                                    (4.6) 

 C4’ = j ⊕ H2’(𝑔′𝑥)                                                  (4.7) 

However the tag wrongly calculates the key j, since: 

 j ≠ H2(e(T, C3’)) ⊕ C4’                                           (4.8) 

Hence, the tag aborts the connection as the value of C1 and C2 attached on ƞT(C3’, C4’, 

C1, C2,) cannot be verified. 

Furthermore, both parties are not able to correctly generate and share the primary session 

key, as the tag calculates: 

 e(𝑇, 𝐶3′)𝑤 = e(𝑇, 𝑥(𝑄′ +  𝑡′𝑃′))𝑤 

                      = 𝑒 (
1

𝑠+𝑡
 𝑃, 𝑥(𝑘𝑃′ + 𝑡′𝑃′))

𝑤

 

                      = 𝑒(𝑃, (𝑘𝑃′ + 𝑡′𝑃′))
𝑤𝑥

𝑠+𝑡 

                      = 𝑒(𝑃, 𝑃′)
𝑤𝑥(𝑘+𝑡′)

𝑠+𝑡                                         (4.9) 

On the other hand the rogue reader calculates: 
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 e′(𝑅𝑅𝑜𝑔, 𝐶1)𝑥 = e′(𝑅𝑅𝑜𝑔, 𝑤(𝑄 +  𝑟𝑃) )𝑥 

                                = 𝑒′ (
1

𝑘+𝑟𝑅𝑜𝑔
 𝑃′, 𝑤(𝑠𝑃 + 𝑟𝑃))

𝑥

 

                                = 𝑒′(𝑃′, (𝑠𝑃 + 𝑟𝑃))
𝑤𝑥

𝑘+𝑟𝑅𝑜𝑔 

                                = 𝑒′(𝑃′, 𝑃)
𝑤𝑥(𝑠+𝑟)

𝑘+𝑟𝑅𝑜𝑔                                   (4.10) 

By taking into account an adversary has chance to steal the unsupervised RFID tag. In this 

case, an adversary can copy all valid parameters (i.e. e, P, Q, g, H1 and H2) that are needed 

to impersonate as rogue reader. However, the master secret key s is owned only by the 

KGF and it is never shared to any party, neither to the reader nor to the tag. This challenge 

makes the adversary cannot generate the correct private key for the rogue reader. Let us 

presume that the rogue reader use incorrect master secret key k ≠ s. The rogue reader 

incorrectly generates its private key 𝑅𝑅𝑜𝑔: 

  𝑅𝑅𝑜𝑔 = 
1

𝑘+𝑟𝑅𝑜𝑔
 P                                              (4.11) 

Hence the rogue reader is not able to generate correct initial session key i as described in 

equation (1) and (2), since: 

 𝑒(𝑅𝑅𝑜𝑔, 𝐶1) = e(𝑅𝑅𝑜𝑔, 𝑤(𝑄 +  𝑟𝑃) 

                             = 𝑒 (
1

𝑘+𝑟𝑅𝑜𝑔
 𝑃, 𝑤(𝑠𝑃 + 𝑟𝑃)) 

                             = 𝑒(𝑃, (𝑠𝑃 + 𝑟𝑃))
𝑤

𝑘+𝑟𝑅𝑜𝑔 

                             = 𝑒(𝑃, 𝑃)
𝑤(𝑠+𝑟)

𝑘+𝑟𝑅𝑜𝑔 = 𝑔
𝑤(𝑠+𝑟)

𝑘+𝑟𝑅𝑜𝑔                         (4.12) 

 In this case: 
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  i ≠ H2(𝑔
𝑤(𝑠+𝑟)

𝑘+𝑟𝑅𝑜𝑔) ⊕ C2                                    (4.13) 

In general, IMAKA-Tate is also suitable to provide security and privacy protection for the 

smart RFID system. By providing access control, the threats based on the existence of 

rogue reader can be mitigated. Thus, it prevents an adversary to arbitrary read the RFID tag 

contents using rogue reader. 

4.4.2. Privacy Issue and Attacks from RFID Tag Side 

As RFID tag can naturally be read without authorization, this issue introduces tremendous 

problem related to privacy of RFID user. An adversary can reveal the tag identity and 

observe sensitive information, in order to perform malicious activates, which are listed as 

follows. 

 An adversary may conduct unauthorized tracking based on the revealed identity. 

This issue definitely introduces tremendous problem as an adversary may conduct 

further malicious activates (e.g. espionage, theft, robbery, etc.). 

 An adversary may conduct unauthorized tag reading in order to elicit sensitive 

information that can be used for impersonation activities (e.g. masquerading as 

legitimate RFID tag). This issue makes an adversary has chance to conduct 

unwanted activities such as fraudulence. 

 An adversary can perform various techniques of resource consumption attacks 

based on the revealed identity. The adversary can waste the tag bandwidth and drain 

the battery by insistently sending packets to the revealed identity as destination 

address. 

 An adversary initially reveals the user identity as one of requirements that is needed 

to successfully perform various attacks (i.e. replay attack, sybil attack, and various 

attacks based on revealed identity). 
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Nevertheless, IMAKA-Tate performs the encryption method that includes the tag identity 

since in the initiation request of mutual authentication. Particularly, the tag firstly hashes its 

MAC Address to 128 bit integer n = H1(tag MAC address). Subsequently, it is enclosed to 

the encrypted payload of the initiation request ƞT(C1, C2, n). Hence, there is no chance for 

an adversary to reveal the user identity since it encrypts even before the mutual 

authentication is started. In addition, the feature on mutual authentication enables an RFID 

tag to selectively respond the communication request from the reader. In this case, the tag 

will discard the connection when the existence of rouge reader is detected. 

4.4.3. Security Features 

The following list outlines the security features offered by IMAKA-Tate [21], which is also 

match to provide trust and integrity protection in smart RFID environment. 

 Mutual Authentication and Key Agreement: IMAKA-Tate establishes mutual 

authentication that each participant generates random challenge, which is 

encrypted by the corresponding public key of the recipient. Such mechanism 

ensures that only targeted recipient can decrypt and correctly answer the 

challenge. This procedure is conducted in mutual way. In this case, they 

exchange and verify the ciphertexts of (C1, C2) and (C3, C4). This feature can 

also prevent various MITM attacks (e.g. replay attack, reflection attack, DoS, 

etc.). Furthermore, both parties simultaneously negotiate the primary session 

key based on the exchanged challenge. In particular, the reader and the tag 

calculate the same session key: 

 e(𝑅, 𝐶1)𝑥 = e(𝑇, 𝐶3)𝑤 = 𝑒(𝑃, 𝑃)𝑤𝑥                       (4.14) 

 Session robustness: On each established session, both participants freshly 

generate random 128 bit integer attached in the encrypted message that they 

exchange to each other. In particular, the tag generate random 128 bit w 

enclosed in chipper text C1 = 𝑤(𝑄 +  𝑟𝑃), while the reader generate 128 bit x 
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enclosed in C3 = 𝑥(𝑄 +  𝑡𝑃). Thus, both participants generate the same session 

key. The reader generates: 

 H2(e(𝑅, 𝑤(𝑄 +  𝑟𝑃) )𝑥) = 𝑔𝑤𝑥                             (4.15) 

 And the tag generates: 

 H2(e(𝑇, 𝑥(𝑄 +  𝑡𝑃))𝑤) = 𝑔𝑤𝑥                               (4.16) 

Hence, in case an adversary with very good fortune is able to compromise the past session, 

he/she somehow will not able to compromise the following session, since the established 

session is always fresh and will not correspond to any past or even future session. 

 Light-weight communication overhead: To achieve efficient battery and bandwidth 

consumptions, IMAKA-Tate maintains the communication overhead as minimum 

as possible. According to IMAKA-Tate packet format depicted in figure 3, the 

maximum size of authentication packet is only 72 Bytes, which is transported in 

EAP respond-IBE Challenge (see figure 4.2). Therefore, it is suitable for RFID 

system’s limited resources with low-date rate, limited CPU and battery. 

 Light-weight cryptographic operation with high-level security strength: IMAKA-

Tate uses 128 bit security strength of ƞT paring. This method is known as the most 

light-weight cryptographic operation, even it is feasible for the most constrained 

sensor node [4]. In addition, such security strength is about same as the 1024 bit of 

RSA method. Thus, it is adequate to protect the RFID system against various 

techniques of brute-force attacks. 

4.4.4. Special Issue on Network and Transport Layer in RFID systems 

We already proved on the chapter 3 that IMAKA-Tate can mitigate the security and privacy 

threats in multi-aspect vulnerabilities, ranging from the attacks raised from the 

vulnerabilities in physical layer such as relay attacks, vulnerabilities in network and 

transport layer including resources consumption attacks and various technics of man-in-the-

middle attacks, to various threats raised from multi-layer problem including replay attacks 
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and traffic analysis attacks. In this section, we analyze additional security problem raised 

from inherent network and transport layer vulnerabilities on specific RFID case, including 

cloning attacks, network protocol attacks (e.g. spoofing), impersonation, and 

eavesdropping. 

Common RFID chip manufacturers claim that they can produce a unique identity to each 

RFID tag as well as affirm that the identity is not replicable. Nevertheless, in real case an 

adversary can easily clone the identity to writable or reprogrammable device. In the worst 

case, an adversary even may conduct the same technic in order to impersonate as legitimate 

peer (i.e. RFID reader). Thus, all RFID tag within the particular range will reveal their 

sensitive information, since they are fooled to think that they communicate to authorized 

reader. This issue makes RFID system is susceptible from various technics of cloning and 

impersonation. 

Similar with cloning attacks, spoofing attacks aims at impersonating as a legitimate client 

in order to get privilege and full access to the valid communication channel. However, 

different with cloning, spoofing does not require physically clone of the node or RFID tag. 

Instead, such attacks require the knowledge of communication protocol as well as the 

sensitive properties including the cryptographic material that are used to secure the 

communications. In general, to launch all attacks in network and transport layer, it requires 

to initially record the sensitive information through eavesdropping techniques. 

To cope with the aforementioned threats, IMAKA-Tate enables encryption method with 

mutual authentication and verification, as well as identity protection. These methods can 

combat various threats on network and transport layer vulnerabilities by preventing an 

authorized party to eavesdrop the communication. 

Similar like in the case for WIP based on WLAN/WPAN defined in chapter 3, the tag’s 

MAC address is firstly hashed in to 128 bit integer and then it is used to calculate the 

chippertext C3. Furthermore, the chipertext is transported in the encrypted payload of the 

established session j, which can be recovered using the private key of the tag T. 
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   t     = H1(tag MAC address)                                  (3.17) 

   C3 = x(Q + tP)                                                      (3.18) 

   j   = H2(e(T, C3)) ⊕ C4                                        (3.19) 

Therefore, an adversary will not be able to find the sensitive information including the tag 

identity and the entire content of the messages transported in the encrypted payload. In 

general, various threats such as cloning, spoofing and impersonation can be prevented by 

protecting the identity and the communication contents.  

Furthermore, both RFID tag and the reader perform mutual authentication and verification 

methods that strengthen the security and privacy protection. In this regards, a RFID tag 

encrypts the communication contents including the identity using the reader public key, 

while the reader encrypts the communication contents using public key of the tag. Thus, 

only the corresponding private key of the particular recipient (i.e. RFID tag or reader) can 

correctly recover the encrypted messages and generated session. In this case, the reader 

authenticates the tag using its private key R: 

   i = H2(e(R, C1)) ⊕ C2                                        (3.20) 

The tag authenticates the coordinator using its private key T: 

   j = H2(e(T, C3)) ⊕ C4                                         (3.21) 

Moreover, similar like in IMAKA-Tate procedure the RFID tag and the reader perform 

challenge-respond verification to ensure the integrity of the message as well as prevent the 

message from being altered or modified by unauthorized party. In particular, the RFID tag 

verifies the chippertexts of C1 and C2, and the reader verifies the chippertexts of C3 and 

C4. Thus, the connection is discarded in case the chippertext values are not matched 

according to the verification rule defined in chapter 3. 
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In general, the security and privacy method prevent an authorized party to play with man-

in-the-middle, in order to perform various attacks in the network and transport layer 

including eavesdropping, impersonation, spoofing, and cloning attacks. 

 

4.5. Computation Analysis 

In order to ensure that cryptographic processing in IMAKA-Tate is feasible for smart RFID 

system, we estimated computation overhead by conducting benchmark tests adopted from 

[181]. The benchmark tests estimated the computation overhead of all parameters that are 

needed to construct 128 bit ƞT pairing over 𝐹3509 𝑥 6. The code of such benchmark test is 

written in C++ adapted from [168], which was compiled with Visual Studio 2008. The 

benchmark test was executed in our platform under Windows 7 with 64-bit Intel 2 Cores at 

1.8 GHz. In order to emulate the smart RFID system, we forced the processor to run in 

single core and scaling down the clock frequency according to three options of Imote2 

platform (i.e. 104 MHz, 208 MHz and 416 MHz). In addition, to achieve accurate 

estimation the benchmark test executed the cryptographic operations in multiple times (i.e. 

1000 iterations). 

We further calculated basic operations of each phase in IMAKA-Tate. The first phase is 

three-way handshake of mutual authentication, while the second phase is primary session 

key generation. Table I summarizes computation overhead of IMAKA-Tate calculated by 

each smart RFID tag. On the mutual authentication phase, each participant calculates the 

same parameters which are two Multiplication over 𝐹3509 𝑥 6, one Exponentiation over 

𝐹3509 𝑥 6 and one ƞT Pairing. After both parties have successfully authenticated to each 

other, they afterward generate the primary session key by each calculating one more ƞT 

Pairing. It is to be noted that we only show the computation result of RFID tag, as we 

assume that the reader has stronger processor clock to process the cryptographic operation. 
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TABLE 4.1. ESTIMATION OF RFID TAG COMPUTATION IN 1000 ITERATIONS 

Phase Processor Time 

Estimation 

 

Mutual 

Authentication 

104 MHz 57.32 ms 

208 MHz 35.93 ms 

416 MHz 23.57 ms 

 

Generating Primary 

Session Key 

104 MHz 54.54 ms 

208 MHz 34.34 ms 

416 MHz 22.79 ms 

 

According to the benchmark test implied in Table I, the RFID tag at 416 MHz calculated 

both phases which are mutual authentication and generating primary session key in 46.36 

milliseconds. On the other hand, the RFID tag at 104 MHz calculated both phases in 111.86 

milliseconds. It is therefore concluded, IMAKA-Tate method is remarkably feasible to be 

applied in smart RFID system since the computation time is still much more lower than the 

baseline of extraordinary case definition defined in chapter 3 (i.e. 250 ms). In addition, the 

computation time is even affordable for the smart RFID tag with lower co-processor 

frequency option at 104 MHz. 

 

4.6. Conclusion 

IMAKA-Tate offers light-weight identity protection and mutual authentication that satisfies 

the specific requirement for security and privacy in smart RFID system. In this regards, the 

proposed solution performs encryption of the smart RFID tag identity even before the 

mutual authentication is started. This method prevents the tag identity from being revealed 

by unauthorized party. Therefore, privacy preserving can be achieved well. Furthermore, 

the security analysis of IMAKA-Tate has demonstrated that it can mitigate various security 

threats and risks in the smart RFID system, including unauthorized tracking and tag 

reading, cloning attack, impersonation, and resource consumption attack. In addition, the 

proposed solution can mitigate same security threats in WIP system that can also be 
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launched in RFID system. Moreover, we demonstrated in the computation analysis that 

IMAKA-Tate is affordable to be applied in the constrained nature of smart RFID system. 
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Chapter 5 

The Protocol Refinement for RFID-based 

Applications 

 

5.1. Introduction & Motivation 

Take into account that some of smart RFID applications are deployed in well trusted 

environment where physical security and the surveillance of employed personal security 

guards are well facilitated, the risk on key escrow and the existence of suspicious adversary 

are significantly smaller. In this situation, the clients (e.g. RFID tag) will be more concern 

about the performance rather than expecting more in the security protection. 

In this chapter, we improve the security and privacy protection in term of computation 

performance, which is more suitable for the specific smart RFID application that has more 

concern about the system’s limited resources and its performance. In this regards, we 

introduce RFID-Tate, which improves the performance of IMAKA-Tate without 

significantly decrease the security protection. In particular, we eliminate a feature called 

session key agreement affecting the number of some basic cryptographic operations (i.e. 

one pairing function) is eliminated. Thus, it is significantly improve the computation 

performance since the pairing function is the most time and energy consuming in the 

construction of pairing based authentication method. 
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5.2. Protocol Design 

5.2.1. Preliminaries 

To tackle the specific challenges in active RFID system, RFID-Tate early establishes 

encryption even before the authentication is started. In this context, the entire 

communication data including the RFID tag identity are transported in encrypted payload. 

Furthermore, to achieve light-weight and feasible communication overhead, we apply ƞT 

pairing that is known as the fastest pairing method [166]. In Principal, the cryptographic 

processing relies on ternary field 𝐹3509 defined in [168], specifically using the extension 

field 𝐹3509 𝑥 6. Such extension field is applied in order to provide advanced-level 128 bit 

security strength of IBE, which is about same security level as 1024 bit RSA method [170]. 

In the active RFID networks, we propose two parties (i.e. RFID reader and RFID tag) 

perform mutual authentication to each other. Particularly, they communicate over standard 

IEEE 802.15.4f, which defines standard wireless Physical (PHY) and Media access control 

(MAC) for active RFID. In addition, we assume that each active RFID tag has sufficient 

co-processor to perform light-weight cryptographic processing. For example, it is 

integrated to standard platform Imote2 with diverse options of core frequency (i.e. 104, 

208, 312 and 416 MHz). 

5.2.2. Setup Phase 

On the setup phase, the Key Generation Function (KGF) privately distributes all parameters 

that are needed to construct the IBE method. The KGF is handled by the administrator, who 

privately preloads all parameters to each legitimate reader and active RFID tag memory. It 

is to be noted that all parameters are shared prior to network deployment. In this case, the 

existence of KGF is no longer needed after the KGF successfully shares all parameters 

including private keys and all public parameters. This method is to ensure that only 

legitimate entity can participate in the active RFID system. 

During the setup phase, the KGF initially generates overall parameters that will be 

confidentially preloaded to each reader and RFID tag’s memory. The generated secret 
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parameters include a 128 bit integer master secret key s, where s ∈ 𝑍𝑞
∗ . Supersingular 

elliptic curve define over 𝐹𝑞
∗, 𝑤ℎ𝑒𝑟𝑒 𝐹𝑞

∗ =  𝐹3509 . A random point on elliptic curve P as part 

of public parameter, where P ∈ E(𝐹𝑞). Additional random point as another part of public 

parameter Q, where Q ∈ E(𝐹𝑞) and Q = sP. Furthermore, the KGF also generates public 

parameter g = e(P, P). In this context, e is a function that maps E(𝐹3509) x E(𝐹3509) → 

𝐹3509 𝑥 6. In addition, two more parameters are defined as hash functions. The first one is 

H1, it is hash function to convert a binary RFID identity to a 128 bit integer, where H1 : 

{0, 1}∗ → 𝑍𝑞
∗ . The second one is H2, this hash function is to convert a parameter on 

extension filed  𝐹3509 𝑥 6 to a 128 bit integer, where H2 : 𝐹𝑞 → {0, 1}𝑛. 

Instead of distributing the master secret key s, the KGF generates all private keys of all 

RFID devices and then preloads all the keys on the setup phase. This mechanism is 

conducted in order to simplify key distribution and to achieve feasible computation 

overhead. In the other word, the readers and RFID tags do not have to generate their own 

private keys, thus efficient computation effort can be achieved. The private key for each 

RFID tag generated by KGF is denoted as T = 
1

𝑠+𝑡
 P, where s is master secret key and t = 

H1(RFID tag MAC Address) is a public key of the RFID Tag. The same way to calculate 

reader private key R = 
1

𝑠+𝑟
 P, where r is public key of the reader calculated as r = H1(reader 

MAC Address). In overall the KGF preloads (Private Key (T or R), e, P, Q, g, H1 and H2) 

to each legitimate RFID Tag and Reader’s memory. 

5.2.3. Authentication and Key Negotiation Phase 

After all public parameters and private key are successfully distributed, both parties are 

now ready to carry out mutual authentication. Figure 1 illustrates the mutual authentication 

and key agreement by performing encrypted three-way handshake negotiation. The 

following list describes the three-way handshake procedure. 
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Figure 5.1. RFID-Tate Mutual Authentication Scheme. 

1. We presume that the RFID tag initially sleeps and wakes up after receiving beacon 

frame broadcasted by the RFID reader. Hereafter, the tag calculates the reader 

public key as r = H1(reader MAC address). Subsequently, the tag randomly 

generates two 128 bit integer i and w, where i is temporary session key. 

2. The tag then generates two ciphertexts C1 = w(Q + rP) and C2 = i ⊕ H2(𝑔𝑤). The 

tag subsequently requests to join in the RFID system by sending the two ciphertexts 

to the reader. The tag also includes its MAC address t = H1(tag MAC address) in 

the encrypted payload, in order to protect its identity from being revealed by 

unauthorized party. In this case, all contents in the message including the session 

key i and the tag MAC address are encrypted using the reader public key. Thus, 

only the reader can decrypt the message. 
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3. The reader receives and decrypts the messages using its private key R. The reader 

can recover the session key i by calculating i = H2(e(R, C1)) ⊕ C2. In order to 

achieve efficient communication, the reader tentatively saves the key i and the value 

of C1 for further steps. Each message created by the tag in the three-way handshake 

will use the initial session key i and the value of C1 will be used to calculate 

primary session key. 

The temporary session key is shared based on the pairing function calculated as follows. 

 i = H2(𝑔𝑤) ⊕ C2                                                      (5.1) 

 since 

 𝑒(𝑅, 𝐶1) = 𝑒 (
1

𝑠+𝑟
 𝑃, 𝑤(𝑄 + 𝑟𝑃)) 

                             = 𝑒(𝑃, 𝑄 + 𝑟𝑃)
𝑤

𝑠+𝑟 

                             = 𝑒(𝑃, (𝑠 + 𝑟)𝑃)
𝑤

𝑠+𝑟 

                             = 𝑒(𝑃, 𝑃)𝑤 = 𝑔𝑤                                    (5.2) 

4. In the second message of the three-way handshake, the reader generate x and j as 

two random 128 bit integers, where j is primary session key that is used to encrypt 

all further communication in the established session. The reader afterward generates 

and send two ciphertexts C3 = x(Q + tP) and C4 = j ⊕ H2(𝑔𝑥). The reader also 

includes the values of C1 and C2 in the encrypted message to be further verified by 

the tag. 

5. The tag then receives and decrypts the message which contains temporary session 

key j using its private key T. It is conducted by calculating j = H2(e(T, C3)) ⊕ C4. 

The tag further verifies the value of C1 and C2. The further step is then continued 

only if the two values are same as the two values of C1 and C2 generated by the tag 

on the first message. Otherwise, the tag aborts the authentication. 
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Figure 5.2. RFID-Tate over EAP. 

6. The tag then sends back the value of C3 and C4 to be verified by the reader in the 

encrypted-payload. The further communication is continued if the received values 

are equal as the values generated by the reader on the second message. Otherwise, 

the reader sends failure notification to abort the connection. 

Up to this step, both parties have mutually authenticated to each other. The reader and the 

tag generate fresh random values of x and w for every new session. Hence, such method 

enables the session robustness, which differentiates the established session from the past or 

even the future session. 

5.2.4. Mutual Authentication over EAP 

In order to achieve efficient and flexible communication that can be used for large-scale 

RFID system, RFID-Tate transports the authentication messages through standard EAP 

method as described in (RFC 3748) [12]. As illustrated in Figure 5.2, all authentication 

messages are transported in encrypted payload. Thus, it prevents adversary to reveal the 
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credentials in order to perform malicious activities such as various techniques of MITM 

attacks (e.g. replay attack, relay attack, reflection attack, etc.). Furthermore, RFID-Tate 

simplifies the authentication by eliminating the identity exchange. This mechanism is 

different like in common EAP method, as it specifically works based on MAC Address. 

 

5.3. Computation analysis 

In this section we analyzed the computation overhead of RFID-Tate, as well as compared it 

with our previous solution in IMAKA-Tate. In this regards, we conducted benchmark test 

of IBE ƞT pairing computation adopted from [1][3]. The benchmark test execute all 

parameters that are needed to construct 128 bit ƞT pairing over 𝐹3509 𝑥 6. In addition to our 

work, we further calculated and compared basic operations to perform mutual 

authentication and key agreement both for RFID-Tate and IMAKA-Tate. The benchmark 

test was executed in our platform under Windows 7 with 64-bit Intel 2 Cores at 1.8 GHz. In 

order to emulate the active RFID system, we forced the processor to run in single core and 

scaling down the clock frequency according to three options of standard Imote2 platform 

including 104 MHz, 208 MHz and 416 MHz. In addition, to achieve accurate estimation the 

benchmark test executed the cryptographic operations in 1000 iterations. 

Table I shows computation overhead of IMAKA-Tate calculated by each tag at 416 MHz. 

On the mutual authentication phase, each participant calculates the same parameters which 

are two Multiplication over 𝐹3509 𝑥 6 (Multipl. 𝐹3509 𝑥 6), one Exponentiation over 𝐹3509 𝑥 6 

(Exp. 𝐹3509 𝑥 6) and one ƞT Pairing. After both parties have successfully authenticated to 

each other, they afterward generate the primary session key by each calculating one more 

ƞT Pairing. 

Table II shows computation overhead of RFID-Tate calculated by each tag at 416 MHz. On 

the mutual authentication phase, each RFID tag and reader calculate the same parameters 

which are two Multipl. 𝐹3509 𝑥 6, one Exp. 𝐹3509 𝑥 6 and one ƞT Pairing. Instead of generating 

new session key, the session key j generated by the reader on the three-way handshake is  
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TABLE 5.1. ESTIMATION OF IMAKA-TATE COMPUTATION AT 416 MHZ 

Phase Main Operations Time 

Estimation 

 

Mutual 

Authentication 

1 ƞT Pairing 22.79 ms 

1 Exp. 𝐹3509 𝑥 6 0.577 ms 

2 Multipl. 𝐹3509 𝑥 6 0.181 ms 

Primary 

Session Key 

1 ƞT Pairing 22.79 ms 

Total 46.33 ms 

TABLE 5.2. ESTIMATION OF RFID-TATE COMPUTATION AT 416 MHZ 

Phase Main Operations Time 

Estimation 

Mutual 

Authentication 

& Generating 

Primary 

Session Key 

1 ƞT Pairing 22.79 ms 

1 Exp. 𝐹3509 𝑥 6 0.577 ms 

2 Multipl. 𝐹3509 𝑥 6 0.181 ms 

Total 23.54 ms 

 

TABLE 5.3. SUMMARY OF IMAKA-TATE COMPUTATION (104, 208, 416 MHZ) 

Phase Processor Time 

Estimation 

Mutual 

Authentication 

& Generating 

Primary 

Session Key 

104 MHz 111.86 ms 

208 MHz 70.27 ms 

416 MHz 46.33 ms 

 

TABLE 5.4. SUMMARY OF RFID-TATE COMPUTATION (104, 208, 416 MHZ) 

Phase Processor Time 

Estimation 

Mutual 

Authentication & 

Generating 

Primary Session 

Key 

104 MHz 57.32 ms 

208 MHz 35.93 ms 

416 MHz 23.54 ms 
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used as the primary session key. This mechanism enables efficient computation, as both 

RFID tag and reader do not have to calculate one more ƞT pairing in order to generate the 

session key. In other words, each participant only need to calculate one paring to perform 

mutual authentication and session key generation.  

Table III and Table IV summarize the computation performance of mutual authentication 

and session key generation both for IMAKA-Tate and RFID-Tate in the three processor 

options. In general the computation performance of IMAKA-Tate is quite feasible for RFID 

tag, particularly for the processor option at 416 MHz, which computes mutual 

authentication and session key agreement in 46 milliseconds. IMAKA-Tate method is also 

affordable for the processor option at 104 MHz, which perform the computation in 111 

milliseconds. Based on the example of extraordinary case explained in chapter 3, which 

define the baseline is 250 ms, it is concluded that IMAKA-Tate is remarkably very efficient 

protocol. Nevertheless, IMAKA-Tate performance is not optimally efficient and might not 

be suitable for very low cost RFID tag which associates to very constrained resources 

including low CPU, memory and battery power. 

According to comparison of benchmark tests implied in Table III and Table IV, we 

improve the RFID-Tate performance, which is about two times faster than IMAKA-Tate 

performance. RFID tag with co-processor at 416 MHz computed the mutual authentication 

and session key generation in about 23 milliseconds, while RFID tag with co-processor at 

104 MHz computed the cryptographic processing in 57 milliseconds. Indeed, both the 

RFID tag and reader only need to calculate one pairing for each established session. Hence, 

the computation overhead is maintained as optimally minimum. In graph visualization, 

figure 5.2. shows the significant improvement of RFID-Tate protocol, particularly for the 

lower option of clock frequency (i.e. 104 MHz). Indeed, the graph shows in each clock 

frequency options that the performance of RFID-Tate is almost two times faster than the 

performance of IMAKA-Tate. Therefore, it is concluded that the RFID-Tate is more 

suitable to the RFID system that has more concern in computation performance. 
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Figure 5.3. Comparison of IMAKA-Tate and RFID-Tate performance. 

 

5.4. Security Analysis 

In this section, we analyses the security strength of RFID-Tate against various risks in 

active RFID system. In addition, we discuss the security features that enable trust and 

integrity protection in large-scale active RFID applications. 

5.4.1. Attacks from RFID Reader Side 

In RFID system [14], an adversary may impersonate as legitimate reader by creating rogue 

reader in order to elicit sensitive information. Hence, an adversary can exploit the sensitive 

information to perform malicious activities and attacks, which are listed as follows. 

 Spoofing information: An adversary may exploit the rogue reader to perform 

fraudulence, such as RFID data manipulation, reporting wrong identification, even 

it can be exploited to perform various MITM attacks (e.g. replay attack, Dos, etc.). 
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  Fooling RFID tags: The existence of rogue reader may be used to trick the 

legitimate RFID tags to reveal their credentials. In this case, the RFID tags are 

fooled that they are communicating with legitimate reader. Hence, an adversary can 

use the revealed credentials to impersonate as legitimate tags. In this case the 

attacker can launch various attacks based on impersonation technique (i.e. cloning 

attacks, tag emulating, and collision attack). 

Nevertheless, an adversary cannot acquire the critical parameters (i.e. e, P, Q, g, H1 and 

H2) that secretly pre-load before the network deployment. This issue makes the rogue 

reader calculates wrong session key and will not able to perform mutual authentication on 

the three-way handshake. Thus, RFID-Tate can mitigate the aforementioned threats by 

preventing the rogue reader to be connected and authenticated in the active RFID system. 

Let us presume that the rogue reader uses different parameters (i.e. e’, P’, Q’, g’, H1’ and 

H2’). In this case, the rogue reader is not able to respond the three-way handshake 

requested by the tag. Moreover, the rogue reader is not able to find the crucial parameter 

called master secret key s, as it is known only by the KGF. Hence, the rogue reader is not 

able to correctly generate its private key. Let us presume that the rogue reader uses different 

master secret key k ≠ s. The rogue reader then incorrectly generates its public key 𝑟𝑅𝑜𝑔 ≠ r 

and private key 𝑅𝑅𝑜𝑔 ≠ R :  

 𝑟𝑅𝑜𝑔 = H1’(rogue reader MAC address)                  (5.3) 

 𝑅𝑅𝑜𝑔 = 
1

𝑘+𝑟𝑅𝑜𝑔
 P’                                                       (5.4) 

Moreover, the rogue reader cannot correctly calculate the initial session key i, since: 

 i ≠ H2’(e’(𝑅𝑅𝑜𝑔, C1)) ⊕ C2                                     (5.5) 

Since the initial session key i is calculated incorrectly, the rogue reader cannot decrypt the 

initiation message ƞT(C1, C2, t). Hence, the rogue reader cannot find the tag MAC Address 

in order to respond the message. Moreover, the challenge is more complicated for 
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adversary, as it is not possible to convert t value to tag MAC address based on the incorrect 

parameter H1’, since: 

 t ≠ H1’(tag MAC address)                                        (5.6) 

An adversary may conduct social engineering to inquiry the tag’s MAC Address attached 

on the user device. However, the adversary in this case the rogue reader is still not able to 

correctly generate the tag’s public key and the two ciphertexts based on the incorrect 

parameters. This issue makes the tag is not able to calculate the temporary session key j. 

Let us presume that the rogue reader generates t' ≠ t, C3’ ≠ C3 and C4’ ≠ C4: 

 t' = H1’(tag MAC address)                                       (5.7) 

 C3’ = x(Q’ + t’P’)                                                    (5.8) 

 C4’ = j ⊕ H2’(𝑔′𝑥)                                                   (5.9) 

However the tag wrongly calculates the key j, since: 

 j ≠ H2(e(T, C3’)) ⊕ C4’                                           (5.10) 

Hence, the tag aborts the connection as the value of C1 and C2 attached on ƞT(C3’, C4’, 

C1, C2,) cannot be verified. 

By taking into account an adversary has chance to steal the unsupervised RFID tag. In this 

case, an adversary can copy all valid parameters (i.e. e, P, Q, g, H1 and H2) that are needed 

to impersonate as rogue reader. However, the master secret key s is owned only by the 

KGF and it is never shared to any party, neither to the reader nor to the tag. This challenge 

makes the adversary cannot generate the correct private key for the rogue reader. Let us 

presume that the rogue reader use incorrect master secret key k ≠ s. The rogue reader 

incorrectly generates its private key 𝑅𝑅𝑜𝑔: 

  𝑅𝑅𝑜𝑔 = 
1

𝑘+𝑟𝑅𝑜𝑔
 P                                        (5.11) 
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Hence the rogue reader is not able to generate correct initial session key i as described in 

equation (1) and (2), since: 

 𝑒(𝑅𝑅𝑜𝑔, 𝐶1) = e(𝑅𝑅𝑜𝑔, 𝑤(𝑄 +  𝑟𝑃) 

                             = 𝑒 (
1

𝑘+𝑟𝑅𝑜𝑔
 𝑃, 𝑤(𝑠𝑃 + 𝑟𝑃)) 

                             = 𝑒(𝑃, (𝑠𝑃 + 𝑟𝑃))
𝑤

𝑘+𝑟𝑅𝑜𝑔 

                             = 𝑒(𝑃, 𝑃)
𝑤(𝑠+𝑟)

𝑘+𝑟𝑅𝑜𝑔 = 𝑔
𝑤(𝑠+𝑟)

𝑘+𝑟𝑅𝑜𝑔                 (5.12) 

 In this case: 

  i ≠ H2(𝑔
𝑤(𝑠+𝑟)

𝑘+𝑟𝑅𝑜𝑔) ⊕ C2                              (5.13) 

The same features like in IMAKA-Tate, the RFID-Tate also provide access control by 

establishing mutual authentication and two-way verification. Thus, the proposed protocol 

can also prevent various threats based on the existence of rogue reader that may arbitrary 

read the RFID tag’s contents. 

5.4.2. Privacy Protection and Attacks from RFID Tag Side 

As RFID tag can naturally be read without authorization, this issue introduces tremendous 

problem related to privacy of RFID user. An adversary can reveal the tag identity and 

observe sensitive information, in order to perform malicious activates, which are listed as 

follows [22]. 

 An adversary may conduct unauthorized tracking based on the revealed identity. 

This issue definitely introduces tremendous problem as an adversary may conduct 

further malicious activates (e.g. espionage, theft, robbery, etc.). 

 An adversary may conduct unauthorized tag reading in order to elicit sensitive 

information that can be used for impersonation activities (e.g. masquerading as 
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legitimate RFID tag). This issue makes an adversary has chance to conduct 

unwanted activities such as fraudulence. 

 An adversary can perform various techniques of resource consumption attacks 

based on the revealed identity. The adversary can waste the tag bandwidth and drain 

the battery by insistently sending packets to the revealed identity as destination 

address. 

 An adversary initially reveals the user identity as one of requirements that is needed 

to successfully perform various attacks (i.e. replay attack, sybil attack, and various 

attacks based on revealed identity). 

Nevertheless, RFID-Tate performs the encryption method that includes the tag identity 

since in the initiation request of mutual authentication. Particularly, the tag firstly hashes its 

MAC Address to 128 bit integer n = H1(tag MAC address). Subsequently, it is enclosed to 

the encrypted payload of the initiation request ƞT(C1, C2, n). Hence, there is no chance for 

an adversary to reveal the user identity since it encrypts even before the mutual 

authentication is started. 

5.4.3. Security Features 

The following list outlines the security features [14] offered by IMAKA-Tate that are also 

valid for the case of RFID-Tate, which aims at providing trust and integrity protection. 

 Mutual Authentication and Key Agreement: RFID-Tate establishes mutual 

authentication that each participant generates random challenge, which is encrypted 

by the corresponding public key of the recipient. Such mechanism ensures that only 

targeted recipient can decrypt and correctly answer the challenge. This procedure is 

conducted in mutual way. In this case, they exchange and verify the ciphertexts of 

(C1, C2) and (C3, C4). This feature can also prevent various MITM attacks (e.g. 

replay attack, reflection attack, DoS, etc.). 
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  Session robustness: On each established session, both participants freshly generate 

random 128 bit integer attached in the encrypted message that they exchange to 

each other. In particular, the tag generate random 128 bit w and i enclosed in 

chipper text C1 = 𝑤(𝑄 +  𝑟𝑃) and C2 = i ⊕ H2(𝑔𝑤), while the reader generate 

128 bit x and j enclosed in C3 = 𝑥(𝑄 +  𝑡𝑃) and C4 = j ⊕ H2(𝑔𝑥). Hence, in case 

an adversary with very good fortune is able to compromise the past session, he/she 

somehow will not able to compromise the following session, since the established 

session is always fresh and will not correspond to any past or even future session. 

  Light-weight cryptographic operation with sufficient-level security strength: RFID-

Tate uses 128 bit security strength of ƞT paring. This method is known as the most 

light-weight cryptographic operation, even it is feasible for the most constrained 

sensor node [169]. In addition, such security strength is about same as the 1024 bit 

of RSA method. Thus, it is adequate to protect the RFID system against various 

techniques of brute-force attacks. 

5.4.4. Special Issue on Application Layer related to Privacy Threats 

Providing a tracking service without implication on privacy issue is one of the biggest 

challenges in RFID applications. There are a lot of things that can be exploited by an 

adversary in order to reveal the users privacy. Take into consideration that the 

communication in RFID system is commonly not equipped with sufficient authentication 

and encryption methods, an adversary can arbitrary read the content of application in 

surreptitious way without leaving any tread. In addition, the privacy problem is even more 

complicated since most of RFID tags respond to request from any reader. This issue makes 

RFID system is highly susceptible from authorized reading and tracking that may reveal the 

user’s privacy. 

By enforcing the about same features as provided in IMKA-Tate, the RFID-Tate also 

establishes mutual authentication protocol with cryptographic challenge-response 

verification. In this case, the legitimate RFID tags and readers perform challenge request 

mechanism to each other in mutual-way with fresh and random cryptographic values for 
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each session. Thus, an adversary will not be able to answer the challenge by just using the 

rouge reader that has no valid cryptographic challenge and respond values. Thus, the 

legitimate party (e.g. the RFID tag) will discard the connection by aborting the request. In 

general, by performing challenge-response and mutual authentication mechanisms, a rouge 

reader will not be able to arbitrary interact and read the content of RFID tag. 

5.4.5. Potential Drawbacks and Mitigation Strategy 

Instead of proposing and negotiating mutual key agreement to generate the primary session 

key like in IMAKA-Tate, the RFID-Tate rules the tag to comply with the session key 

generated by the reader. This method enables efficient cryptographic computation since the 

tag does not have to calculate one more pairing function in order to generate the session 

key. Nevertheless, the elimination of mutual session key agreement sacrifices the risk on 

brute force guessing of the session key. In particular case, a recent work [185] reports that a 

massive number of processors (e.g. 230 processors) need to take about one year to break the 

DLP of the Tate pairing. Although one year is extremely very long for the case of WIP 

where the session may change very fast (e.g. only in a couple of seconds), the security may 

be reduced in the foreseeable future. The risk may be higher when an adversary is able to 

physically compromise or steal the unsupervised reader or tag, and further elicit the 

sensitive security parameters stored in the devices’ memory. In this case, the sensitive 

security parameters may help an adversary to speed up the brute force guessing of the 

generated session key.  

There are no perfect cryptographic algorithms that each of them must have particular 

drawback. To mitigate this risk, the smart RFID environment should applying tight 

surveillance of the employed personal security guard, thus any suspicious activity in the 

WIP environment can be detected. In addition, all legitimate reader should also be well 

protected with advanced physical protection (e.g. with alarm). This method is applied to 

prevent the unsupervised reader from being physically compromised by an adversary. Thus, 

there is no chance for an adversary to elicit the security properties stored in device’s 

memory. In addition, security and data protection policy, as well as performing risk 
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assessment should be established and maintained continuously. Moreover, all clients should 

be continuously educated and trained in order to establish knowledge and awareness 

against policy and critical data protection. 

 

5.5. Conclusion 

Although we sacrifice one feature in mutual key agreement in order to achieve optimal 

computation efficiency, we prove that RFID-Tate can also be relied to mitigate various 

security and privacy threats in multi-layer problem. Such protocol even can provide the 

same security resistance as provided by IMAKA-Tate, reaching from the resistance from 

physical layer attacks (e.g. relay attacks), network and transport layer attacks (e.g. cloning, 

impersonation, spoofing, resource consumption attacks, and protocol attacks such as 

various technic of man-in-the-middle attacks), application layer attacks (e.g. unauthorized 

tracking and reading, etc.), to multi-layer attacks such as traffic analysis attacks, denial-of-

service attacks, and replay attacks. 

RFID-Tate provides identity protection and mutual authentication with highly efficient 

computation overhead. It is affordable for the constrained nature of active RFID system. 

We have analyzed that RFID-Tate computation is two time faster than the computation 

overhead of our previous solution in IMAKA-Tate. On the other hand, RFID-Tate provides 

the relatively same security and privacy features as it is provided by IMAKA-Tate. In this 

regards, the proposed solution performs encryption of the active RFID tag identity even 

before the mutual authentication is started. This method prevents the tag identity from 

being revealed by unauthorized party. Therefore, privacy preserving can be achieved well. 
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Chapter 6 

Key Management System 

 

6.1. Introduction 

The emerging of WIP technology (i.e. smart RFID applications), which extend the 

capability of a RFID tag to sense the environment condition (e.g. temperature, pressure, 

light, humidity, elevation, etc.), has been seen as a prominent solution in various fields 

including industrial applications. Indeed, its integration with sensor node can significantly 

improve the services, reduce operational and labor cost, increase productivity, and preserve 

the quality standards. In addition, such pervasive computing technology introduces various 

advantages ranging from low cost, to its flexibility to be deployed in large-scale system. 

Nevertheless, smart RFID system introduces tremendous security and privacy problems. 

One of them is the complex problem in large-scale Key Management System (KMS). On 

the other hand, the enforcement of common KMS solution like using Public Key 

Infrastructure (PKI) demands higher resources consumption, which is infeasible for smart 

RFID system that associates to limited resources (i.e. limited CPU power, limited memory, 

limited battery/power, and low bandwidth/data-rate). On the other hand, enforcing manual 

key management solution by recalling all the RFID tags in order to update the security 

property (e.g. update the new private key) is not feasible to be applied in large-scale and 

distributed system. 
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Furthermore, most of existing solutions in key management system for wireless 

communication are highly susceptible to various security and privacy threats. For instance, 

an adversary may have chance to perform various techniques of Man-in-the-Middle attacks 

to compromise the key management system. Moreover, an adversary may impersonate as 

legitimate third party server, in order to trick the legitimate RFID tag and RFID reader to 

reveal their sensitive information. In this case, an adversary may reveal the privacy ranging 

from the location information, data applications, to the most critical information like 

security properties (e.g. the private key). 

Indeed, using traditional PKI for the KMS is definitely not feasible to be applied in the 

constrained nature of WIP system. The following list describes the disadvantages of 

traditional PKI system in the face of WIP requirements. 

 Traditional PKI system requires higher bandwidth resources. Most of standard PKI 

system requires full-time connection to the third-party server each time the new 

session is established. This method is performed to manage, distribute and revoke 

digital certificates [195]. On the other words, the connection to the third-party 

server is always required for each encryption process. This method is definitely not 

suitable to the system’s limited resources of WIP system such as limited bandwidth 

or data-rate availability. 

 Require higher system’s resources. Most of standard PKI systems [196-199] rely on 

upper layer method (i.e. SSL/TLS) to perform authentication and encryption 

process. These methods introduce higher communication overhead, since the 

number and size of packets exchanged during the authentication process are higher 

when comparing to the system relies on lower layer method. In addition, most of 

standard PKI systems rely on heavy-weight cryptographic processing such as RSA 

method [200-202]. This issue makes the use of traditional PKI technology is 

feasible to be applied to the authentication system, which its clients have limited 

CPU power. Furthermore, the requirement in higher computation and 

communication overhead impact on particular drawback (e.g. higher energy 
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consumption). On the other hand, most of WIP clients are equipped with small or 

limited battery power. 

 The risks on privacy, trust and relationship. Traditional PKI system requires 

complex architecture particularly in large-scale scenario. This issue introduces 

major risk that the PKI system is highly susceptible to the risks related to trust and 

relationship. In particular, Ellison and Schneier [179] define ten the risks about PKI 

system, including the problem about how to ensure the authority of the CA and how 

to protect the private signing key. Furthermore, during the last decade various 

weaknesses as well as its mitigation about PKI system have been reported. For 

instance, Holz et al. [183] introduce a solution to mitigate the risk on privacy and 

man-in-the-middle attacks. In addition, Suga et al. [184] propose a strategic solution 

to mitigate renegotiation attacks. Nevertheless, most of the solutions introduce 

various drawbacks, reaching from the weaknesses in complexity, to the risks related 

to performance. 

Furthermore, in term of updating the security properties, the smart RFID system requires 

more specific needs that differ from common KMS. The following list defines the specific 

conditions in the RFID system where the KMS should update the new security properties. 

 Life time for the security properties expires. In order to improve the security 

strength and guarantee the freshness, the security properties should be updated 

periodically. This method can also mitigate the system from being compromised. 

 The increase number of new RFID tag deployed in the existing system might affect 

the need to update the security properties. 

 The malicious tag or reader is detected. In case an adversary is able to compromise 

one or more RFID tags or RFID readers, all critical security properties in the 

existing networked system must be updated. 

In general, the KMS for smart RFID system should be able to satisfy the dynamic 

requirements in large-scale deployment without hampering the system’s limited resources. 
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In addition, the KMS mechanism and architecture should also fit to operate with our 

proposed protocols (e.g. IMAKA-Tate and RFID-Tate). In other words, the proposed KMS 

should not require additional security setup and configuration, particularly for the 

constrained resources of RFID tag. 

This chapter introduces a novel key management system that complements our previous 

work in RFID-Tate [23]. It is a light-weight key management solution that enables identity 

protection and mutual authentication using Identity-based Encryption (IBE) method. In 

particular, it relies on cryptographic Tate (ƞT) pairing over super singular elliptic curves, 

ternary field 𝐹3509 [168]. Furthermore, in order to prolong the RFID tag lifetime, we 

propose efficient communication overhead. In this regards, the key management scheme 

relies on link layer security method, particularly over IEEE 802.15.4 which is commonly 

used to deliver low-data rate in order to produce efficient processing as well as save the 

energy. Thus, it is affordable to be applied in the constrained nature of smart RFID 

environment. 

6.1.1. Vulnerabilities 

Smart RFID system introduces tremendous problem in security and privacy ranging from 

the vulnerabilities that arise from the nature of wireless communications, the threats arising 

from the vulnerable nature of Wireless Sensor Networks (WSN), to the vulnerabilities 

derived from the use of RFID technic itself. In our previous works [22-23], we already 

demonstrated that our solution is feasible to mitigate various security and privacy threats in 

smart RFID system. 

In this paper we particularly focus on the threats derived from key management scheme in 

the constrained nature of smart RFID, which are listed as follow. 

 An adversary can perform various technics of Man-in-the-Middle (MITM) attacks 

in order to hijack the session and intercept the key management system. The 

adversary may steal the critical security properties including the private key and can 
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use it to perform further malicious activities (e.g. cloning, impersonation, data 

manipulation, replay attacks, Denial-of-Service (DoS), etc.). 

 The smart RFID system is highly susceptible from physical attacks. In his case, the 

adversary may steal the legitimate RFID tag and subsequently copies all the security 

properties in order to plant their own RFID tag. The stolen security properties may 

be used also to perform impersonation or playing with various technics of MITM, in 

order to fool the KMS.  

 An adversary may eavesdrop the KMS in order to elicit the privacy. In this regards, 

an adversary can find out the sensitive information reaching from the position of the 

RFID tag as well as carry out unauthorized tracking. 

In addition, various threats and risks on the communication between the RFID tag and the 

reader in multi-layer vulnerabilities are also susceptible for the KMS. 

6.1.2. Requirements 

The following list outlines the important requirements that must be fulfilled in order to 

achieve the integrity protection in the constrained nature of smart RFID system. 

 Mutual authentication and Authorization. First of all, all participants in the 

communication of RFID system must be mutually authenticated before revealing 

their sensitive information to each other. Thus, it ensures that only authorized RFID 

tag or reader can be involved in the communication system. This requirement is also 

important to protect the system from various other threats in multi-layer 

vulnerabilities. 

 Availability. In the constrained nature with limited connection and data-rate, the key 

management solution must ensure that the service is available to the RFID system 

whenever needed. 
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 Privacy. It ensures the confidentiality of the key management system, which 

prevents the sensitive information from being eavesdropped or illegally revealed by 

unauthorized party. 

 Credibility. It ensures that all messages transported during the key management 

process are not modified or transited by unauthorized party. 

 Security strength and resistance. It ensures that the key management solution is 

strong enough to prevent various threats ranging from various techniques of brute-

force attacks, resource consumption attacks, various techniques of MITM attacks, to 

the specific threats on RFID communications including cloning, tag emulating, 

spoofing and impersonation. 

 Communication overhead. The key management solution should ensure that the size 

and the number of messages transported during the key management process are 

affordable for the limited resources (i.e. limited bandwidth or data-rate). 

 Computation overhead. The key management solution should ensure that the 

limited resource of RFID tag is feasible to deal with the cryptographic processing. 

 Storage overhead and energy consumption. The KMS should ensure the security 

update is feasible for the limited storage and battery. 

In general, the key management system should satisfy the smart RFID system 

requirements, reaching from the requirements related to system’s limited resources, to 

the requirements related to security and privacy. 

6.1.3. Challenges 

The following list describes the challenges in designing efficient key management solution 

to enforce security and privacy protection in large-scale smart RFID system. 
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 Vulnerable nature of wireless communication. The broadcast nature of wireless 

channel makes an adversary has good chances to perform active and passive 

Eavesdroppings including various technics of Man-in-the-Middle attacks.   

 Limited CPU power. The sensor integration to the RFID tag can give benefit to the 

increase of processing power. Several standard sensor platform platforms have 

diverse options of core frequency (i.e. 104, 208, 312 and 416 MHz). Nevertheless, 

such CPU options are still not feasible for common solution in standard key 

management system such as TLS/SSL. Indeed, it introduces high computation 

overhead that overburdens the limited capabilities of CPU, particularly in large-

scale system which the key management activities might be frequently required. 

 Limited battery. Most of Standard solution like TLS/SSL introduces high 

communication overhead. This issue causes drainage of the battery energy affecting 

the lifetime of the RFID tag expires soon. 

 Limited memory storage. Smart RFID system requires more storage to store various 

parameter including sensor application data and the security properties. On the other 

hand, most of standard RFID tag as well as sensor node have very limited memory 

storage. 

 Low data-rate. Typically, tiny devices communicate over standard IEEE 802.15.4 

which delivers low data-rate. Such standard wireless technology is chosen in order 

to save the battery energy as well as for efficient processing. Thus, the key 

management system must sustain this requirement by providing efficient 

communication that optimally minimizes the number and the length of packets that 

are transported during the security management process.  

 Large-scale system. Taking into account the smart RFID tag deployed in large-scale 

scenario, this issue makes all aforementioned challenges as well as the security 

management are more complicated. 
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 High risk on various security threats. Most of RFID communication is not mutually 

authenticated. This issue introduces specific security and privacy problem. In this 

case, an adversary might perform malicious activities based on various technics of 

MITM, including cloning attacks, replay attacks, etc. Moreover, an adversary may 

also intercept the key management system or even revealing the privacy (e.g. tag 

location) based on the broadcasted MAC Address. Furthermore, the content of 

RFID tag can easily be read without authorization. 

In general, the challenges in providing KMS for the smart RFID system, ranging from 

the challenge in the system’s limited resources, the large scale management, to various 

security and privacy threats emerging from multi-layer vulnerabilities. 

 

6.2. Key Management Scheme 

This section structurally describes the proposed scheme of key management solution for 

large-scale smart RFID system. 

6.2.1. Preliminaries 

We apply ƞT pairing with 128 bit extension field 𝐹3509 𝑥 6. It is noticed as the fastest pairing 

method over super singular curve [166][181] with advanced level security strength. It 

provides cryptographic protection which is about same security level as 1024 bit of RSA 

method [170]. 

In the key management scheme, we initially assume that the reader and the RFID tag 

perform mutual authentication to each other like defined in RFID-Tate [23]. In this regards, 

they communicate over standard IEEE 802.15.4f, which defines standard wireless Physical 

(PHY) and Media access control (MAC) for active RFID. Furthermore, we assume that 

each smart RFID tag is complemented with co-processor, as it is integrated to standard 

platform like Imote2 that has various options of core frequency (i.e. 104, 208, 312 and 416 

MHz). 
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Figure 6.1. Three-way handshake of the key management scheme. 

6.2.2. Authentication and Key Update 

After the reader and the RFID tag have connected to each other according to the procedure 

defined in RFID-Tate [23], the database is now ready to carry out key update procedure. In 

this scenario, the reader acts as a pass-through device, while the RFID tag and the database 

act as client and server. Figure 1 illustrates the mutual authentication and key update by 

performing encrypted three-way handshake negotiation. The following list describes the 

three-way handshake procedure. 

1. Initially, the database sends query message to the RFID tag through the reader, in 

order to inquiry the tag ID. In this case, The reader firstly calculates the tag public 

key as t = H1(tag MAC address). Subsequently, the reader randomly generates two 

128 bit integer i and w, where i is temporary session key. 

2. The reader then generates two ciphertexts C1 = w(Q + tP) and C2 = i ⊕ H2(𝑔𝑤). 

The reader subsequently pass on the query message that is included in the two 

ciphertexts to the RFID tag. The reader also includes its MAC address r = 

H1(reader MAC address) in the encrypted payload. This mechanism is conducted in 

order to protect its identity from being revealed by unauthorized party. In this case, 
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all contents in the message including the query message, the session key i and the 

reader MAC address are encrypted using the RFID tag public key. Thus, only the 

corresponded RFID tag can decrypt the message. 

3. The tag receives and decrypts the messages using its private key T. The tag is able 

to elicit all contents of the message including the session key i by calculating i = 

H2(e(T, C1)) ⊕ C2. 

4. In the second message of the key management process, the tag generate x and j as 

two random 128 bit integers, where j is primary session key that is used in the rest 

of key management process including transporting the new private key for the RFID 

tag. The tag afterward generates and send two ciphertexts C3 = x(Q + rP) and C4 = 

j ⊕ H2(𝑔𝑥). The tag also attaches the chippertexts of C1 and C2 in the encrypted 

message to be verified by the reader. 

5. The reader then proceeds the key management process by decrypting the message 

which contains the session key j using its private key R. It is carried out by 

computing j = H2(e(R, C3)) ⊕ C4. The reader further verifies the value of C1 and 

C2. The reader then pass on the tag ID to the database only if the two values are 

same as the two values of C1 and C2 generated by the reader on the first message. 

Otherwise, the reader discards the query. 

6. The database then sends the new private key of the corresponding RFID tag through 

the reader. The reader then forwards the new private key to the corresponding tag 

and includes the value of C3 and C4 to be verified by the tag in the encrypted-

payload. The tag accept the new private key if the received values of C3 and C4 are 

equal as the values generated by the tag on the second message. Otherwise, the 

reader sends failure notification to discard the key management process. 

Up to this step, the RFID tag can use its new private key to perform further mutual 

authentication with the reader as well as securing the communication according to the 

RFID-Tate scheme. 
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TABLE 6.1. ESTIMATION OF KMS COMPUTATION AT 416 MHZ 

Phase Main Operations Time Estimation 

Mutual 

Authentication & 

Sharing the new 

Private Key 

1 ƞT Pairing 22.79 ms 

1 Exp. 𝐹3509 𝑥 6 0.577 ms 

2 Multipl. 𝐹3509 𝑥 6 0.181 ms 

Total 23.54 ms 

TABLE 6.2. ESTIMATION OF KMS COMPUTATION AT 208 MHZ 

Phase Main Operations Time Estimation 

Mutual 

Authentication & 

Sharing the new 

Private Key 

1 ƞT Pairing 34.34 ms 

1 Exp. 𝐹3509 𝑥 6 1.144 ms 

2 Multipl. 𝐹3509 𝑥 6 0.451 ms 

Total 35.93 ms 

TABLE 6.3. ESTIMATION OF KMS COMPUTATION AT 104 MHZ 

Phase Main Operations Time Estimation 

Mutual 

Authentication & 

Sharing the new 

Private Key 

1 ƞT Pairing 54.54 ms 

1 Exp. 𝐹3509 𝑥 6 2.129 ms 

2 Multipl. 𝐹3509 𝑥 6 0.653 ms 

Total 57.32 ms 

 

 

6.3. Computation Overhead Analysis 

Efficient computation overhead is a critical requirement for RFID system that associates 

with limited resources. In order to ensure that our key management solution is affordable 

for the smart RFID system, we conducted a benchmark test that iteratively calculate the 

time performance of IBE 128 bit ƞT pairing over 𝐹3509 𝑥 6. This benchmark test is written in 

C++ adapted from [2][5]. We executed the benchmark test in our platform under Windows 

7 with 64-bit Intel 2 Cores at 1.8 GHz. In order to emulate the smart RFID system, we 

forced the CPU to run in a single core. In addition, we scaled down clock frequency 

according to the three options of Imote2 platform (i.e. 104 MHz, 208 MHz and 416 MHz). 
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Table 1, 2 and 3 summarize the 1000 iterations of computation performance calculated by 

each RFID tag at the three options of clock frequencies. On each key management process, 

each RFID tag computes several cryptographic parameters in order to perform mutual 

authentication. The parameters are two Multiplication over 𝐹3509 𝑥 6 (Multipl. 𝐹3509 𝑥 6), one 

Exponentiation over 𝐹3509 𝑥 6 (Exp. 𝐹3509 𝑥 6) and one ƞT Pairing. According to the three 

tables, the computation performance is feasible for the smart RFID tag, even it is affordable 

for the lowest CPU option at 104 MHz which computes the mutual authentication only in 

57 milliseconds. Moreover, the average performance is more than two times faster when 

the benchmark test was executed in the advanced clock frequency at 416 MHz. Indeed, the 

key management process was accomplished only in about 24 milliseconds. Thus, in 

extraordinary case where the RFID tag moves very fast from one point to other point, the 

KMS still works very well, since the processing time is much more faster than the 

computation time of the baseline defined in chapter 3 (i.e. 250 ms).  

 

6.4. The Fulfilled Security Requirements 

This section discusses the security requirements that have described in the first section. The 

following list outlines such requirements that are fulfilled by our key management solution. 

 Mutual authentication and authorization. Our key management solution provides 

such feature, in order to prevent various threats on impersonation, fraudulence and 

various techniques of MITM (e.g. intercept the key management system, DoS, 

replay attack, etc.). In this case, the tag and the reader exchange the challenge in 

mutual way. Particularly, they exchange and verify the random value of (C1, C2) 

and (C3, C4) that are generated for each other. Indeed, if the exchanged two values 

cannot be verified, the key management process is aborted. Thus, it ensures that 

only authorized party can get access to the security service. 

 Availability. Our solution ensures that the key management system is always 

available every time the RFID tag finds the located reader. In this regards, the RFID 
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reader is always connected to the RFID database. In other word, it arguably ensures 

that the service is available whenever needed. 

 Privacy. The identity is included in the encrypted payload (i.e. ƞT(C1, C2) and 

ƞT(C3, C4)), thus only corresponding recipient can find out the correct source or 

destination address. In addition, the protection is layered by firstly hashing the 

identity (i.e. t = H1(tag MAC address) and r = H1(reader MAC address)) before 

attaching it in the encrypted message. 

 Credibility. It was proved on the previous section that our solution can ensure that 

all communication payloads are not being altered or transited, since only authorized 

party can get access to the system. In this regards, we proved that even an adversary 

who is able to get the security parameter (e.g. by performing physical attack to 

unsupervised RFID tag), he or she somehow will not be able to compromise the 

RFID communications. 

 Security strength and resistance. Our solution relies on 128 bit security strength of 

ƞT paring, which is about same as the 1024 bit of RSA method. Thus, it is strong 

enough to prevent the key management solution from various techniques of brute-

force attacks. Furthermore, it was demonstrated in previous section that the key 

management system can mitigate various security and privacy threats on smart 

RFID system, including cloning attacks, impersonation, resources consumption 

attacks as well as various technic of MITM attacks. 

 Communication overhead. As described in section III, the key management systems 

only need to exchange the mutual authentication message in three-way handshake. 

The first message is 48 byte in length including 128 bit C1, 128 bit C2 and 128 bit 

public key of the reader r (see figure 1). The second message is 64 Byte in length, 

including the four ciphertexts (i.e. C1, C2, C3 and C4). Indeed, the maximum size 

of the authentication message that is required to be transported is only 160 Bytes in 

length. It is the third messages in the mutual authentication process, which includes 
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128 byte of the new private key and the two values of C3 and C4 with 128 bit each. 

Thus, it is doable to be transmitted in one frame of standard IEEE 802.15.4. 

 Computation overhead. Our experiment demonstrated that the performance of our 

key management solution is affordable for the limited CPU options. It is even 

feasible for the lower option of clock frequencies at 104 MHz, which is done only 

in 0.057 sec. 

 Storage overhead. The security properties that are stored in the RFID tag memory 

are E (1 Byte), P (128 Bytes), Q (128 Bytes), g (768 Bytes) and one private key T 

(128 Byte). In overall, the RFID tag requires a storage space less than 2KB. 

In general, the proposed KMS for smart RFID system satisfies the requirements in multi-

aspects, ranging from the challenge in the system’s limited resources, the large scale 

management, to various security and privacy threats emerging from multi-layer 

vulnerabilities. 

 

6.5. Conclusion 

Providing key management solution in the system’s limited resources such as RFID system 

is a complex challenges. However, we proved that our solution suits to the security 

requirements in the constrained nature of smart RFID system. It is affordable for the RFID 

tag that associates with limited resources (i.e. limited data-rate, limited CPU power, limited 

battery and memory storage). Furthermore, the analysis results presented that the key 

management solution can mitigate various threats including various technics of MITM 

attacks as well as various threats raised from the use of RFID technic itself (i.e. cloning 

attacks, unauthorized tracking, impersonation, etc.). In addition, both the RFID tag and the 

reader identities are protected in double-layered way. It is conducted by firstly hashing it in 

128 bit integer and sequentially attaching it in to the encrypted payload. Thus, the privacy 

can be preserved and all possible threats arising from the revealed identity can be mitigated 

as well. 
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Chapter 7 

Conclusion and Future Works 

 

In this thesis, we have presented a novel security and privacy protection tailored to mitigate 

broader security and privacy problem in the constrained nature of wireless indoor 

positioning system. We demonstrated on security analysis that our solution can mitigate 

various aspects of multi-layer problem reaching from privacy preserving, mitigating some 

of physical threats, network and transport layer vulnerabilities, the application layer, to the 

threats raised from the exploitation several layer vulnerabilities. The main keys of our 

solution are the identity protection, mutual authentication and verification methods that 

fully rely on data-link layer. In this regards, the elimination of using upper-layer method is 

an effective way to provide efficient security and privacy protection with feasible 

computation and communication overhead. Thus, it is applicable for the constrained nature 

of wireless indoor positioning system. 

Furthermore, we conducted extensive evaluation including the computation analysis and 

security and privacy analysis in several aspects of WIP systems including WIP based on 

WLAN and WPAN technologies, WIP based on RFID system and the corresponding key 

management system. Compared to the common security solution in WIP system, our 

approach can mitigate various risks more comprehensive in multi-layer problem and even it 

is suitable to be applied in broader application of wireless communication systems. 
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7.1. Contribution 

This thesis comprises five main contributions that aim at mitigating specific security and 

privacy challenges in the constrained nature of WIP system, which are listed as follow. 

 We investigated the possible threats and risks on security and privacy problem in WIP 

system. In this work, comprehensive problem in various aspects is presented, reaching 

from physical layer, network and transport layer, application layer, to the problem 

derived from combination of multi-layer vulnerabilities. In addition, we outline also 

various state of the art solution that focus on solving particular problem in a specific 

aspect. The lesson learned from this work is that the security and privacy problem in 

WIP system cannot be solved by just focusing on particular aspect of the problem. 

 We propose a light-weight security and privacy protection tailored to the constrained 

nature of WIP system. The security and privacy protection relies on link layer method 

in order to provide efficient method with minimum computation and communication 

overhead. The light-weight method enables mutual authentication, verification and 

identity protection method to protect various threats in broader scope of WIP system. 

 We design key management system as complementary service to our proposed mutual 

authentication protocol. The key management system provides light-weight security 

system update including mechanism to update the private key. Such key management 

system is designed with minimum bandwidth requirement in order to satisfy the need in 

system’s limited resources of WIP applications. Thus, the system update is always 

available and possible to be done whenever the security properties are required to be 

renewed. 

 We analyze the security and privacy protection of our proposed solution in several 

fields of WIP systems including WIP based on WLAN and WPAN technologies, RFID 

based system and the corresponding key management system. We demonstrated that 

our solution can be relied to mitigate various threats in multi aspects of WIP problem. It 

ranges from privacy problem, physical layer threats such as relay attacks, network and 
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transport based attacks (e.g. impersonation, spoofing, cloning attack, resource 

consumption attacks, network protocol attack such as various technics of man-in-the-

middle attacks, etc.), application layer attack (e.g. unauthorized tag reading, 

unauthorized tracking, and tag modification), to the multi-layer problem such as replay 

attacks, traffic analysis and denial-of-services. 

 We evaluate the performance of our proposed solution in various field of WIP system 

(i.e. WIP based on WLAN, WPAN, RFID system, and the corresponding KMS). The 

evaluation covers various aspects including the communication complexity, storage 

requirement and the processing overhead. For the communication complexity we 

analyze our solution according to the number and size of messages exchanged during 

the mutual authentication on the designed protocol. The analysis of storage requirement 

is defined based on the size of key and other security parameters that must be stored in 

the node or RFID tag’s memory, while the processing overhead is defined by emulating 

the computation performance of cryptographic algorithm used in our proposed protocol. 

All results of this evaluation demonstrated that the proposed methods are feasible to be 

implemented in the constrained nature of WIP system. 

 

7.2. Future Works 

Although we have proved that our proposed solution can mitigate various threats in broader 

aspects of security and privacy in WIP system, nevertheless providing an integrity 

protection that covers the entire aspects is unrealistic goal. Thus, we left several aspects that 

can be used as direction for further works.  

7.2.1. Cryptographic Algorithm Refinements 

While focusing our work in security and privacy in the constrained nature of WIP system, 

we left few aspects of optimizations and refinements of cryptographic algorithm used in our 

proposed solution. Although it is claimed that elliptic curves 𝐹3509𝑥6 is about same security 

strange with 1024 bit RSA modulus [170], surprisingly a recent work report that such 128 
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bit security level of cryptographic Tate pairing over 𝐹3509𝑥6 is less resistant to attacks on the 

elliptic curve Discrete Logarithm Problem (DLP), Gora Adj et al. [185]. In particular, the 

authors estimate that the logarithms can be computed in 281.7 time unit, by using 

combination algorithms introduced by Joux [186] and Barbulescu et al. [187]. Although 

computing 281.7 is obviously a very hard challenge, the authors argue that it might be 

possible in the foreseeable future for a very well-funded adversary or at least for the one 

who has access to a massive number of processors (e.g. 230 processors), to execute the 

computing challenges within one year. 

Although we can also argue that spending one year will not give any particular gain to an 

adversary since the proposed solution generate random cryptographic value for every 

session. In such mobile environment which the parameter and the session are changed very 

fast (e.g. just in a couple of seconds or minutes), breaking the communication in one week 

is even not useful. Furthermore, not only the session and the security parameters, the light-

weight Key Management System defined in chapter 6 also enables to update the security 

properties (e.g. the private key) within particular period of time. Thus, in case an adversary 

can break the system in shorter period of time, he will not be able to use the old properties 

to get access to the system. In general, an adversary will not be able to compromise the 

WIP system by just using the session key that was generated in previous year. 

Nevertheless, such reported research work somehow should be noted as potential drawback 

for our proposed solution. Thus, the refinements of cryptographic algorithm should be 

marked as one of directions for the future works.  

7.2.2. Protocol Refinements Tailored to new Cryptographic Algorithm 

Other option to improve the security protection in term of the vulnerability on DLP is by 

using other pairing based cryptosystems. In this regard, a new protocol must be redesign in 

order to match with the chosen cryptographic algorithm. One promising solution is the one 

based on Barreto-Naerig curves [188], which use larger primes number such as a prime of 

256 bit length for a 128bit security. Several options of the curve implementation can be 
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used for efficient protocol design such as Devegili et al. [189], Shirase et al. [190], and 

Beuchat et al. [191]. 

Nevertheless, when addressing the protocol refinement for the vulnerability in term of 

DLP, the proposed solution must also consider the characteristic of WIP system that have 

been satisfied in this thesis, reaching from the system’s constrained resources (i.e. limited 

memory storage, processing power, battery/power supply, and limited access and data-rate), 

the privacy preserving aspects, to the security resistant that cover various aspect in multi-

layer vulnerabilities. 

7.2.3. Security Threats on Physical Radio Channel 

When focusing our work on multi-aspect security and privacy problem in the WIP system, 

we left few aspects of security protection particularly related to wireless radio channel 

security, such as radio jamming and various technics of relay attacks for denial of service 

purpose. We have proved that our proposed solution can mitigate the relay attacks in the 

purpose of revealing the privacy, particularly the attacks that target particular victim in the 

density environment. Nevertheless, an adversary still have chance to randomly perform 

such attacks targeting to random authorized users in order to perform denial-of-service. In 

this case, a transponder can be used to intercept and alter the radio signal, so that either a 

legitimate client or its peer discards the communication due to the suspicious contents. 

Various solutions have been provided for this specific problem such as Distance Bounding 

protocol and its variants [43-56]. Nevertheless, this method aims at detecting the relay 

attacks rather than preventing the attacks to be launched. 

Another problem that always becomes a specter in common wireless communication is a 

radio jamming. Although this problem is not particularly raised from the case of WIP 

system, we should somehow consider this problem in order to achieve the integrity 

protection. It is to be noted that the proposed physical layer solution that will be introduced 

in the future work must not conflict and hamper the performance of security and privacy 

solution tailored to mitigate various threats in the upper-layer. 
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7.2.4. Security for covert channel and side channel attacks 

Covert channel and side channel attacks are basically not common threats in WIP system. 

These types of attacks cannot be launched remotely like common attacks in network or 

transport layers, means that the attacks are impossible to be done without physically 

comprising or stealing the victim’s devices. Nevertheless, take into account that some of 

WIP applications may deploy in uncontrolled environment, this situation may introduce a 

chance for an adversary to launch these attacks. On the other hand, Various research works 

have introduced in these fields [152-156], nevertheless most of them introduce major 

drawback that increase the power consumption and manufacturing cost. Therefore, a 

suitable solution that tailored to the constrained nature of WIP system should be developed 

in the future. 

7.2.5. Security Policy, Database and Middleware Architecture 

When addressing our work for multi-aspect of security and privacy in the WIP applications, 

we left several aspects of security optimization related to policy, database and middleware 

architecture. Various vulnerabilities may arise from inappropriate development of such 

aspects. One example is various threats on middleware attacks. Although our proposed 

solution provides access control that prevents an adversary to launch middleware attack 

such as SQL injection, nevertheless such attacks can be launched by insider that already has 

access to the communication system. Even an adversary has possible chance to launch the 

attack, if he is able to steal the legitimate node (i.e. unsupervised node). Thus, an 

appropriate policy, database and middleware security should be the further research to 

combat and cope with the threats.  

7.2.6. Other Methods of WIP Systems 

Wireless indoor positioning system is a very broad application that uses various methods to 

define the client’s position. During the last decade, various promising WIP methods have 

been introduced including the one using infrared technology, ultrasound, magnetic signals, 

vision analysis and audible sound. Furthermore, WIP system based on various contexts of 
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cellular network technologies including UMTS, GSM, GPRS, LTE, CDMA and HSPA 

expand the scope of WIP method. 

All aforementioned WIP methods also introduce specific security and privacy challenges, 

particularly the requirements related to architecture and characteristic of the used 

technology. Thus, the security and privacy method tailored to the aforementioned 

technologies should be considered as future work. 

 

7.3. Conclusion Remarks 

This thesis has shown that wireless indoor positioning system introduces complex 

challenges in term of security and privacy preserving particularly in large-scale scenario. 

Indeed, WIP system is highly susceptible from tremendous security and privacy threats in 

multi-aspects vulnerabilities. On the other hand, enforcing common security method is not 

affordable to be applied in the system’s limited resources of the WIP system. Therefore, 

WIP system introduces the need on a novel system’s protection that covers broader aspects 

of security and privacy problem. 

We have presented our proposed solution that is suitable to combat the security and privacy 

threats in the constrained nature of WIP system. Our solution cover several aspect of WIP 

system including for WIP based on WLAN/WPAN, RFID system and the complementary 

key management system. Compared to state of the art solution in WIP system, the security 

analyses have shown that our method is effective to combat various threats in broader 

aspects of security and privacy issues. The key factors of our methods are by protecting the 

identity and enforcing the security procedure in the lowest possible layer of wireless 

communication (i.e. data-link layer). In addition, the proposed solution enables access 

control, which fully relied on link layer method complemented with authentication, key 

agreement and verification in mutual way. Thus, most of the security and privacy threats 

based on inherent vulnerabilities in lower and the upper layer can be mitigated. 
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In cryptographic protection point of view, our solutions provide advance protection 

methods, which establish two-tier identity protection since in the beginning of 

authentication process. In this regards, the client identity (i.e. a binary MAC address) is 

firstly hashed into 128 bit integer and then the hashed value is included in the encrypted 

payload of the established session. Thus, an adversary must firstly break the session key 

and then break the hash function in order to reveal the identity. In general, by protecting the 

identity various risks related to privacy can be mitigated. In addition, this method is also 

effective to strengthen the security since most of state-of-the art attacks cannot be launched 

without revealing the identity. 

Furthermore, our proposed solution that protect the identity on the lowest possible layer 

(i.e. MAC Address) can mitigate the threats based on physical layer such as various technic 

of relay attacks. Although an adversary is still able to relay the encrypted messages as well 

as observe its inherent meta-data (e.g. time of arrival), the adversary will not be able to find 

the node identity (i.e. the MAC address). In this regards, the adversary may be able to 

reveal the location information of the particular node based on meta-data in physical layer 

such as the time of arrival. Nevertheless, he will not be able to recognize the node identity 

which is included in the encrypted payload. In other word, an adversary may still be able to 

launch the relay attacks, however he will not be able to gain significant benefit since there 

is no chance for the adversary to identify the node, particularly in density environments. In 

general, eliciting the position information without revealing the identity is considered as 

useless information. 

Moreover, the identity protection is also effective as complementary method to strengthen 

the security procedure, since most of attacks that exploit various problems reaching from 

the vulnerabilities of data link layer, network and transport layer, application layer, to 

multi-layer problems cannot be conducted without revealing the identity of the possible 

victims. We can learn from one example of attack such as various technics of resource 

consumption attacks. This attack is type of denial of service attacks that aims at draining 

the battery and wasting the bandwidth by repeatedly sending amount of packets to the 
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node/victim. Nevertheless, an adversary will not be able to send the malicious packets to 

the node without firstly finding the identity of the destination address (i.e. node’s identity). 

Not only preserving the privacy and securing the threats in lower and upper layer, 

protecting the identity but also can mitigate various threats raised from multi-layer 

vulnerabilities such as traffic analysis attacks. In this case, an adversary will not be able to 

particularly infer the traffic pattern since he will not be able to decrypt the encrypted 

identity that is used as source and destination address of the traffic. In other world, an 

adversary may be able to intercept and learn the encrypted messages, however he will not 

be able to answer particular questions such as who changes to medium to medium which 

indicates the movement profile, who talks to whom which can indicate the relationship 

among the clients, or who moves when which may indicate the position, duty or values of 

the clients or commodities. 

In addition, the proposed solution enables feasible challenge-respond verification as 

additional feature to provide access control and mitigating impersonation. This issue can 

provide resistance from various threats, such as replay attacks that exploit the 

vulnerabilities of multi-layer problem. For instance, an adversary can relay and copy the 

encrypted authentication message and later broadcast the message in order to impersonate 

as legitimate party. By reusing the relayed message an adversary can impersonate either as 

legitimate node or peer. Thus, the legitimate parties (i.e. the node and its peer) will grant 

access since they are fooled to think that they communicate in proper way. Nevertheless in 

our method, the legitimate node and its peer perform challenge-respond mechanism to each 

other in mutual-way with fresh and random cryptographic values for each session. 

Therefore, an adversary will not be able to answer the challenge by just replaying the old 

message, which is intercepted during the previous session. 

In general, a light-weight mutual authentication and verification that is affordable to be 

applied in the constrained nature of WIP system is a key feature to protect the system from 

various threats in broader scope of security problem. Particularly, this method can provide 

access control that only authorized party can connect to the communication system. Indeed, 
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such features as well as the combination with the identity protection can mitigate most of 

known attacks reaching from the physical layer (e.g. relay attacks), network and transport 

layer attacks (e.g. cloning, impersonation, spoofing, resource consumption attacks, and 

protocol attacks such as various technic of man-in-the-middle attacks), application layer 

attacks (e.g. unauthorized tracking, etc.), to multi-layer attacks such as traffic analysis 

attacks, denial-of-service attacks, and replay attacks. 

As final conclusion, this thesis has introduced a novel security and privacy protection that 

cover various aspects of WIP system including WLAN/WPAN based WIP system, RFID 

system and the key management system as complementary component to strengthen the 

security and privacy enforcement. Indeed, compared to state of the art solutions, our 

proposed solution covers broader scope of security and privacy problem that can mitigate 

various risks in multi-layer problem. 
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Appendix 

Sample of 128 bit Tate Paring 𝑭𝟑𝟓𝟎𝟗 𝒙 𝟔 

 

Figure A.1. 128 bit Tate pairing 𝐹3509 𝑥 6 benchmark test at 104 MHz. 

In this section we show a sample of benchmark test of the Tate pairing cryptographic 

processing adapted from [181]. The benchmark test estimated the time consuming for the 

cryptographic method. It is a benchmark test of all parameters that are needed to construct 

128 bit ƞT pairing over 𝐹3509 𝑥 6. The code of such benchmark test is written in C++ adapted 

from [168]. The benchmark tests were executed in our platform under Windows 7 with 64-
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bit Intel i5 4 Cores at 1.8 GHz. In order to emulate the WIP end-device, we forced our 

platform to run into a single core processor and scaled down the CPU according to an 

example standard sensor platform (i.e. 104 MHz). According to the two benchmark test 

implied in figure A.1., the pairing function was executed in 50.77 milliseconds, while the 

Exponentiation over 𝐹3509 𝑥 6 was executed in 1.8 milliseconds. 
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Glossary 

 

AOA angle-of-arrival 

 

CDMA code division multiple access 

CPU central processing unit 

 

DBP distance bounding protocol 

DLP discrete logarithm problem 

DoS denial-of-service 

DPA Differential Power Analysis 

DSR dynamic source routing protocol 

 

ECC elliptic curve cryptography 

EPC electronic product code 

ESS extended service set 
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GPRS general packet radio service 

GPS global positioning system 

GSM groupe spécial mobile (global system for mobile communications) 

 

HSPA high speed packet access 

 

IDS intrusion detection system 

 

IBE identity-based encryption 

 

KMS key management system 

 

LTE long-term evolution 

 

MAC media access control 

MAC message authentication codes 

MITM man-in-the-middle 

 

NFC near field communication 
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PBC pairing-based cryptography 

PDA personal digital assistant 

PKC public-key cryptography 

PKI public key infrastructure 

PKG private-key generator 

PPS public parameter server 

 

RF radio frequency 

RFID radio-frequency identification 

RTT round trip time 

 

SPA simple power analysis  

SSL secure sockets layer 

 

TDOA time-difference-of-arrival 

TLS transport layer security 

TOA time-of-arrival 

TOF time-of-flight 

 

UMTS universal mobile telecommunications system 
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WBAN wireless body area network 

WIP wireless indoor positioning 

WLAN wireless local area network 

WPAN wireless personal area network 

WSN wireless sensor network 
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