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Abstract

Machine learning (ML) is a branch of artificial intelligence (Al) that specializes in studying how
computers simulate human learning behavior, summarize patterns from experience, and develop
decision-making and analytical capabilities. It has numerous applications in the industrial field,
particularly in areas such as quality control, defect detection, and process optimization. Laser Beam
Welding (LBW) is an advanced welding technique that utilizes a high-energy density laser beam
to fuse materials together. It has the advantages of high precision, high efficiency, minimal heat-
affected zone, and low welding deformation, making it widely adopted in aerospace, automotive

manufacturing, electronics, medical devices, and other modern industrial fields.

ML can be applied to LBM for automated defect detection and process optimization. This thesis
explores two applications in LBM: solidification crack detection and strain estimation, both helping
prevent defects and ensure structural integrity of welded components. Solidification cracks result
from internal stresses caused by shrinkage and temperature changes during solidification. Convolu-
tional Neural Networks (CNNs) can analyze high-speed welding videos to detect crack formation
and predict potential defects in real time. Strain estimation reflects deformation and residual stresses
in a welded material, as excessive strain can lead to distortions and cracks. Compared to traditional

measurements, ML-based methods offer faster and more efficient strain predictions.

However, integrating ML into industrial systems introduces security challenges such as data poi-
soning attacks, adversarial attacks, model stealing attacks, and membership inference attacks. To
address these concerns, we investigate the reliability and robustness of the crack detection system.
Specifically, we design a backdoor attack, a type of data poisoning attack that injects malicious data
into the training set, causing the ML model to misclassify welding defects and fail to detect their
occurrence. To ensure safe and reliable deployment of Al in welding applications, security problems
must be effectively addressed. To counter backdoor attacks, we propose a novel defense strategy,

NT-ML, which defends against more robust backdoor attacks compared to existing methods.
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Zusammenfassung

Maschinelles Lernen (ML) ist ein Teilbereich der Kiinstlichen Intelligenz (KI), der sich darauf
spezialisiert, zu untersuchen, wie Computer das menschliche Lernverhalten simulieren, Muster aus
Erfahrungen ableiten und Entscheidungs- sowie Analysefdahigkeiten entwickeln konnen. In der Indu-
strie findet ML vielféltige Anwendung, insbesondere in der Qualitétskontrolle, Fehlererkennung und
Prozessoptimierung. Eine vielversprechende Kombination ergibt sich mit dem Laserstrahlschweiflen
(Laser Beam Welding, LBW), einer modernen Schweiitechnik, die sich durch hohe Priézision, Effi-
zienz, geringe Wirmeeinflusszone und minimale Verformung auszeichnet. LBW wird hidufig in der

Luft- und Raumfahrt, im Automobilbau und in der Medizintechnik eingesetzt.

Diese Arbeit untersucht zwei wesentliche ML-Anwendungen im LBW: die Erkennung von Er-
starrungsrissen und die Schitzung von Dehnungen. Erstarrungsrisse entstehen durch Spannungen,
die beim Abkiihlen des geschmolzenen Metalls auftreten. Durch Convolutional Neural Networks
(CNNs) lassen sich Hochgeschwindigkeitsaufnahmen des Schweillprozesses analysieren und er-
moglichen eine frithzeitige Erkennung solcher Risse. Die Dehnungsschitzung misst Verformungen
und Eigenspannungen in geschwei3ten Materialien, da iibermifige Dehnung zu Verzerrungen und
Rissen fiihren kann. ML-basierte Methoden sind dabei schneller und oft priziser als konventionelle

Verfahren.

Mit der zunehmenden Integration von ML in industrielle Prozesse entstehen jedoch auch Sicher-
heitsrisiken. Zu den relevanten Bedrohungen zihlen sogenannte Data-Poisoning Angriffe, adver-
sarielle Angriffe, Model Extraction Angriffe und Membership-Inference Angriffe. Ein besonderer
Fokus dieser Arbeit liegt auf Backdoor-Angriffen, bei denen manipulierte Trainingsdaten das Mo-
dell gezielt sabotieren, sodass es Fehler falsch klassifiziert. Um solchen Angriffen entgegenzuwir-
ken, wird die Verteidigungsstrategie NT-ML vorgestellt. Sie zeigt sich robuster gegeniiber modernen
Backdoor-Angriffen als bestehende Methoden und leistet einen Beitrag zur sicheren und zuverlissi-

gen Nutzung von ML im Bereich des Laserstrahlschwei3ens.
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Chapter 1

Basic Concepts and Problems

In this chapter, we rst discuss the general challenges associated with machine learning appli-
cations and security. Then we introduce the main contributions and provide a brief outline of the
thesis.

1.1 Problem Statement

In this section, we rst explore the industrial applications of machine learning, and then analyze
the security issues of machine learning models.

1.1.1 Machine Learning in Industry

In the past few decades, machine learning methods have been developed to create intelligent sys-
tems capable of learning from large amounts of data and making informed decisions or predictions
without much human intervention. Today, machine learning methods have been widely researched
and applied in numerous elds, such as manufacturing, healthcare, nance, and autonomous driving.
Machine learning includes various models such as linear regression, decision trees, Support Vector
Machine (SVM), random forests, etc. Neural Networks (NNs) are a powerful subset of machine
learning inspired by the structure and function of the human brain. Classic NNs provide a founda-
tion for developing more complex models. Below is an overview of some prominent NNs, along
with their structures and applications:

« Multilayer Perceptron (MLP) is a relatively simple and widely used architecture that can
learn complex non-linear relationships in data through activation functions. It consists of
multiple layers of neurons: the input layer receives input features; the hidden layer processes
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1.1. PROBLEM STATEMENT

input from the previous layer and passes its output to the next layer; and the output layer
produces the nal results of the network. MLP has wide application in the elds of nancial
prediction and medical diagnosis.

» Convolutional Neural Networks (CNNs) [62]are speci cally designed for processing im-
age data. They are composed of convolutional layers that extract features from input images
through convolutional Iters (kernels), pooling layers that aim to reduce the spatial dimensions
of feature maps, and fully connected layers typically used for classi cation. Applications of
CNNs include image classi cation, object detection, image segmentation.

» Recurrent Neural Networks (RNNs)are designed to process sequential data by maintaining
a hidden state as memory to remember previous inputs and understand context over time.
Long Short-Term Memory (LSTM) [44] and Gated Recurrent Unit (GRU) [19] are two
variants to address the vanishing gradient problem in RNNs. RNNs have achieved signi cant
success in tasks such as natural language processing and time series forecasting.

» Autoencoders [43]include an encoder that compresses input data into a lower-dimensional
representation and a decoder that reconstructs the data back to its original form. They are
usually used for dimensionality reduction, anomaly detection, and feature extraction.

» Generative Adversarial Networks (GANs) [33]are used to generate new data that are
similar to a given dataset. They consist of two networks: a generator that aims to produce new
data that cannot be distinguished from real data, and a discriminator that tries to differentiate
between generated and real data. GANs have been proven effective in generating high-quality
images, videos, and even text.

Nowadays, the application of NNs in the industrial eld is becoming increasingly widespread,
particularly in data-driven analysis, prediction, and automation tasks, providing highly intelligent
solutions. NNs can learn from large datasets and be integrated into domains such as Maintenance
Management (MM), Quality Management (QM), Production Planning and Control (PPC) and Sup-
ply Chain Management (SCM) [11].

The objective of MM is to ensure the operation of equipment and systems, reduce unexpected
downtime, and lower maintenance costs. In this area, NNs can be applied to condition monitoring
and failure analysis. For instance, online fault detection for electrical machines [80], bearings [63],
and centrifugal pumps [5] have been successfully implemented based on NNs.

QM can be de ned as the process of achieving and maintaining products or services that meet
established quality standards. A typical application is defect detection and classi cation supported
by the development of computer vision. Several interesting works [71, 127, 134] have considered
using CNNs to detect welding defects from input images.
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CHAPTER 1. BASIC CONCEPTS AND PROBLEMS

PPC aims at improving production ef ciency, maximizing resource utilization, enhancing product
quality, and adapting to market changes. For example, Palombarini and Martinez [75] proposed a
real-time rescheduling system when an unforeseen event takes place based on relational reinforce-
ment learning.

SCM involves a series of activities from raw material acquisition to nal product delivery. De-
mand forecasting is a common topic in SCM. Based on historical data, RNNs and LSTM networks
can forecast future product demand, thereby developing reasonable plans for production and avoid-
ing inventory backlog or supply shortages [1,70].

The application of NNs in industry has brought signi cant ef ciency improvements and cost
savings to enterprises, making production processes more ef cient and intelligent. Laser Beam
Welding (LBM) is one of the most advanced processes in the manufacturing industry for joining
metal materials. Solidi cation cracking is a serious defect that can occur during this process. In
order to avoid unnecessary costs and ensure high quality, the long-term objective is to establish
an intelligent computer-based control system capable of automatically detecting the formation of
cracks to replace manual detection which is time-consuming and laborious. Furthermore, real-
time crack detection would enable dynamic adjustment of the welding process through automatic
control of welding parameters. With the continuous development of deep learning technology and
the accumulation of industrial data, NNs are expected to play an important role and become an
indispensable technological tool in welding applications.

1.1.2 Machine Learning Security Issues

With the widespread application of machine learning in various elds, its security issues have
increasingly attracted attention. Recent research has shown that machine learning models are vul-
nerable to various types of attacks, which can lead to serious risks to machine learning systems. It
is well known that the establishment of a machine learning system generally includes two stages:
the training stage and the inference stage. This section introduces four different attacks that can
occur throughout the life cycle of machine learning systems. As shown in Fig. 1.1, these attacks in-
clude data poisoning attacks during the training phase, as well as adversarial attacks, model stealing
attacks and membership inference attacks during the inference phase.

During the training phase, datasets may be collected from untrusted third parties and dif cult
to validate, creating opportunities for malicious attackers to manipulate training data to mislead
predictions of the model, which is called a data poisoning attack. The label ipping attack is a
relatively simple mode. The attacker aims to mislead the model into making erroneous predictions
by changing the labels of some training samples. For example, in binary classi cation tasks, ipping

5



1.1. PROBLEM STATEMENT

Figure 1.1: Four attack types on ML models across training and inference phases

positive labels to negative or vice versa can distort decision boundaries. The backdoor attack [35] is
another, more stealthy approach. In this type of attack, an attacker intentionally embeds a designed
trigger that is usually a small and unconspicuous pattern to a subset of the training dataset, effectively
poisoning the model during its training stage. As a result, while the model continues to perform
accurately on benign inputs, it misclassi es poisoned inputs to the attacker-prede ned class.

During the inference phase, there are three different attacks. The rst is the adversarial attack,
which does not alter the already trained model but introduces extremely small and typically imper-
ceptible perturbations to input data, resulting in completely incorrect predictions or classi cations.
The Fast Gradient Sign Method (FGSM) [34] is the earliest adversarial attack. The attacker focuses
on the direction that maximizes the loss function instead of minimizing it as in standard training.
Adversarial samples are created by adding perturbations along the direction of gradient rise to the
original input, and this process only requires one gradient calculation. To human observers, these
samples appear identical to original images, but are misclassi ed by the model.

Another type of attack carried out during the inference phase is the model stealing attack, which
attempts to replicate a target model by observing a series of inputs with respect to their outputs and
con dence scores. When a model provides accessible services via public APIs, attackers can infer
model details through multiple queries [106]. In addition, there are also privacy-related attacks on
machine learning models. The membership inference attack [95] is a type of privacy attack, in which
the attacker can estimate whether a speci ¢ data sample is used to create the model. When training
models on sensitive or con dential data, such as healthcare or nancial records, it is very dangerous
if private data is leaked.

In summary, machine learning systems face various security threats throughout their lifecycle,
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making security an evolving and open research topic. In security-critical applications such as au-
tonomous driving and medical diagnosis, data poisoning and adversarial attacks can lead to serious
consequences. Model stealing attacks pose a threat to intellectual property protection, and member-
ship inference attacks compromise data privacy. Nowadays, new attack methods continue to emerge,
corresponding defense mechanisms are also being developed accordingly. Designing secure and ro-
bust machine learning systems against both existing and emerging threats is essential.

1.2 Contributions

The contributions of this thesis are twofold: (1) the development of an automated solidi cation
crack detection system for LBM using machine learning, and (2) the investigation of a backdoor
attack on this system, along with a proposed defense strategy. Two approaches were implemented
to build the crack detection system: one utilizing CNN to identify defects in videos, and the other
relying on the results of the strain estimation. Then, targeting one system, we designed a new attack
to induce the model failure in crack detection, and proposed a corresponding defense method. The
key contributions are summarized as follows.

Detection of solidi cation crack formation. LBM has been widely applied in many industrial
elds in recent years. Solidi cation cracks are among the most common welding defects that can
prevent a safe welded joint. In civil engineering, CNNs have been successfully used to detect cracks
in roads and buildings by analysing images of constructed objects. These cracks are found in static
objects whereas the generation of a welding crack is a dynamic process. Detecting crack formation
as early as possible is very important to ensure high welding quality. Thus, two end-to-end models
based on LSTM and three-dimensional CNN (3D-CNN) are proposed for automatic crack formation
detection.

Prediction of strain values from welding image pairs. The strain eld re ects the crack gen-
eration range during the welding process. Traditional strain measurement involves obtaining the
displacement eld through Digital Image Correlation (DIC) or Optical Fow (OF), followed by strain

eld calculation. The main disadvantage is that the calculation takes long, limiting its suitability
to real-time applications. We develop two systems: one utilizing ResNet or DenseNet as encoders
for strain eld prediction, and the other employing CNNs to estimate average strain values directly
from image pairs.

Backdoor attack on the crack detection systemThe backdoor attack is a serious threat, where
attackers aim to inject an inconspicuous pattern referred to as trigger into a small portion of training
data, resulting in incorrect predictions in the inference phase whenever the input contains the trigger.
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1.3. THESIS STRUCTURE

We design a new type of backdoor attack targeting the crack detection system, where the model is
tricked into classifying a crack as a normal state. To maintain stealthiness, a common phenomenon
during the welding process, illumination, is used as the backdoor trigger.

Backdoor defense via feature-based distillationAs more and more stealthy and ef cient back-
door triggers have been designed, it is crucial to comprehensively defend against these attacks and
reduce security risks in applications of CNNs. We propose a hovel defense mechanism, Non-target
label Training and Mutual Learning (NT-ML), which can successfully restore the poisoned model
under advanced backdoor attacks. Non-target label training aims to reduce the harm of poisoned
data by retraining the model with the outputs of the standard training. At this stage, a teacher model
with high accuracy on clean data and a student model with higher con dence in correct prediction
on poisoned data are obtained. Then, the teacher and student can learn the strengths from each other
through mutual learning to obtain a puri ed student model.

1.3 Thesis Structure

Chapter 1 introduces the problems and research directions. Subsequently, the background and re-
lated work in welding and machine learning are described separately. Part | is structured as follows.

Chapter 2 provides an overview of laser beam welding, covering key concepts such as welding
fundamentals, solidi cation hot cracking, and strain measurement. The experimental setup is de-
scribed in detail, including the materials, welding parameters, solidi cation crack simulation, and
strain estimation methodology.

Chapter 3 presents the machine learning methods employed in this thesis, including CNN, optical
ow estimation networks, and machine learning security aspects.

Part Il explores the applications of machine learning in welding and is structured as follows.

Chapter 4 designs two temporal network architectures, CNN-LSTM and 3D-CNN, achieving au-
tomatic crack detection during the welding process. Their performance is evaluated and compared.

Chapter 5 proposes machine learning-based methods for strain estimation in two different scenar-
ios: one for estimating strain elds and the other for average strain estimation per frame. The results
from both networks effectively indicate the occurrence range of cracks.

Part Il explores the security of machine learning and is structured as follows.

Chapter 6 highlights the potential risks of crack detection models by successfully implementing
poisoned-label and clean-label illumination-based backdoor attacks.

Chapter 7 proposes a novel defense mechanism, Non-target label Training and Mutual Learning
(NT-ML). Experimental results demonstrate that NT-ML can defend against both poisoned-label and

8
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clean-label attacks, including threats where triggers are invisible.
Chapter 8 summarizes the main contributions of this thesis and outlines potential future research
directions.
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Chapter 2

Welding Background

In this chapter, we introduce the background of laser beam welding, focusing on the formation of
solidi cation cracks and their relationship with strain values. Additionally, we describe the experi-
mental setup of the laboratory welding system.

2.1 Welding Concepts

Laser beam welding is an ef cient and precise welding technique that utilizes a high-energy den-
sity laser beam as a heat source to fuse metals. It enables micron-level welding precision and offers
rapid welding speeds, making it widely used in industry. In practical applications, laser beam weld-
ing may produce defects that can compromise weld quality due to factors such as material properties,
process parameters, and environmental conditions. This thesis focuses on investigating solidi ca-
tion hot cracks and the application of machine learning models to enable real-time monitoring and
prediction of their occurrence.

Solidi cation hot cracking is a common defect caused by thermal stress in the welding process.
Its formation mainly depends on metallurgical and thermo-mechanical factors. During the solidi ca-
tion phase, as the metal transitions from liquid to solid within the mushy zone behind the weld pool,
internal stress is generated due to the shrinkage and temperature changes of the welding material.
If the stress exceeds the ductility of the material within the mushy zone, solidi cation cracks will
appear. Strain re ects the degree of material deformation when subjected to stress, and various the-
ories consider it an essential criterion for the formation of hot cracking. According to Pellini [4,79],
hot crack initiation is based on strain localization in the intercrystalline melt Im. The tensile strains
resulting from the welding process are transferred from the fully solidi ed region and the dendrites

11



2.2. RELATED WORK

in the solidi cation region into the interdendritic melt Ims and accumulate there. Crack initiation
occurs close to the solidus temperature, as the grain boundaries are covered with thin melt Ims at
this stage and even small strains are suf cient for crack initiation. Prokohrov [81, 82] de nes the
‘brittle temperature range (BTR)'. Within this temperature range, the weld metal reaches its mini-
mum ductility during solidi cation. If the resulting strain exceeds the ductility of the crystallizing
melt, hot cracking occurs. Based on this basic idea, various authors have experimentally determined
the maximum sustainable strain within this temperature range. Although the BTR concept only con-
siders the mechanical component of hot cracking, it is particularly suitable for comparing different
materials with regard to their susceptibility to hot cracking.

The formation and propagation of cracks can be determined by measuring the strain state in the
vicinity of the weld pool. Thus, the strain measurement is a critical technique for evaluating the de-
formation of materials and understanding crack behavior. The experimental measurement of strain
in the high-temperature range relevant for solidi cation cracking is usually dif cult with the com-
mon measuring techniques, such as inductive displacement transducers or strain gauges. Besides the
widely used strain gauge measurement method, modern optical technologies are increasingly used
for non-contact measurements. Optical methods such as DIC enable non-contact measurement, al-
lowing easy acquisition of displacement data from the visible range of a digital camera. Unlike the
use of strain gauges, these methods have no in uence on the processes being measured.

2.2 Related Work

DIC captures the displacement of each pixel inxhandy directions by comparing the surface
points of two images. The strain is then calculated based on the displacement. De Strycker et
al. [21] proposed the rst work to use this technique to measure welding deformations. The strains
estimated from the DIC technique were also compared with those obtained from the strain gauge
(SG) technique, and the results showed good agreement. Using a digital camera and the normalized
correlation algorithm, Shibabhara et al. [93, 94] developed a two-dimensional (in-plane) technique
to measure in-situ full-welding deformations. Further development of the measurement technique
was reported in [92], where two digital cameras and the stereo imaging technique were used to
match the images. Chen et al. [14, 15] employed a similar setup to measure the strain during the
gas tungsten arc welding (GTAW) process. Vanessa et al. [83] rst to investigate the in uence of
the strain and the strain rate on hot crack formation through the Controlled Tensile Weldability test
(CTW test). Then on the basis of displacement estimation, Gollnow et al. [30] further analyzed
the in uence of displacement on the formation of solidi cation cracks using the CTW test. Gao
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CHAPTER 2. WELDING BACKGROUND

et al. [25] used the free edge test to investigate the hot cracking susceptibility of TRIP steels. In
that study, the DIC technique was also utilised to estimate the strain threshold required for hot crack
formation. In their investigations, two 30 W LEDs with a wavelengthi60 nm were employed

as an illumination source. A similar con guration was also used by Hagenlocher et al. [38] to
determine the critical strain and strain rate threshold required for hot crack formation during the
laser welding of aluminum alloys.

The DIC approach can achieve higher accuracy, but its calculations are complex and require
longer processing time. The optical ow technique has been used to estimate the motion of pixels
in an image sequence [7]. Primarily, this technique is employed to estimate the object's velocity
and its position in the next image. Moreover, it has found an important application in the eld of
experimental mechanics [45, 78]. The displacement eld resulting from the application of optical
ow has a subpixel resolution, usually with values less than 1 pixel. Gong and Bansmer [31] used the
optical ow technique and image correlation to measure the deformation of a birdlike airfoil. The
results showed a higher spatial resolution compared to the image correlation technique. Bakir et
al. [8,9] developed a 2-dimensional (2D) measurement technique based on the optical ow method.
A digital camera was integrated into a laser head to capture the moment of crack formation during
laser beam welding of austenitic stainless steels. This method provides, for the rst time, a local
analysis of the strain eld in the immediate vicinity of the solidi cation front.

With the advancement of data-driven methods, applying machine learning for measuring strain
has become an emerging eld. CNNs have achieved great success in per-pixel prediction prob-
lems due to their learning ability and high ef ciency, supported by semantic segmentation, depth
estimation, optical ow estimation, etc. Strain prediction can be regarded as a similar problem,
especially when aiming at optical ow estimation which learns correspondences between images.
Several CNN-based models have been developed to retrieve displacement and strain elds as tradi-
tional DIC, effectively addressing its limitations, such as long computation time. Rezaie et al. [86]
gave a comparison between two image crack segmentation methods. The rst involves applying a
threshold on the strain map derived from the DIC, and the other uses a deep convolutional neural
network. Boukhtache et al. [12] developed a network named StrainNet by modifying the number
of down-samplings of FlowNet. It can obtain the full-resolution displacement and strain elds from
reference and deformed speckle images. Yang et al. [126] proposed a deep learning method Deep
DIC, which includes two models, DisplacementNet and StrainNet, for displacement and strain pre-
diction. The two models are slightly different in depth and up-sampling operation. The prediction
results are highly consistent with commercial DIC software.

In [117] a Hermite dataset was created to simulate deformation. Then a new network DIC-Net
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was trained on this dataset to successfully predict the strain eld. Wang et al. [116] applied the image
segmentation technique DeeplLabv3+ to achieve pixel-level classi cation of DIC strain eld images,
thus realizing damage detection in carbon ber-reinforced plastic (CFRP). Huo et al. [53] trained
two networks based on ResNet and DenseNet on a real laser beam welding dataset, achieving near-
real-time strain eld prediction with low error. Then the transformer-based network DICTr [137]
was proposed and proved to be superior to CNN-based models. Apart from supervised learning,
several unsupervised methods [118,125,138] were explored to address the lack of large-scale labeled
datasets with ground truth. The results showed that they could achieve accuracy comparable to that
of supervised methods.

In the welding area, the application of machine learning for quality prediction and classi cation
has also seen a rapid increase. Learning from digital images collected by high-speed cameras,
many CNN-based models have been established to predict different laser welding defects, including
porosity, level misalignment [127]; blowout, humping, and undercut [134]; slag inclusions, cracks,
oating holes, and lack of fusion (false friends) [71]. The literature has classi ed welding defects
into ve categories [91] (conduction welding, stable keyhole, unstable keyhole, blowout, and pores)
through X-ray images. The work in [60] extracted features from infrared image sequences and
designed an ensemble deep neural network based on CNN and GRU, achieving the detection of four
critical welding defects (sagging, lack of penetration, lack of fusion, and geometric deviations of
the weld seam). The authors of [46] designed a quality monitoring method for Micro-plasma arc
welding (MPAW), which extracts the contour of the molten pool region based on Otsu's method and
then applies a SVM to identify the lack of fusion, humping, and sound weld states. The growing
adoption of CNNs in welding indicates the potential of machine learning techniques to enhance
welding processes.

2.3 Experimental Setup

All experimental data recording realistic welding processes used in this thesis was collected from
the Bundesanstalt fiir Materialforschung und -prifung (BAM) laboratory. The experimental setup
is shown in Fig. 2.1. The subsequent sections detail the parameter settings, crack simulation, data
acquisition, and strain estimation procedures.

2.3.1 Material and Welding Parameters

Welding experiments were carried out with the Trudisk 16002 disk laser from Trumpf, with a
maximum output power of 16 kW, a wavelength of 1030 nm, and a beam parameter product of 8
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Figure 2.1: Laser beam welding setup with the CTW test and coaxial camera

mm x mrad. Austenitic stainless steels 1.4301 (AISI 304) and H400 (EN 1.4376), both 1.5 mm
thick, and 1.4404 (AISI 316L), 2 mm thick, were used as base materials. The welding parameters
applied were 2 kW laser power and a constant welding speed of 1.2 m/min at a focus position of +5
mm. Argon with a ow rate of 20 I/min was used as the shielding gas. All welds were bead-on-plate
welds, and the seam length was 100 mm.

2.3.2 Solidi cation Crack Generation

Fig. 2.1 shows the CTW test setup, used to simulate the generation of solidi cation cracks during
laser beam welding. This type of hot cracking test is designed to induce cracking in the specimen by
applying external stress or strain. In these experiments, the CTW test was conducted by subjecting
the weld specimen to a prede ned strain and strain rate perpendicular to the welding direction, as
shown schematically in Fig. 2.2. The externally applied strain increases local deformation in the
mushy zone (the crack-critical region), promoting crack initiation. The strain was applied at various
strain rates, starting 30 mm after the welding began, and maintained until the end of the weld. These
CTW test parameters produced cracks of a length between 12 mm and 18 mm. Strain variation
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2.3. EXPERIMENTAL SETUP

affected only the crack length and did not in uence other welding characteristics.

Figure 2.2: Schematic representation of the experimental procedure

2.3.3 Data Acquisition

The welding process was recorded using an sSCMOS camera installed co-axially to the laser path.
In order to obtain a clear and valid recording of the welding process and the re-solidi ed material,
an external laser illumination with a wavelength of 808 was used, along with an interference lIter
of the same wavelength and a 20 nm bandwidth, as schematically shown in Fig. 2.2. The Iter was
placed in front of the camera, allowing only the wavelengths from the illumination to pass through
and suppressing all other spectral ranges, thus eliminating all optical disturbances during recording.
Fig. 2.3 shows two frames: one before and one after crack initiation. The recording rate used was
1176 fps, and images were stored in TIFF format.

In Chapter 4, experiments were carried out on two steel plates, austenitic steel grades 1.4301
(AISI 304) and H400 (EN 1.4376). Table 2.1 lists the experimental settings. Datasets%with 5
strain and 6 s strain rate were used for training (TD1-TD2). To verify the performance of the
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Figure 2.3: Weld seam during welding: before (top) and after (bottom) crack formation

models, the test set (T1-T4) was generated using a different strab of different strain rates of
4s and 8s?. Finally, 14 different sets of welding data with over 50000 frames are obtained.

Table 2.1: Dataset used in Chapter 4
Set  Material Strain (%) Strain Rate (§ Quantity (Videos/Images) Name

TD1 AISI304 5 6 4114745 AISI304_5 6s
TD2 H400 5 6 2/7215 h400 5 _6s
T1 5 8 2/6600 AISI304_5 8s
1o AISIS04 6 2/9606 AISI304_7 6s
T3 00 5B 4 2/6600 h400_5_4s
T4 5 8 2/6360 h400 _5_8s

The dataset for Chapter 5 is summarized in Table 2.2. There are six videos and each video contains
around 5000 image sequences. Four videos are used for training (TD1-TD4), and two for testing
(T1, T2). The training data20000images) was split into 80% for training and 20% for validation.

The validation set is used to adjust the network structure and parameters. The test set consists of

two different image sequences to evaluate the performance of the models.
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Table 2.2: Train/Validation (TD) and Test (T) Sets for Chapter 5

Set Strain (%) Strain rates (1) Image Count
TD1 7 4 5030
TD2 7 4 5080
TD3 7 6 5000
TD4 7 6 5000

T1 7 8 5260

T2 7 8 4300

Another dataset used in Chapter 5 and Chapter 6 is listed in Table 2.3. It includes three welding
states (no crack, crack, and burn-through) under varying strain réi@s 0.02 s 1 to 0.08 s * for
different maximum strainsmax from 0.02 to 0.035.

e If max< 0:025and < 0:04s ! no crack (negative label)
* If either value exceeds the thresholdcrack (positive label)
e If max 0:03and > 0:04s !  burn-through (positive label)

Each experimental setting was conducted three times, and nally 48 welding video recordings
were obtained. Both training and test sets include all three different welding states, and in order
to improve the generalization ability of the model, the training and test sets are divided according
to different parameter settings. In this partitioning mode, the training set includes 39 videos and
the test set includes 9 videos. Video identi ers are based on strain and strain rate. For example,
CTW-35-2corresponds to = 0:035and_= 0:02s 1.

Table 2.3: Welding States under Different Strain and Strain Rate Settings in CTW Test

Max Strain
Strain Rate max 0.020 0.025 0.030 0.035
(sh
0.02 No Crack / Negative[)  No Crack / NegativeTD) Crack / Positive TD) Crack / Positive TD)
0.04 No Crack / NegativeTD) No Crack / NegativeD) Crack / Positive T) Burn-through / PositiveTD)
0.06 No Crack / Negative D) Crack / Positive TD) Burn-through / PositiveTD)  Burn-through / PositiveT)
0.08 No Crack / NegativeTD) Crack / Positive TD) Burn-through / PositiveTD)  Burn-through / PositiveTD)

2.3.4 Strain Estimation

The strain estimation for solidi ed material is based on the work of Bakir et al. [8, 9]. It uses
the Lucas-Kanade algorithm [69] for optical ow. Pixels within the Region of Interest (ROI) of the
new solidi ed material behind the melt pool are included in the calculation. After estimating the
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displacement between consecutive frames, the calculated displacements are accumulated into a cu-
mulative displacement eld. Subsequently, the Green-Lagrangian strain for each frame is calculated
based on these accumulated displacements. The strain calculation software was developed using
Python in combination with OpenCYV libraries. Fig. 2.4 shows the strain distribution perpendicula

to the welding direction in a selected ROI region behind the melt pool. It re ects strain elds of
three key moments: a) before the straining starts, b) at the crack initiation moment and c) after the
initiation and during the propagation of the crack. The gure also shows the mean strain curve for
the same region over the frame sequences.

Figure 2.4: Strain distribution of three key moments and average strain in ROI

Initially, the strain curve uctuates between 0 and 0.02 due to thermal expansion near the weld
pool before any external load is applied. However, when an external load is applied (at frame 1400),
the strain response changes signi cantly. Due to the accumulated external strain and thermal expan-
sion working in the same direction, the strain increases rapidly. At frame 1675, the strain reaches
its peak value, marking the initiation of the crack. Once the crack forms, it propagates through the
material and follows the solidi cation front. Since less strain is required for crack propagation than
for crack formation, the strain decreases slightly. When the external load is stopped, the strain starts
to decrease locally. Shortly thereafter, the strain falls below the critical threshold and uctuates
betweerD:02 and0:04.
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Chapter 3

Machine Learning Background

This chapter begins with a functional categorization of classic Deep Neural Network (DNN).
CNNs, which are widely used for image analysis, are then introduced and serve as an example to
explain the model training process. We further present deep learning-based optical ow estimation
algorithms, which share similarities with strain prediction. Next, we discuss a critical security chal-
lenge in machine learning-backdoor attacks. Finally, we provide an overview of current research
related to these topics.

3.1 Deep Learning Networks

To highlight the functional diversity of deep learning models, we classify representative archi-
tectures into four major categories: recognition, prediction, generation, and compression. Note that
this classi cation is not strictly mutually exclusive. For example, compression models are often built
upon the other categories of models. This categorization helps us understand how different models
are designed and used. There are also other types of models with speci ¢ structures or objectives,
but they are not listed here for simplicity. The functional taxonomy is illustrated in Fig. 3.1.

Recognition models focuse on extracting features from data and recognizing patterns, and is
mainly used for classi cation, detection, and segmentation tasks. CNNs are widely used for im-
age classi cation, while YOLO [85] and R-CNN [28] specialize in object detection. For sequential
data such as voice and text, LSTM and Transformer models are commonly applied.

Prediction models aim to predict future trends or make optimal decisions based on historical
data. Common architectures include sequence models such as LSTM and GRU, and reinforcement
learning models like Deep Q-Networks (DQN) [72]. These models play a crucial role in applications
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Figure 3.1: Functional taxonomy of deep learning models

such as nancial prediction, medical diagnosis, autonomous driving, and intelligent robotics.

Generative models aim to create new data samples or content based on learned patterns, sup-
porting applications in creativity and data augmentation. GANs are effective for image and pattern
generation, Large Language Models (LLMs) are widely used for text generation, and autoencoders
are often employed for data augmentation.

Compression models aim to reduce model size and inference time while maintaining accuracy,
thereby improving ef ciency and enabling deployment on resource-constrained devices. Common
techniques include pruning, quantization, and knowledge distillation.

3.2 Convolutional Neural Network

CNN is a type of deep learning model speci cally designed for processing images. The process
of CNNs can be divided into two modules, forward propagation and backward propagation. For-
ward propagation is the process of computing and transmitting input data layer by layer through the
network, ultimately obtaining the output results of the model. Back propagation is used to optimize
network parameters and minimize the loss function by calculating the gradient from the output layer
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Figure 3.2: Forward propagation of MLP network

to the input layer. In the following, we will explain the concepts and processes of these terms and
list several classic CNN architectures.

3.2.1 Forward Propagation

Fig. 3.2 shows a traditional forward propagation process, which includes an input layer, two
hidden layers, and an output layer. The output of each layer is obtained by the following formula:

20 = wh o0 D4 (D

o) = £ (z00); (3.1)

whereo!! 1) is the output of the last layew' is a[no; ni] weight matrix andd is a[no; 1] bias
vector of thel-th layer,n; andng are the number of input and output neurons. The nal output is
the result of applying the ReLU activation function drwith dimensionn; 1].

When processing image data, the rststepisto atten the image into a 1-dimensional vector (e.g.,
a28 28image becomes a 784-dimensional vector). The structure in Fig. 3.2 requires a weight
for every input-output connection. As the image resolution increases, the number of parameters
grows quadratically, reducing ef ciency and increasing the risk of over tting for image data. Sub-
sequently, based on traditional multi-layer neural networks, convolutional layers and pooling layers
are introduced before the fully connected layer to build a deeper and more powerful image process-
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Figure 3.3: Forward propagation of a CNN network

ing network. Fig. 3.3 shows the forward propagation process of CNN, the input is the original 3D
image. It includes convolutional layers, activation layers, pooling layers and fully connected layers.

Convolution operation aims to extract features from the input by applying sliding windows.
Fig. 3.4 illustrates the convolution operation using§ a 5 grayscale image as an example. The red
matrix on the left is called the kernel (or lter), which slides over the input matrix. Convolution is
the process of multiplying the elements of the kernel with the local matrix of input and then adding
the results. For example, the rst element 6 in the output matrix is obtained by applying the kernel
to the 3x3 region in the upper left corner of the input and summing the element-wise products.
The kernel then slides to the right to compute the second output element 14, this sliding distance is
known as the stride. Pixels at the corners or along the edges of the input matrix are involved in only
one convolution operation. To better capture edge features, it is common to add zeros around the
input, a process known as padding. The nal output is the green matrix on the right, referred to as
the feature map, and its size can be determined by:

InputHeight  Kernel Size +2 P adding ‘1

InputWidth  Kernel Size +2 Padding ‘1 '

Stride

OutputHeight =

OutputWidth =

Activation function is typically applied after the convolutional layer to introduce nonlinearity
into the model. Without it, the output of each layer would be a linear transformation of the output
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Figure 3.4: An example of the convolution operation

of the previous layer. As a result, no matter how many layers the network has, the overall output
would still be a linear function of the input, effectively equivalent to a single-layer model. The most
commonly used activation functions are Sigmoid, Tanh, and ReLU, as shown in Fig. 3.5.

The Sigmoid function maps the input values to a range between 0 and 1 and is often used in the
output layer for binary classi cation problems. However, it may suffer from vanishing gradients
when the input is far from zero. Itis de ned as:

(x)=

The Tanh function is a zero-centered activation function that maps the input to the range (-1,
1). Compared to the Sigmoid function, Tanh is often preferred in hidden layers due to its stronger
gradients near zero, which can facilitate faster convergence during training. It is given by:

3o (3.3)

e X

e+ e X

The RelLU function is computationally ef cient and can mitigate the vanishing gradient problem,
making it the most popular activation function in CNNs. It is de ned as:

tanh(x) = (3.4)
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Figure 3.5: Comparison of Sigmoid, Tanh, and ReLU activation functions

ReLU(x) = max(0 ; x) (3.5)

Pooling layersare used to compress features, reduce redundant information in images, and sim-
plify the computational complexity of the network. The most common pooling methods are average
pooling and max pooling. As shown in Fig. 3.62a 2 window with a stride of 2 is used for pool-
ing. Average pooling computes the average value within the window, while max pooling selects the
maximum value. After pooling, the inpdt 4 matrix isreducedto 2 2 matrix.

Fully connected layersinvolves attening the feature map (matrix) from the last convolutional
layer into a one-dimensional vector and using it as input for the classi er as shown in Fig. 3.2. After
several fully connected layers, the nal layer is the Softmax function, which converts the output
values (logits) of the network into probabilities that represent the likelihood of each class, with a
sum of probabilities of 1. The Softmax function computes the probability for each class i as follows:

exp(z;
wherep; is the predictive probability of theth classK is the number of classes, ardis the
logit value of each class
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Figure 3.6: An example of the pooling operation

3.2.2 Loss Function

Forward propagation passes input data through the network to generate predictions, while back-
ward propagation optimizes parameters using the loss function. The loss function quanti es the
difference between the predictions of models and the actual values. By minimizing the loss func-
tion, the model parameters are optimized, enhancing the prediction accuracy. Depending on the
chosen loss function, neural networks can handle both classi cation and regression tasks. In the
following, we will introduce some commonly used loss functions for regression and classi cation,
wherey andy represent the true and predicted values, respectimdly/the number of samples in
the dataset.

For Regression Tasksthe loss function includes:

1) Mean Squared Error (MSE): calculates the average of the squared differences between the

true values and the predicted values.
_ 17 2.
MSE = - (v W (3.7)
i=1
Since the errors are squared, MSE penalizes large errors, making it sensitive to outliers. If the
outlier is important data and needs to be detected, using MSE is preferable.
2) Mean Absolute Error (MAE): calculates the average of the absolute differences between the
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true values and predicted values.
1 X :
MAE = — Iy % (3.8)

MAE is less sensitive to outliers because it does not square the errors. Therefore, when outliers
are due to data corruption or erroneous sampling, and do not carry signi cant meaning, MAE
is a better choice.
3) Huber Loss: combines the advantages of both MSE and MAE, incorporating a hyperparameter
. The value of determines the balance between MSE and MAE. Itis less sensitive to outliers
than MSE while maintaining the differentiability and smoothness of MSE.

8
<3 W2 ifiyi %o
Huber= 2~ 7 i (3.9)
jyi % 3?2 otherwise
For Classi cation Tasks, Cross-Entropy Loss is widely used. The cross-entropy loss function
for binary classi cation problems is given by:

1 X
L= Dilogh+@ y)log(l ¥l (3.10)
i=1
When the actual valug = 1, the loss is given by = log¥\. Thus, the closer the prediction
¥ to 1, the smaller the loss, otherwise, the loss increases. A similar principle applieywhén
In multi-class classi cation tasks, the softmax function is commonly used to convert logits (raw
model outputs) into probabilities sum to 1 across all classes. The Cross-Entropy Loss is then calcu-
lated as:

1 X X
L= n Yij log¥h; (3.11)
i=1 j=1
Here,y; represents the true label as a one-hot encoded vector, where only one element is 1 (indi-
cating the true category) and the remaining elements atg Os the predicted probability for class
j of samplei.
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3.2.3 Back Propagation

CNNSs consist of convolutional layers, activation functions (e.g., ReLU), pooling layers and fully
connected layers. Back propagation in CNNs calculates the gradients of all layers using the chain
rule, propagating the loss backward from the output to the input layer while adjusting the weights
and biases at each layer. Next, we sequentially detail the gradient calculations for each layer during
back propagation and introduce several popular Gradient Descent optimization algorithms.

Fully Connected Layer Backpropagationinvolves computing the partial derivatives of the loss
with respect to the parameters weightg X and bias If), and inputs X ) to update the parameters
ef ciently. The output for a fully connected layer i& = WX + b.

1) Compute the Gradient of the Loss with Resped to@%l- =
2) Compute the Gradient of the Loss with Respedio & = 8L 8%
3) Compute the Gradient of the Loss with Respedt t&;= S18% =
Pooling Layer Backpropagationvaries depending on the pooling method:
1) Max Pooling propagates gradients only to the location of the maximum value, while gradients
at all other locations are zero.
8
@L < & ifx; isthe max value;

= @ (3.12)
@ 0 otherwise

:XT
P

2) Average Pooling evenly distributes gradients across all inputs within the pooling window.

oL _ @:(pooling window size) (3.13)

@y @g

Activation Function Backpropagation for ReLU (f (x) = max(0;x)) and Sigmoid { (x) =
=) is calculated as follows:

8
<@L jf 0
Rey : @L. @ X7
@x 0 otherwise (3.14)
@L @L
Sigmoid : @x fo() — f(x) (f )

Convolutional Layer Backpropagation needs to calculate the gradient of the loss with respect
to the Iters used in the convolution.
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eoL_oL
@W @z
whereZ is the feature map generated by the convolution operatio@adhe input feature map.
Gradient Descent Optimization Algorithm. After calculating the gradients for each parameter,
an optimization algorithm is employed to update parameters to minimize the loss. Stochastic Gradi-
ent Descent (SGD) [87] is one of the simplest optimization methods, updating the parameters in the
direction of the negative gradient at each step:

(3.15)

where denotes a model parameteris the learning rate, arsl J( ) represents the gradient of
the loss function with respect to Despite its simplicity, in certain extreme cases, SGD may suffer
from convergence issues and getting trapped in local minima or saddle points.

To address these limitations, several variants of SGD have been proposed, such as SGD with
momentum (SGDM) [89], Root Mean Square Propagation (RMSProp) and Adaptive Moment Es-
timation (Adam) [59]. Momentum introduces an additional velocity term to accumulate past gradi-
ents, allowing the optimizer to accelerate in consistent directions and suppress oscillations in high
curvature regions. The update rule is de ned as:

vi= vy 1+ r J()

(3.17)
= Vt
wherev; is the velocity at time step,  is the momentum coef cient (typically set to 0.9). By
leveraging this accumulated gradient information, Momentum can accelerate convergence.
RMSProp is an adaptive learning rate optimization algorithm that maintains an exponentially
decaying average of past squared gradients to adjust the learning rate for each parameter individually.
The update rules for RMSProp are given by:

veat(@ o )(r 3()?
r J() (3.18)

Po+

Vi

wherev; is the moving average of the squared gradientss the decay rate (commonly set to
0.9), and is a small constant to prevent division by zero. RMSProp effectively adapts the learning
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rate for each parameter, which makes it suitable for training deep neural networks.

Adam combines the bene ts of both Momentum and RMSProp by maintaining adaptive learning
rates for each parameter based on estimates of rst and second moments of the gradients. The update
rules are as follows:

mg= 1me 1+ (@1 )r I()
vi= v 1+ (1 2)(r J())3?
my Vi
t 1 i t 1 ;

_ 5 i
O +

Here,m; andv; are the biased rst and second moment estimatesand , are decay rates
(commonly 0.9 and 0.999, respectively). Adam is particularly effective in handling sparse gradients
and has become the default optimizer in many deep learning applications.

3.3 Optical Flow Estimation

Optical ow estimation aims to calculate a dense ow eld that describes the motion of each
pixel between two consecutive frames. Deep learning techniques can directly learn and predict
optical ow from image pairs. A typical approach uses an encoder-decoder framework, where the
encoder extracts features from the input images, and the decoder predicts the optical ow eld. This
section will explore a deep learning-based method for optical ow estimation.

The encoder-decoder model is typically used for tasks where the input and output differ in size
or structure, such as image-to-image translation. The rst deep learning-based optical ow estima-
tion network, FlowNet [24], utilized this architecture. The paper proposes two different models,
FlowNetS and FlowNetC, which differ in encoder design. Fig. 3.7 illustrates the architecture of
these two networks, where the input is two consecutive frames from a video and the output is the
predicted optical ow eld. The ow eld is represented as a 2D vector eld, one for horizontal
displacement and the other for vertical displacement of each pixel between the two frames.

The encoder of FlowNetS is relatively simple, stacking two images together to form a 6-channel
tensor, where the rst three channels (height, width, 3) represent the rst frame and the last three
channels represent the second frame. It consists of multiple convolutional layers followed by the
ReLU activation and pooling layers to extract features from the image pair. The decoder then up-
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Figure 3.7: Structure of FlowNet

samples the extracted feature maps four times through deconvolution, doubling the resolution at
each step. During this process, the feature maps are concatenated with the corresponding features
extracted by the encoder and the coarse ow predictions at each layer. This approach can preserve
low-level details and multi-scale predictions, making the nal prediction more accurate. The resolu-
tion of the nal predicted ows is one-quarter of the original inputs, as the author found that further
upsampling increases computational overhead but does not signi cantly improve accuracy.

The encoder structure of FlowNetC is similar to FlowNetS, but instead of directly concatenating
the input image pairs, it extracts features separately from the two images and combines them on
a higher level. As shown in Fig. 3.7, after three convolutional layers, it computes the similarity
between the two feature maps through a correlation layer to capture motion information. Speci -
cally, this involves calculating the similarity between each patch from the rst feature map and each
patch from the second feature map. After calculating the correlation, FlowNetC continues to extract
features through convolutional layers. Its decoder is the same as that of FlowNetS. Compared to
FlowNetS, due to the use of correlation, it performs better in more complex motion scenarios, but
the computational cost is also higher.

The advantage of FlowNet is its ability to predict the optical ow eld end-to-end, making it more
ef cient than traditional methods like Horn Schenck and Lucas Kanade. However, because of the
more complex situation in the real-world, it also faces many challenges, driving the development of
more advanced optical ow estimation models.
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3.4 Security of Machine Learning

The security of machine learning is receiving increasing attention, especially as models are in-
creasingly used in critical applications like healthcare, nance, and industrial automation (including
the welding industry). A typical threat is the backdoor attack, where a carefully crafted trigger is
injected into the dataset, leading to incorrect predictions when it is activated. We rst explain in
detail what a backdoor attack is and then introduce several classical defense methods.

3.4.1 Backdoor Attack

According to whether the labels are modi ed, existing backdoor attacks can be broadly catego-
rized into poisoned-label attacks and clean-label attacks. Fig. 3.8 illustrates an example of poisoned
samples in a backdoor attack, where the trigger is a white square in the bottom right corner and the
target label is '0'. For poisoned-label attacks, an attacker needs to do three things: 1) randomly
collect a portion of training data, 2) add dedicated designed triggers to this batch of data, and 3)
modify their labels to the target label. For clean-label attack, the process contains two steps: 1)
attacks need to collect data from the target label and 2) inject the trigger into the data. Therefore,
during inference, the poisoned DNN performs well on benign inputs. However, if the same trigger
appears, its prediction will be altered to the target label. Generally speaking, clean-label attacks are
stealthier but the attack success rate are also lower than poisoned-label attacks. Attackers should
balance the stealthiness and effectiveness based on different application scenarios.

To sum up, a backdoor dataset consists of benignDigta f (xi;yi) 2 X Yg iN=1 and poisoned
dataDp = f(x-O; yt)g:\il, whereX RY is the input imagey = f0;1;::;Kgis its label,K
is the number of classes, agdindicates the misclassi cation label speci ed by the attacker (in a
clean-label attacky; = y;). The poisoning rate is de ned as= ijbD,j’épj. Usually, attackers do not
interfere with the training process, while victims will use poisoned datdsgfdD , to train their

modelsF . Therefore, the loss function is consistent with training the benign model:
0 - 1
b@bj ﬂ%pl
zargmin @ L(F (xi);yi)+ L(F x? ;y)A (3.20)
i=1 i=1

A backdoor attacker should achieve two objectives, 1) avoid impairing the performance on benign
inputs and 2) increase the number of poisoned samples that are classi ed as the target category.
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Figure 3.8: lllustration of the backdoor attack

3.4.2 Backdoor Defense

One of the simplest, yet effective defenses against backdoor attacks is ne-tuning the poisoned
model on a clean dataset. This method mitigates the backdoor effect by encouraging the model to
relearn benign associations, effectively overriding the in uence of malicious triggers.

Another defense method, Fine-Pruning [42], utilizes the idea of model compression. It leverages
the observation that neurons that remain dormant (i.e., inactive) when processing clean inputs are
often those activated by backdoor triggers. Fine-Pruning removes these dormant neurons and then
ne-tunes the pruned model to recover its performance. This dual step, pruning followed by ne-
tuning, helps reduce the in uence of backdoor while preserving model accuracy on clean data.

Beyond ne-tuning and pruning, another defense technique is based on Knowledge Distillation
(KD) [42], a method originally developed for model compression. In this approach, a smaller
model, known as the student, is trained to replicate the behavior of a larger, pre-trained teacher
model by learning its output probabilities (soft labels). When the teacher model is poisoned but a
clean dataset is available, KD can serve as an effective defense. By training the student only on
the teacher's predictions over clean inputs, the student can inherit useful benign knowledge while
discarding the hidden backdoor behavior. A comparative illustration of these defense strategies is
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Figure 3.9: lllustration of different backdoor defenses

shown in Fig. 3.9.

3.5 Related Work

3.5.1 CNN Models

In this section, we will introduce some classic CNN architectures. LeNet [62] is one of the earliest
CNNs, primarily designed for handwritten digit recognition using the MNIST dataset. LeNet-5
is the most well-known version, consisting of 7 layers (excluding the input layer), incorporating
convolutional, pooling, and fully connected layers. The success of LeNet laid the foundation for
deep learning in the eld of computer vision.

Until 2012, more complex CNN architectures for large-scale tasks emerged. AlexNet [61] achieved
breakthrough results in the ImageNet Large Scale Visual Recognition Challenge (ILSVRC), mak-
ing a milestone in the deep learning era. Its architecture consists of eight main layers, including ve
convolutional layers (with activation and pooling) and three fully connected layers. AlexNet utilized
data augmentation techniques such as image ipping and color adjustment to effectively expand the
training set. It also utilized Dropout in the fully connected layers to reduce over tting and RelLU
activation functions to accelerate training and alleviate the vanishing gradient problem. A deeper
network VGG [96] for image classi cation tasks is designed using very small convolutional lters
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(3 3). There are two popular variants: VGG-16 (13 convolutional layers and 3 fully connected
layers) and VGG-19 (16 convolutional layers and 3 fully connected layers).

GoogLeNet [102] introduced the inception module, which can extract multi-scale features by per-
forming multiple types of convolutiond( 1,3 3,5 5)and pooling operations in parallel within
the same layer. GooglLeNet applied a signi cant numbet of 1 convolutions for dimensionality
reduction effectively reducing computational complexity without sacri cing ef ciency. Inception
v2 [56], v3 [103], v4 [101] and Xception [20] further improved GooglLeNet. Inception v2 proposed
the concept of factorized convolution, where larger convolutidns ) are decomposed into two
smaller convolutions3  3). This technique reduces the computational cost while still maintaining
the model's performance.

Batch normalization was integrated into the architecture to accelerate the training process and
improve the network generalization ability by reducing the covariance shift. Inception v3 further
improved the factorized convolutions by replacidg 3 convolutions withl 3 and3 1 con-
volutions, a technique known as asymmetric convolutions. This approach is more computationally
ef cient while still capturing the necessary features. Inception v4 introduced residual connections
(similar to the idea in ResNet), which alleviated the vanishing gradient problem and enabled the
training of much deeper networks. Xception is based on the idea of depthwise separable convo-
lutions. It splits a standard 3 convolution into two operations: a depthwise convolution that
applies a single convolution Iter to each input channel, and a pointwise convolution that uskes
convolutions to combine the outputs from different channels.

As deep learning networks grow in depth, the problems of vanishing gradient and degradation be-
gin to emerge. Simply adding more layers does not reduce the training error, but instead magni es
it. ResNet [41] and ResNeXt [122] were introduced to facilitate the training of very deep neural
networks. The fundamental unit of ResNet is a residual block, which consists of two or three con-
volutional layers. Residual connections, implemented via skip connections, directly add the input
to the output. This enables the network to learn identity functions more easily, which helps training
extremely deep networks such as ResNet-50, ResNet-101, and ResNet-152. ResNeXt is an exten-
sion of ResNet that introduces the concept of cardinality, which refers to the number of parallel
paths in each residual block. ResNeXt achieves better feature representation without signi cantly
increasing computational complexity by expanding the number of parallel branches per block rather
than simply increasing the depth or width.

In addition to enhancing performance, lightweight networks are gaining increasing attention. Mo-
bileNet [47], Shuf eNet [133], Ef cientNet [104] and ConvNeXt [68] were designed for ef cient
inference on mobile and embedded devices. MobileNet employs depthwise separable convolution,
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splitting standard convolutions into depthwise and pointwise convolutions to signi cantly reduce
computational cost. Shuf eNet, utilizing group convolutions and channel shufing, achieves lower
Floating Point Operations (FLOPs) than MobileNet but with a slight trade-off in accuracy. Ef cient-
Net balances accuracy and ef ciency through a technique called compound scaling. ConvNeXt is an
improved network architecture based on ResNet, inspired by Vision Transformer (ViT). It combines
traditional CNNs with transformer-based models, attempting to achieve performance comparable to
VIiT while retaining CNN ef ciency.

3.5.2 ML-based OF Algorithms

The accuracy of FlowNet is still lower than traditional variational methods, so following FlowNet,
many extensions have been developed to reduce the number of parameters and improve accu-
racy. In 2016, FlowNet2 [55] has been proposed by stacking multiple subnetworks. The accu-
racy could be signi cantly improved at the cost of increased number of parameters and longer run
time. SPyNet [84] incorporated the coarse-to- ne idea of the variational methods, it up-samples
the learned ow and warps it on the second image to re ne the ow. The model size was reduced
but the accuracy can not compete with FlowNet2. The small and ef cient network PWC-Net [100]
is 17 times smaller than Flownet2 while maintaining high accuracy on several standard datasets, it
leveraged some simple but well-established principles from classical approaches, such as pyramidal
processing, warping and cost volume. Another concurrent work, LiteFlowNet [51] also adopted
feature warping and proposed a novel ow regularization module. Subsequently, more and more
ideas emerged in optical ow estimation, IRR [54] adopted iterative optimization ow and weight
sharing.HD 3 [128] introduced matching density estimation. VCN [124] improved the cost volume
to 4D tensor. MaskFlownet [135] solved the occlusion problem.

In 2020, a completely different network RAFT [105] has been proposed. It removed the spatial
pyramid structure, and consists of three main components: a feature encoder, a correlation layer
and a recurrent update operator. In the correlation layer, a dense correlation volume is computed by
comparing every pixel in the rstimage with every pixel in the second image. The recurrent update
operator iteratively re nes the optical ow elds using Conv-GRU. This model has become a new
milestone and is followed by many works. CRAFT [99] integrated a cross-attention mechanism, it
selectively focuses on relevant parts of the input images through a global attention mechanism. This
attention mechanism allows the model to better handle challenging situations such as occlusions,
dynamic motion, and noise. GMFlow [123] utilized Transformer attention for global feature match-
ing, which can achieve better long-range motion estimation than RAFT's dense all-pairs matching.
In addition, due to the high cost of obtaining accurate labeled data, unsupervised learning methods

37



3.5. RELATED WORK

have been developed [58, 112,121, 129]. In practical applications, real-time performance is cru-
cial and has become a key focus. Researchers are developing smaller and more ef cient models to
enhance speed and reduce computational costs [73, 115].

3.5.3 Backdoor Attacks and Defenses

Attacks. Badnets [35] is the rst and the most representative poisoned-label attack, in which
both images pixels and their corresponding labels are altered. It pioneered this eld and laid the
foundation for almost all subsequent attacks. In order to enhance the stealthiness of triggers, more
sophisticated attacks have been proposed. Blended has been proposed in [18] to poison samples by
blending a benign image with either a randomly generated pattern or a speci c image. WaNet [74]
generated triggers by warping the image. ISSBA [65] trained an encoder-decoder network to gen-
erate invisible noise as triggers. Ftrojan [114] focused on triggering perturbations in the frequency
domain. BppAttack [119] rst applied image quantization and dithering to create imperceptible
changes on images, followed by trigger injections through contrastive learning [16] and adversar-
ial training. In addition to introducing trigger patterns in the spatial domain, FDNet [23] proposed
a backdoor attack method that injects perturbations into the frequency domain. These advanced
triggers are more dif cult to be perceived by human inspectors.

A Clean-label attack, on the other hand, does not alter the labels of the poisoned samples. Instead,
it only embeds barely noticeable triggers to the input data. This makes the detection more challeng-
ing as the labels are consistent with the original content. A Label-Consistent (LC) attack [108] is
a typical clean-label attack. It rst modi es the inputs by adding adversarial perturbations to com-
plicate their classi cation. Then it designed a trigger to ensure that the model's ability to classify
the target class accurately becomes wholly reliant on this manipulation. Refool [67] utilised natural
phenomenon re ection as the trigger. In [10], SIG was implemented by superimposing sinusoidal
signals to a fraction of the target class images. Narcissus [131] used public out-of-distribution data
to achieve clean-label attack.

Defenses.The objective of the defender is to prevent the achievement of the attacker. We divide
defense strategies into data-level and model-level defenses. A data-level defense aims at detecting
and erasing poisoned images before the model training process, thus preventing the model from
being affected by the poisoned data. Activation Clustering (AC) [13] determined whether the image
is poisoned by analysing the neural network activations of the last hidden layer. Decoupling-based
backdoor defense (DBD) [50] trained a feature extractor through self-supervised learning rst and
then ltered clean samples from poisoned samples based on their distinct extractor-outputs, which
were used to train a subsequent classi er. Chen et al. [17] found that the poisoned samples are more
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sensitive to transformation than clean samples, leading to the design of feature consistency towards
transformations (FCT) approach for distinguishing poisoned and clean samples. Adaptively splitting
dataset-based defense (ASD) [26] split the training data into a clean data pool and a polluted data
pool and dynamically updated the two data pools. Additionally, a frequency-based poisoned sample
method (FREAK) was proposed in [3] to detect poisoned samples. Neural Polarizer [140] inserted
a learnable neural polarizer into the poisoned model to identify and separate poisoned features from
benign ones.

Model-level defense focuses on the architecture, training process, and post-training analysis of
the DNN models themselves, attempting to directly recover the poisoned model instead of detecting
poisoned samples. Based on the observation that the backdoor related neurons tend to exhibit large
neuron weight norms, Sharpness Aware Minimization (FT-SAM) [139] was proposed to ne-tune
the poisoned model such that large outliers of the weight norm were revised. Several approaches
were proposed by pruning the poisoned neurons. Fine-Pruning [42] is the rstwork to apply pruning.
Neural Cleanse (NC) [111] tried to reconstruct possible triggers rst and then it created a lter to
reject any input with the trigger. The authors provided two methods to patch the infected model,
one using pruning to remove backdoor related neurons, and another adopting unlearning to update
the weights of these neurons. Based on the fact that the poisoned neurons are more sensitive to
adversarial neuron perturbation, Adversarial Neuron Pruning (ANP) [120] removed the backdoor
by pruning the most sensitive neurons under the adversarial neuron perturbation. Research [27]
has found that adversarial training with perturbations can mitigate backdoor attacks. It explored
the integration of multiple adversarial perturbations to tackle backdoor attacks. ShapPruning [36]
used the Shapley value to identify and prune infected neurons. Neural Attention Distillation (NAD)
[66] was the rst defense proposed based on KD. It was later improved by SAGE [32], which
puri ed models by utilizing self-attention distillation (SAD) to align the attention maps of deep
layers with those of shallow layers, because deep layers focus on ne-grained details such as the
subtle trigger. Layer-wise weights were initialised and KD with unlabeled data was used by [76]
to cleanse backdoors. Another post-training defense [113] aimed to identify whether a classi er is
attacked without prior knowledge of the backdoor pattern by leveraging a maximum margin statistic.

More details and implementation of backdoor attacks and defenses can be found in the sur-
veys [37,64,132].
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Chapter 4

Crack Detection during the Welding
Process

Crack detection can be regarded as a binary image classi cation problem. By applying some
classic networks, cracks or defects in static images can be successfully detected. However, these
networks cannot capture motion information. In the welding process, cracks can occur at any time
and the duration of crack formation is unknown. Locating the initiation and end time of crack
formation in untrimmed videos is more complex. If frames are analyzed individually, the formation
moment of tiny cracks will be hard to identify, which leads to delayed crack detection. In this
situation it is bene cial to consider temporal information.

Action recognition is an extension of image classi cation. It has received much attention in recent
years and has been widely applied in video analysis tasks, such as monitoring abnormal events in
surveillance cameras.

The commonly applied models can be divided into three types:

1) The two-stream model [97], which contains two CNN networks, one takes the optical ow
as input to extract motion information and the other one takes RGB images as input. Each
stream is followed by a softmax layer and they can be fused by averaging or using an SVM.

2) LSTM has achieved outstanding progress in processing sequential data. LRCN [22] was
proposed to utilize a CNN to extract spatial features, followed by an LSTM to extract temporal
features.

3) A 3-dimensional convolutional network (3D-CNN) [57] is the third popular method which
replaces the 2D convolutional kernel with a 3D kernel that contains an additional time dimen-
sion. The optimal con guration of a 3D-CNN was explored by systematic research and named
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C3D [107]. Its successful development makes it possible to learn crack generation features
from welding videos.

To the best of our knowledge, there is no work on capturing the dynamic crack generation process.
However, LSTM and 3D-CNN models have shown promising results in capturing motion features in
videos. We propose two networks based on CNN-LSTM and 3D-CNN for automatic crack detection
[52]. The two-stream model has not been chosen because of its low ef ciency caused by the optical
ow calculation.

Next, we will introduce the data preparation, details of the two proposed machine learning models
and the experimental results separately.

4.1 Data Preprocessing

Chapter 2 described the experimental welding setup used to collect the training and testing data
(see Table 2.1). The data needs to be preprocessed before training. First a ROl near the weld pool
is selected to reduce the calculation cost. The resoluti@of128 pixels is suf cient, as further
increasing the area no longer improves the accuracy, but increases the latency. Fig. 4.1 shows the
clipped images at different stages, (a) is the normal state, (b) is the stage when the crack begins
to initiate, which is dif cult to distinguish from the normal state at this time. (c) shows crack
propagation, and (d) is interference data that resembles a crack and may trigger a false alarm.

To expand training samples and enhance the diversity of the dataset, data augmentation methods
are utilized as shown in Fig. 4.2. The images are randomly transformed with a 50% probability in
the following ways. First, the cracks in the dataset are horizontal with an inclination of no more than

15, all frames in the sequence can be rotated by a certain degree, as shown in (b). (c) simulates
brightness variations, and (d) shows the image processed with Gaussian blur.

4.2 Methodology

This section is about the learning methods applied to analyze welding process videos. A high-
level description of our system architecture is shown in Fig. 4.3. First, we introduce two different
machine learning models, followed by their architectures and hyperparameter settings. Finally, we
present a complexity analysis.
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Figure 4.1: Frames in different states

Figure 4.2: Types of data augmentation
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Figure 4.3: Overall architecture with two crack detection models

4.2.1 Learning Temporal Features

Before exploring the model architectures, we concentrate on temporal features. The incorporation
of temporal information represents the key novelty of our approach compared to existing methods.

CNN-LSTM model

Since crack formation and propagation change with time, a CNN-based model [39] aims to learn
the features of previous information by stacking multiple images as input. The drawback of this
approach is that the temporal information will be collapsed after each convolution operation. In
order to focus on both spatial and temporal information, it has been proposed to combine CNNs
with LSTMs [22], as the latter preforms well in learning from sequential data. The architecture of
the combined CNN-LSTM is shown at the top of Fig. 4.3, in the gray box. It is a simple sequential
integration of CNN and LSTM. The input consists of several consecutive frames. First, each frame
is sent to the CNN individually to extract visual features, then the feature maps obtained by the CNN
are attened into a one-dimensional vector and fed into the following LSTM in sequence.

Fig. 4.4 shows the internal structure of the LSTM. The inputsXarethe hidden state of the
previous timestep i§; 1 and the memory cell state 8; ;. The outputs ard; andC;. Both
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Figure 4.4: The internal structure of CNN-LSTM

h; and C; retain the previous information and affect the present output. In addition, the LSTM
incorporates three gates. The forget ghtaletermines how much of the previous hidden state
should be forgotten. The input gatedetermines how much current input should be updated. The
output gateo; determines how much dE; should be transferred tm,. These modules enable the
LSTM to integrate previous and current data. The formulas of the LSTM are given in Equation (4.1),
where X' denotes the input matrix at time 'W;' represents weight matrices anld Is the offset
value, ' ' denotes the matrix multiplication operation,''denotes the sigmoid function applied to
each gate to ensure that the output lies betvgeamnd 1.

fe=" (Wx Xt + Wrehy 1+ bx)

it= (Wxix¢+ Whihy 1+ )

b = tanh( Wyext + Wichy 1+ k) @.1)
c="Fft c1+it €1

o = (WxoXt + Whoht 1+ k)

hi{ = o0 tanh(c)
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3D-CNN model

Figure 4.5: Comparison of 2D (top) and 3D (bottom) Convolution

The second architecture considered is the 3D-CNN, a network widely used in video analysis.
Unlike CNN-LSTM, it can extract both appearance and motion features simultaneously. Compared
with 2D convolution, 3D-CNN uses an additional dimension in depth. Fig. 4.5 illustrates the differ-
ence between multichannel convolution and 3D convolution applied to images. The upper structure
is a multichannel convolution, where the input is a multichannel feature map. The feature map of
each channel is convolved with a kernel and the results are added, thus the output is a single feature
map. Multiple images are stacked as the input to the CNN model in [39] and each image is treated as
a channel. As can be seen from the gure, after the rst convolution layer, the temporal information
is lost. The structure below is a 3D convolution, whereepresents the depth instead of the number
of channels. The kernel size of the 3D convolutiok isk d, where generallg < L . The output
feature map is still 3-dimensional due to 3D convolution and 3D pooling operations. The kernel size
of the 2D convolution ik  k with C channels. The total number of parametelsisk C. The
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3D convolution hak k d L parameters, which is signi cantly more than in the 2D network.
The structure of the 3D-CNN is also shown in Fig. 4.3. It cont&insnvolution layers and each

layer is followed by a pooling layer. According to the ndings for the C3D model [107], the optimal

kernel size is3 3 3; so all Iters are of dimensior8 3 3 with stridel 1 1ineach

convolution layer. The kernel size in the pooling layeRis 2 2 with stride2 2 2, except for

the rst layer which uses a kernel sizebf 2 2 to avoid merging the temporal information at an

early stage.

4.2.2 Model Designs

The feature learning module consists of three main layers: convolutional, pooling, and fully-
connected layers. The network can be built in various ways by setting different hyperparameters and
choosing different sequences of layers. The performance of the model can improve as the model
becomes more complex. Mainstream models (LeNet, AlexNet, VGG, GooglLeNet, ResNet) are
designed increasingly deep. However, the time-consuming models are inappropriate for online crack
detection systems, which typically require immediate response. In this section, we systematically
build networks with different depths (number of layers) and widths (numbers of Iters) to investigate
the improvement in accuracy.

Compared with the images in ImageNet, welding crack data contains fewer categories and simpler
features, so we empirically design models wétho 8 layers (models A, B, C in Table 4.1). The
pooling operation is not regarded as a layer because it does not contain parameters. In general,
with increasing depth of the CNN, the performance will be better because each layer can focus on
different features. Next, we x the network depth and change the width (models D, E). According to
[40], the last column of Table 4.1 is the theoretical time complexity (relative to model A), calculated
by Equation (4.2):

N !
o) D2 Ny 1 Ny Dy Dy (4.2)
1=1
where,L is the depth of the CNN networkiN, 1 andN, are the numbers of input and output
feature mapsDy is the spatial size of the convolutional kernel dbg, Dy, are the spatial size of
the output feature map.
Fig. 4.6 shows the training accuracy of the different models. The results illustrate that increasing

the depth can improve accuracy. The accuracies of models B and C are higher than that of A. But
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Table 4.1: Con guration of Different Models

Model Depth Width Strides Complexity
A 6 (32, 64, 96, 128) 1,1,1,2) 1

B 7 (16, 32, 64, 96, 128) (1,1,1,1,1) 1.02

C 8 (16, 16, 32, 64, 96,128) (1,1,1,1,1,1) 1.04

D 7 (16, 32, 64, 128, 196) (1,1,1,1,1) 1.75

E 7 (16, 32, 64, 128, 256) 1,1,1,1,1) 2.12

after reaching a critical value, the accuracy becomes saturated and stagnant. Model C does not
appear signi cantly more accurate than model B. The effect of the width is not as signi cant as that
of the depth. Compared to B, the accuracies of models D and E are slightly improved, and their
complexity is also higher. It can be seen that, for our type of data, overly increasing depth and width
cannot further improve accuracy, but increases complexity, which is unaffordable and unnecessary.
To strike a good balance between cost and accuracy, based on Table 4.1 and Fig. 4.6, we ultimately
chose model D as the feature extraction network.

In the LSTM layer, there are two hyperparameters that affect accuracy and computational cost:
the number of the LSTM layers and the number of features in the hidden units. The comparison of
the best validation accuracy for different con gurations is shown in Table 4.2. The accuracy reaches
95:56% with 2 LSTM layers andlL28 hidden nodes, which cannot be signi cantly improved with
higher con gurations.

Table 4.2: Maximum validation accuracy for different LSTM con gurations

Model Layers Hidden Units Parameters Accuracy

F 2 64 0.7M 92.360
G 2 128 1.3M 95.5%
H 2 256 2.7M 95.3%
I 3 128 1.5M 95.6%

For 3D-CNN, its structure is consistent with the convolutional layers of CNN-LSTM, but it in-
ates the model from 2D to 3D. The con gurations of CNN-LSTM and 3D-CNN are listed in
Table 4.3. The input size i§ 64 128 which represents the number of input images as well
as their height and width. The selection of T will be discussed in the next section. The size of the
feature map will be reduced by half after the pooling layer. When the input data passes through each
layer, at L5 the size is reduced 20 4. Then the feature maps are attened to vectors and input
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(a) Training accuracy with different depths

(b) Training accuracy with different widths

Figure 4.6: Effects of network depth and width

51



4.2. METHODOLOGY

into the LSTM module in the CNN-LSTM model or into two fully connected layers in the 3D-CNN
model. Finally, the softmax function is applied to scale the probability distribution into the range
[0; 1]: The maximum probability is predicted as the nal classi cation. The other hyperparameters
are as follows: kernel size 3, number of epochs 20; batch size= 64, learning rate= 1e 4,
dropout= 0:5, the Adam optimizer is used as well as the cross-entropy loss function, which are
standard settings.

Table 4.3: Con guration of the Models

Output Size
3D-CNN

Layer Operator Channels Kernel SiZPCNN-LSTM

L1 Convl 16 3 16 64 128 16 T 64 128
Pooll 2 16 32 64 16 T 32 64
L2 Conv2 32 3 32 32 64 32 T 32 64
Pool2 2 32 16 32 32 T=2 16 32
L3 Conv3 64 3 64 16 32 64 T=2 16 32
Pool3 2 64 8 16 64 T4 8 16
L4 Conv4 128 3 128 8 16 128 T=4 8 16
Pool4 2 128 4 8 128 T8 4 8
L5 Convs 196 3 196 4 8 196 T8 4 8
Pool5 2 196 2 4 196 T=16 2 4
L6 FC1 - - 1 64 1 784

L7 FC2 - - 1 2 1 2

4.2.3 Complexity Analysis

Finally, we calculate the time complexity of the proposed models. The complexity of the con-
volutional layer has been given in the previous section. The trainable parameters of the LSTM are
from Equation (4.1), which ar@/,; ; Wy; ; Wxc; Wye; all matrices of sizen n, m and n are the
dimensions of the hidden state and the inpM; ; Wh ; Whe; Who Which are matrices of sizma m
and bias vectors ;b b by of sizem 1. The total number of parameters in a LSTM block is
W =4m (m+ n+1) [29], and the computational complexity@{W) = O m?+ mn . There-
fore, the CNN-LSTM complexity can be calculated as the sum of the complexity of convolutional
layers and LSTM layers (Equation (4.3)).

The 3D-CNN complexity is modi ed to Equation (4.4) as its output feature map sigyis
D Dy. Itcan be seen that the complexity of the CNN-LSTM model increases linearly with input
lengthT. While in the 3D-CNN, wheth =1, N, 1 = T, T only affects the complexity of the rst
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convolutional layer. Compared to CNN-LSTM, its computational cost changes more slowly with
the increase of . In the next section, we will measure and compare their time complexity through
the number of FLOPs according to the model implementation.

X
oOT D2 Ny 1 N Dy Dh+ m?+ mn (4.3)
=1

X
0 D2 Ny ;1 Ny Dy Dj Dyg (4.4)
=1

4.3 Results Analysis

In this section, the performance of the two models is evaluated and compared. Both networks
are implemented using Python and the Pytorch package [77]. They are trained on the graphics
processing unit (GPU) NVIDIA Tesla P100 with 25 GB RAM. The accuracy and loss in the training
process are presented rst. Then the accuracy and calculation cost are compared on test sets, and
nally, the visualization of the optimal model is given.

4.3.1 Training Results

Fig. 4.7 shows the results of training and validation with respect to accuracy and loss.

To train the temporal model, the input is a video clip composed of consecutive frames, thus a
sliding window of widthT frames is moved over the videos to construct the input. In order to nd
the in uence of sequence lengths, models with different window sizese built. The accuracy
and loss in Fig. 4.7 show that the model converges faster with large window dizeause longer
motion and temporal information can be captured. For the CNN-LSTM, whieri 6, the maximum
accuracy on the validation set3:56% at the 11th epoch. The models with= 32 and48 can
achieve the same accuracy already at the 9th and 7th epochs, respectively. For the 3D-CNN, the
maximum accuracy i97:13%(T = 16);9912%(T = 32), and99:52%(T = 48) at the 16th,
18th and 19th epochs, respectively. Overall, as the window Biracreases, the 3D-CNN can
achieve higher accuracy on the validation set. Moreover, compared to the CNN-LSTM, the 3D-
CNN achieves better accuracy and lower loss.
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(2) CNN-LSTM

(b) 3D-CNN

Figure 4.7: Comparison of accuracy and loss on training and validation sets

4.3.2 Evaluation Results

Next, we evaluate the performance of the trained models through the test sets introduced in Ta-
ble 2.1.

We note that accuracy is not a robust measure when dealing with unbalanced classes, as is the
case in the welding datasets. To improve the model evaluation and better compare the performance
of the models, in addition to model accuracy, some application-driven metrics such as sensitivity
and speci city are introduced. The metrics can be calculated as de ned in Equation (4.5). True
Positive (TP) denotes the cracks correctly predicted, False Positive (FP) denotes the normal frames
that are mispredicted as showing cracks, True Negative (TN) and False Negative (FN) denote that
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the normal frames are correctly and incorrectly predicted. Sensitivity indicates the proportion of

true positives in real labeled samples, and speci city indicates that of negative cases. They both
denote the ability of the model to correctly identify the positive and negative samples. In our crack

formation detection application, early detection of cracks is very important, while some false alarms
are acceptable. Therefore, sensitivity is the most important metric.

Accuracy= (TP + TN)=(TN + FP + TP + FN)
Sensitivity= TPTP + FN) (4.5)
Specicity = TN=(TN + FP)

Figure 4.8: Results of ResNet-18 on test sets

As mentioned in the model design section, the use of very deep and complex networks may result
in degraded performance, as welding videos contain relatively simple features. Therefore, ResNet-
18 [41] is used as a model for comparison and the maximum number of channels is reduced to
196, which improves accuracy and inference time, and is consistent with our proposed networks.
Fig. 4.8 shows the overall accuracy, sensitivity and speci city of ResNet-18 on four test sets. The
sensitivity is not very high because the frames at the beginning of crack formation cannot be detected
successfully.

Fig. 4.9 and Fig. 4.10 show the results in three aspects of CNN-LSTM and 3D-CNN. It can
be seen that, compared to ResNet-18, the sensitivity of CNN-LSTM and 3D-CNN is signi cantly
improved. Consistent with the results in the training process, the accuracy gradually improves with
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(a) Accuracy

(b) Sensitivity

(c) Speci city

Figure 4.9: Results of CNN-LSTM on test sets
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(a) Accuracy

(b) Sensitivity

(c) Speci city

Figure 4.10: Results of 3D-CNN on test sets
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the increase off. On the test set h400_5 4s, although the accuracy of 3D-CNN decreases, the
sensitivity is greatly improved to values well abd@%

The Precision-recall curve (PR curve) shows the ability to detect positive samples, and is more
sensitive to imbalanced data. Precision represents the proportion of true positives among all samples
predicted as positive by the classi er. It re ects whether the model can detect more positive samples
with fewer FP results. Recall is equal to sensitivity (Equation (4.6)). The PR curve is produced
by calculating precision and recall at various prediction probability thresholds. The value of the
Average Precision (AP) is equal to the area under the PR curve. The model with higher AP is better
as both precision and recall are high. From Fig. 4.11, it can be observed thaTw$est tol6and
32, the APs of the two models are basically equal. Whieis 48; the result of 3D-CNN is slightly
better than that of CNN-LSTM.

Precisior= TPTP + FP)

(4.6)
Recall= TPHTP + FN)

Fig. 4.12 displays the prediction results of the test set AISI304_5_8s, the ordinate in the gure is
the predicted probability, and the number of frames at which cracks appear and end is given. After
frame 1005, a crack starts to appear. ResNet-18 issues an alarm at frame 1041, when the crack has
formed and propagated. The frames before and after the crack formation are very similar to the
start and end of the crack region. Accurately predicting the number of frames is challenging, and
raising an alarm before cracks occur is actually better. When the input lerigghtiee CNN-LSTM
and 3D-CNN models give predictions at frames 1000 and 1001. When the input window length
increases td8, they make predictions 5 and 21 frames earlier, as marked in the gure. The frames
at the end of a crack until it disappears are not detected. This is because the motion features are not
obvious and cannot be distinguished from interference data. In our scenario, it is more important
to detect the occurrence moment of the crack formation than its end. Therefore, missing the end of
the crack does not de ne an error for us. Taking more images as input can predict the formation of
cracks earlier, but it also requires more memory and processing time. The computational ef ciency
of different input lengths will be discussed in the next section.

4.3.3 Computation Cost

Next the models are evaluated with respect to their computational cost, which is particularly im-
portant for real-time detection. Table 4.4 lists the processing time of the two algorithms at different
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(a) T=16

(b) T=32

(c) T=48

Figure 4.11: Precision-Recall curves of different input length
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