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Abstract

Digital data have become a valuable resource for autocratic governments seek-
ing to influence societal behaviours. The rise of social credit systems in China
has garnered a great deal of attention, with some even referring to them as
‘Orwellian’ surveillance systems. This study expands on previous research that
has found surprisingly high levels of acceptance of social credit systems in China
to the Southeast Asian region. Through an online opinion survey conducted in
Thailand, Indonesia, Malaysia and the Philippines, we discovered that citizens
in these countries exhibit higher acceptance rates of social credit systems than
opposition rates, although lower than those observed in China. Moreover, we
find that acceptance rates would decline significantly if the technologies support-
ing these systems originated from China. By introducing an external technology
acceptance model, we provide an explanation for these findings based on citi-
zens' attitudes towards their domestic situation and their perceptions of China's
potential benefits to their countries. Interestingly, most of the ‘China Threat’ per-
ceptions do not translate into opposition against Chinese social credit system
technologies, except for military risks. Instead, citizens' negative views are pri-
marily influenced by specific technology-related risks. These findings contribute
to the existing literature on the acceptance of government-run social credit sys-
tems and public perception in the context of international relations.
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1 | DATA AS A RESOURCE OF
BEHAVIOURAL STEERING

Digital data have become a valuable resource for au-
tocratic governments seeking to influence societal
behaviours. The rise of social credit systems (SCSs)
in China has garnered a great deal of attention, with
some even referring to them as ‘Orwellian’ surveillance
systems. China's central government has invested
significant resources over the past few years to build
a national SCS. Yet, these systems remain limited to
experimental and early-stage regional pilot projects
seeking to incentivise participating citizens for their so-
called trustworthy behaviour while punishing untrust-
worthy behaviour (Creemers, 2018). Although these
systems currently exist only domestically, there has

been speculation about their appeal to other countries
(Hacyakupoglu, 2021; Polyakova & Meserole, 2019).
This research examines the willingness of citizens from
beyond China to embrace government-run SCSs within
their countries. Specifically, we investigate whether ac-
ceptance rates would alter if these technologies were
supplied by China, as well as the factors that affect citi-
zens' views of externally provided SCS technologies.
Governments beyond China have increasingly in-
tegrated reputational systems into their legal frame-
works, a process that advancements in big data
analytics have facilitated (Dai, 2020). In addition,
there has been growing global interest in Chinese
surveillance and public security technology plat-
forms, with China emerging as a major supplier of
digital infrastructure and technologies worldwide.
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This expansion includes cloud services, telecommu-
nications networks, facial recognition cameras (e.g.
Su & Flew, 2021) and submarine fibre optic cables
(Geri, 2023). For instance, ‘safe city’ project plat-
forms, found in around 80 countries, offer compre-
hensive solutions for data collection and analysis
(Greitens, 2020). In Malaysia, Chinese technology
companies have a strong presence in providing
surveillance cameras (Carrozza & Bruni, 2023). In
Venezuela, the government has engaged ZTE, a
Chinese company, to develop a database known
as carnet de la patria. This card compiles personal
data regarding citizens' income, employment and
state benefits and is utilised for grocery purchases
and healthcare access (Berwick, 2018). In Uganda,
Chinese tech company technicians have helped
the government monitor the digital communication
channels of political opponents, as documented by
Feldstein (2019).

Importantly, as Chinese tech companies expand
their overseas operations, they have adopted the slo-
gan of the central government's new policy frame-
work, the Digital Silk Road, triggering geopolitical
concerns, especially in the US (Cheng & Zeng, 2023).
The Digital Silk Road is part of the Belt and Road
Initiative (BRI), launched in 2013 by China's central
government to enhance China's overseas infrastruc-
ture provision. Southeast Asia is particularly crucial as
it is located along the 21st Century Maritime Silk Road
(MOFA, 2015).

Against this background, we conducted an on-
line opinion survey in four selected Southeast
Asian countries—Thailand, Indonesia, Malaysia
and the Philippines—and gathered a total of 6204
respondents. Based on descriptive statistics and
regression analysis, we find that citizens in all four
countries tend to display surprisingly favourable
views of government-run SCSs. However, if social
credit system technologies were provided by China,
citizens' acceptance rates decrease significantly.
Interestingly, this opposition stems not from citizens'
general negative perceptions of China but rather from
their concerns about the inherent risks associated
with the specific technology. Furthermore, citizens
who hold positive views of Chinese SCSs believe
that China can bring benefits to their countries, but
their perceptions of their domestic situation also play
a role. By linking the increasing academic interest in
global public perceptions of China (e.g. Sautman &
Yan, 2009, 2014; Wang & Elliot, 2014; Yeremia, 2022)
with the literature on privacy calculus theory and the
privacy paradox (e.g. Barth & de Jong, 2017; Dinev
& Hart, 2006), as well as the burgeoning literature
on SCSs (Creemers, 2018; Kostka, 2019; Liu, 2019,
2022), our study contributes by presenting an exter-
nal technology acceptance model.

Policy Implications

¢ The implementation of data protection laws is
vital to protect citizens from data misuse. This
is particularly important as citizens generally
have positive views of surveillance technolo-
gies, despite being aware of potential risks
but often lacking detailed information.

e China's military activities in the South China

Sea, along with the potential negative envi-
ronmental impacts of its economic involve-
ment in the region, may influence Southeast
Asian citizens' acceptance of Chinese
technologies.
For countries aiming to enhance their eco-
nomic and political presence in Southeast
Asia, offering tangible benefits is crucial
for gaining acceptance from citizens in the
region.

2 | LITERATURE REVIEW

2.1 | Government-run social credit
systems in China

The Chinese government has recognised the potential of
big data as a valuable resource for influencing societal
behaviours through SCSs. These systems, developed by
state agencies at both the central and the local levels of
government, have garnered attention and even been la-
belled as ‘Orwellian’. However, their current application is
limited to provincial and local pilot projects (62 projects as
of 2022) (Drinhausen & Brussee, 2021; Li & Kostka, 2022),
which vary in their scope of application and embedded-
ness in social life (Creemers, 2018; Liu, 2019), such as the
Hangzhou government's Qianjiang Score (£%/147) and
the Jasmine Score (5#i47) of the Fuzhou provincial gov-
ernment. While some projects are less technologically
intensive, as in Rongcheng (Gan, 2019), more advanced
technology is used in Shenzhen (Creemers, 2018). These
systems operate based on reward-and-punishment
mechanisms using blacklists, redlists, or scoring indices
(Engelmann et al., 2021). For example, failure to comply
with legal judgments may result in a prohibition on pur-
chasing luxury goods or using high-speed railways and
aeroplanes (Knight & Creemers, 2021). By contrast, con-
tributions to society, such as donations or volunteering
activities, may be rewarded (Knight & Creemers, 2021).
However, the level of citizen participation in social credit
systems across the country is relatively low, with only
7% of respondents reporting awareness of being part of
a government-run pilot project, according to a survey by
Kostka (2019).
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The incorporation of diverse aspects of daily living and
the use of ‘alternative data’ (Liu, 2022) in government-
run SCSs makes China's credit systems more compre-
hensive than financial credit systems in other countries.
The party-state has afforded extensive opportunities to
generate, amass and analyse individuals' behavioural
data to determine the ‘trustworthiness’ of their actions
(Chen & Cheung, 2017). As a result, trustworthiness
seems to function alongside the existing legal structure
(Von Blomberg, 2020), with neither national nor local
legislation providing adequate personal data protection,
as observed by Chen and Cheung (2017). The process
of datafication, which transforms societal behaviour into
a data source, may lead the country to become a ‘data
state’ that uses data to control its citizens, as posited by
Cheung and Chen (2022).

While SCSs haveinherentrisks, studies have revealed
significant approval levels among Chinese citizens
(Kostka, 2019; Liu, 2022), demonstrating the general
support for surveillance technologies in China (Su
et al., 2022). Citizens with higher socio-economic status
(Liu, 2022), including wealth, education and urban res-
idency, tend to exhibit greater approval (Kostka, 2019).
Liu (2022) also suggests that older citizens, those with
higher levels of political trust and non-members of the
Chinese Communist Party are more likely to approve of
SCSs (Liu, 2022). The positive perceptions may stem
from a lack of awareness about the potential drawbacks
of SCSs, attributable to the government's tight informa-
tion control (Xu et al., 2022). Xu et al.'s (2022) experi-
mental study indicates that exposure to Western media
can lead to more critical views among informed citizens.
Conversely, citizens are likely to have less favourable
opinions of SCSs once they gain user experience
(Liu, 2022). Despite high approval rates, research has
identified a ‘participation gap’ in SCSs, driven by factors
such as limited awareness, reluctance to maintain scor-
ing systems, uncertainties about calculation analytics,
questions of voluntariness, unappealing benefits and
data privacy concerns (Li & Kostka, 2022).

2.2 | Analytical framework

To analyse the public perception of Chinese SCSs
technology outside of China, we draw on insights
from the literature on public opinion in international
relations, especially the economic interest hypoth-
esis (Naoi, 2020), political elite communication (e.g.
Sautman & Yan, 2009) and cost—benefit calculations
(e.g. Wang & Elliot, 2014). We complement these per-
spectives with studies on the privacy calculus theory
(e.g. Dinev & Hart, 2006) and the privacy—security
tradeoff literature (Davis & Silver, 2004). This allows us
to develop an external technology acceptance model
that specifically addresses public acceptance of tech-
nology when it is provided by a foreign entity.

2.21 | Perceived domestic situation

First, we investigate citizens' perceptions of their do-
mestic situation. The economic interest hypothesis in
International Political Economy posits that economic
hardship may lead to more protectionist sentiments
regarding globalisation (Naoi, 2020). In a study on
Mexico and Cuba, Hearn (2012) finds that individuals
display less positive attitudes towards China if they
fear economic competition. Examining seven African
countries, Wang and Elliot (2014) confirm that the in-
flux of Chinese workers is viewed negatively. Armony
and Velasquez (2015) conducted a study on Mexico,
Chile and Argentina, revealing that citizens who per-
ceive a decline in their national economy and personal
economic situations also hold negative perceptions
of Chinese influence (Armony & Velasquez, 2015).
Based on these findings, we hypothesise the following:
Acceptance of Chinese social credit system technolo-
gies (CSCST) is higher among citizens who perceive
their domestic economy to have improved over the
past 5years (H.1).

Research has shown that individuals who have
trust in their government institutions are more likely
to hold positive views of other countries (Armony &
Velasquez, 2015). This trust implies a belief that these
institutions can protect them from potential external
threats. The relevance of public trust in government in-
stitutions is also reflected in the literature on technology
acceptance. Pavone and Degli Esposti (2012) find that
citizens who trust their countries' institutions are more
receptive to new technologies. Therefore, we propose
the following hypothesis: Acceptance of CSCST is
higher among citizens who show higher levels of trust
in their government institutions (H.2).

We also examine political elite communication. In
their study on elite messages about European inte-
gration, Gabel and Scheve (2007) find that negative
messaging from elites decreases public support for
European integration. Flores (2018) confirms that po-
litical elites also shape public opinion towards social
groups. Using a study of public perception of China
in nine African countries, Sautman and Yan (2009)
argue that the national discourses of China among
ruling and opposition elites are the main determinants
of country-level variations in perception. Therefore,
we propose the following hypothesis: Acceptance of
CSCST is higher among citizens who perceive their
government as holding positive views about China
(H.3).

2.2.2 | Benefit-risk perceptions
towards China

Existing research has shown that citizens believe
China may bring benefits to their countries, especially
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economic benefits and such beliefs are associated with
more positive views of China (e.g. Wang & Elliot, 2014).
China, as a donor country and investor, is perceived in
a positive light, not only as a business partner (Wang &
Elliot, 2014) but also for providing everyday products at
an accessible price (Sautman & Yan, 2009). However,
studies have also identified concerns among citizens re-
garding China's global presence, such as environmen-
tal degradation risks (Armony & Velasquez, 2015; Wang
& Elliot, 2014), low-quality products, business practices
that do not adhere to national laws (Wang & Elliot, 2014),
low pay and safety risks for workers in Chinese mining
projects (Sautman & Yan, 2009). In our analytical frame-
work, we incorporate benefit options (i.e. employment
opportunities; cheap products; good-quality products;
infrastructure provision; economic growth;, more ser-
vices; other benefits; no benefits), as well as risk factors
(economic risks; military risks; environmental risks; risks
to democracy; workers' safety risks; cultural risks; other
risks; no risks). Based on this, we propose the following
two hypotheses: Acceptance of CSCST is higher among
citizens who perceive China as bringing benefits to their
countries (H.4). Conversely, acceptance of CSCST is
higher among citizens who do not perceive China as
posing risks to their countries (H.5).

2.2.3 | Perceived technology risks

Lastly, we draw on the literature on the privacy calculus
theory (e.g. Dinev & Hart, 2006) and the privacy—secu-
rity tradeoff (Davis & Silver, 2004). SCSs use technolo-
gies that collect vast amounts of personal data, which

range from simple forms to more advanced technolo-
gies like facial recognition cameras and cloud platforms
for digital data (Creemers, 2018). Dinev and Hart (2006)
have shown that privacy concerns can diminish citi-
zens' willingness to share information online (Dinev &
Hart, 2006), and Kostka et al. (2021) similarly find that
data privacy concerns explain public disapproval of
certain technologies, such as facial recognition cam-
eras. Other studies have indicated that individuals may
trade off personal privacy for perceived personal bene-
fits (Cottrill & Thakuriah, 2015), such as sacrificing civil
liberties in exchange for enhanced security and safety
(Davis & Silver, 2004). Furthermore, the functionality of
SCSs relies on utilising personal behavioural data as
a means to influence and shape citizens' behaviours
(Weinmann et al., 2016), which can potentially trans-
form into political repression (Xu, 2021).

We incorporate three technology-specific risk per-
ceptions into our model, which consider China as a
hypothetical external technology provider: risk of data
privacy violation; risk of Chinese influence on be-
haviour; and risk of political repression. Our hypothe-
ses for these technology-related risk perceptions are
as follows: Acceptance of CSCST is higher among cit-
izens who do not perceive Chinese social credit sys-
tem technology to bring risks of data privacy violations
(H.6), risks of Chinese influence on behaviour (H.7)
and risks political repression (H.8).

We also include sociodemographic control variables
in our model, namely age, gender, education and in-
come. Figure 1 provides an overview of the analyti-
cal framework of our external technology acceptance
model.

Perceived domestic situation

Economic performance
Trust in government institutions
Government attitude towards China

H.1-H.3

Benefit-risk perceptions towards China

Perceived benefits from China
Perceived risks from China

Risk perceptions towards
Chinese social credit system technologies

Data privacy
Chinese influence on behavior
Political repression

H.4-H.5 Acceptance of Chinese

—_—) social credit system
technologies

H.6-H.8

FIGURE 1 Analytical framework.

85U8017 SUOWWIOD A0 8|t jdde ayy Aq peuseno a1e ssoile VO ‘8sN JO SainJ o} Akeidi8uljuO AB[IA UO (SUOTIPUOO-PUR-SWBIALI0D" A3 1M AeIq Ul |UO//Sdhy) SUOBIPUOD pue SWe 1 8y} 88S [202/90/7T] Uo AkeqiTauljuo A8|im ‘ulleg leseAlun aeiH Aq LEEET 6685-85.T/TTTT OT/I0P/WO0D A8 |1 Afe.q 1 jpulu0//:SANY WOy papeojumoa ‘Z ‘¥20Z ‘668585LT



318 |

RABE and KOSTKA

3 | METHOD AND DATA
3.1 | Country selection

We selected four Southeast Asian countries: Thailand,
Indonesia, Malaysia and the Philippines. These coun-
tries present interesting cases because they strive to
balance their economic and political interests while
navigating the dynamics between China and the United
States.

The relationship between Thailand and China
has strengthened since Thailand's military junta
rose to power in 2014, resulting in somewhat cooler
relations with the US (Hewison, 2018; Suorsa &
Thompson, 2017, p. 69). However, the historical com-
plexities of the China—Thailand relationship, marked
by China's support for the Communist Party of
Thailand during the Cold War and contrasting US mil-
itary and economic support, should not be overlooked
(Hewison, 2018, p. 119; Suorsa & Thompson, 2017,
pp. 66—67). Currently, Thailand appears to be em-
ploying a hedging strategy between China and
the US (Suorsa & Thompson, 2017, pp. 68-69). In
economic terms, China's foreign direct investment
(FDI) in Thailand reached USD 9.9billion by 2021
(MOFCOM et al., 2022), with Thailand also ranking as
the third-largest recipient of Chinese exports based
on pre-pandemic data from 2019 (WITS, 2019). The
Thai military junta has also welcomed the increase in
Chinese tourism, viewing it as an indication of sup-
port for its rule (Hewison, 2018, p. 121).

Indonesia, despite having territorial disputes with
China in the Natuna Sea (Darmayadi & Purnamasari,
2022, pp. 45—46), continues to strengthen its economic
cooperation with China (Zhou, 2023). As of 2021,
China's FDI in Indonesia reached USD 20billion,
the highest among the four countries (MOFCOM
et al., 2022). However, President Joko Widodo's ef-
forts to boost Chinese investments in Indonesia have
faced domestic opposition (Anwar, 2019, p. 158). A
2017 survey revealed that Indonesians view China's
expanding economic influence with scepticism and
harbour resentment towards ethnic Chinese citizens
in Indonesia (Anwar, 2019, p. 157).

Despite the territorial conflicts between China
and Malaysia in the South China Sea (Gerstl, 2020),
Malaysia seems to have accepted China's regional ar-
chitecture (Abuza, 2020, p. 116). Although Malaysia has
canceled some Chinese investment projects recently
(Gerstl, 2020), Chinese FDI in Malaysia amounted
to USD 10.4billion in 2021 (MOFCOM et al., 2022).
Former Prime Minister Mahathir revised Malaysia's ear-
lier stance on Chinese Belt and Road endeavours, con-
sidering them as a financial opening (Abuza, 2020, p.
122), while Chinese investments have also been politi-
cally instrumental for Malaysia as a source of economic
development (Freedman & Bekele, 2022).

The China—Philippines relationship is ambiguous.
In 2016, the Philippines won a territorial dispute in the
South China Sea at the Permanent Court of Arbitration
in The Hague (Phillips et al., 2016). However, the
Philippines also wanted to become a founding member
of the Asian Infrastructure Investment Bank, initiated
by China and is part of the Regional Comprehensive
Economic Partnership (RCEP) (Palanca & Ong, 2019,
p. 94). Under former President Rodrigo Duterte, the
Philippines pursued a strategy of appeasement to at-
tract Chinese investment (Arugay & Baquisal, 2023, p.
35; Manantan, 2019, p. 643). Yet, by 2021, the country
had the lowest Chinese FDI among the four countries,
totalling USD 0.88billion (MOFCOM et al., 2022). The
Philippines continues to seek favourable relations with
both China and the US in an effort to gain benefits from
both sides (Mantan, 2019).

The interplay between security-related concerns and
economic interests, along with the strategic positioning
of the four countries amid the great power rivalry be-
tween China and the US, presents a compelling con-
text for analysis.

3.2 | Survey data and analysis

We conducted an online public opinion survey in March
2021 in the four Southeast Asian countries by using an
international survey company. The survey was carried
out in English in the Philippines and Malaysia and was
professionally translated into Thai and Indonesian. The
survey company utilises its own panels and collabo-
rates with websites and platforms for open sampling.
Survey participants were unaware of the survey's topic
when they opted in and were rewarded for taking part in
the survey (among others, taxi vouchers and shopping
gift cards).

We employed a nonprobability sampling method and
established quotas based on age (18—64) and gender,
derived from population census data. We excluded in-
valid respondents from the final sample population, in-
cluding speeders, respondents who failed consistency
checks, individuals who used a login ID more than once
and those who did not complete the survey. As a result,
we achieved a completion rate of valid answer sheets
of 85.3% and a final sample population of 6204 respon-
dents (Thailand: 1544 respondents; Indonesia: 1554
respondents; Malaysia: 1543 respondents; Philippines:
1563 respondents). Among the respondents, 50.3%
identified as ‘male,” 49.5% as ‘female,” and 0.2% as
‘other” Table S1 describes the sample populations in
each country. Tables S2 and S3 provide summary sta-
tistics of the demographic variables, as well as our de-
pendent and independent variables.

The questionnaire comprised 36 questions that were
grouped into subthemes. For our dependent variable
of citizens' acceptance of Chinese SCS technologies,
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respondents received a three-sentence but non-leading
introduction. The introduction was intentionally kept as
short as possible to mirror the reality of limited general
knowledge among citizens regarding SCSs: ‘China is
currently implementing national and local social credit
scoring systems. Positive behavior, such as buying envi-
ronmentally friendly products, increases the credit score
and is rewarded. Negative behavior, such as not paying
for bills, can be punished.” In our inquiry, we focused on
a general system that does not require the replication
of local Chinese pilot projects. However, we included
the most important aspect: providing rewards or pun-
ishments based on perceived positive and negative be-
haviours. It is worth noting that the examples mentioned
in our study do not necessarily mirror the actual Chinese
pilot projects. Following the introduction, respondents
were asked ‘Would you accept or oppose if a social credit
system is being introduced in the country you live in?’
They were presented with Likert-scale answer options
ranging from 1 to 5 (1=Strongly oppose; 2=Somewhat
oppose; 3=Neither oppose nor accept; 4=Somewhat
accept; 5= Strongly accept). Subsequently, respondents
were asked, ‘Would you accept or oppose if the tech-
nology for a credit scoring system is being provided by
Chinese firms?’ using the same Likert-scale options.

We analysed our data by using descriptive statis-
tics for both questions to compare citizens' acceptance
rates of SCSs with their acceptance of Chinese SCS
technologies. In addition, we employed ordered logistic
regression to test our external technology acceptance
model. Table 1 provides a summary of our variables,
measurements and hypotheses.

4 | RESULTS

41 | Citizens' acceptance of social credit
systems and Chinese social credit system
technologies

We find that citizens in all four countries are more in-
clined to accept than oppose the implementation of
government-run SCSs in their countries. Among the
respondents, 50% would strongly or somewhat ac-
cept an SCS in their respective countries, while only
15% indicated strong or somewhat strong opposition.
Although acceptance rates were generally higher than
opposition rates across all countries, there are slight
variations (Figure 2): In Thailand, citizens displayed the
highest level of positivity, with 56% of respondents stat-
ing they would strongly or somewhat accept SCS in their
country. The acceptance rates are slightly lower in the
Philippines (52% of respondents) followed by Malaysia
(47%), and the lowest in Indonesia (45%). Only 13% of
our respondents in Thailand would strongly or some-
what oppose an SCS, followed by Indonesia (15%), and
Malaysia and the Philippines (17% each).

In terms of citizens' acceptance of China providing
technologies for SCSs in their countries, there is still
a tendency for more positive than negative attitudes
across all countries. However, the acceptance rates
are much lower compared with the previous question:
While over 50% of respondents expressed accep-
tance for SCSs in their countries, now only 37% would
strongly or somewhat accept if China provided these
technologies. By contrast, 22% of respondents state
they would strongly or somewhat oppose the introduc-
tion of Chinese SCS technologies (an increase from
the 15% opposition rates for SCSs).

We also observe significant variations across coun-
tries and changes in the figures above. As displayed
in Figure 3, the Philippines experienced a notable de-
cline in acceptance of a Chinese SCS, with only 34% of
respondents indicating strong or somewhat strong ac-
ceptance (down from 52% for SCSs). Conversely, 28%
of those surveyed expressed strongly or somewhat
strong opposition to a Chinese SCS (up from 17% for
SCSs). This change resulted in the Philippines having
the lowest acceptance rate among the four countries.

In Thailand, citizens hold the most positive attitudes
towards Chinese SCS technologies. However, the
acceptance rates have also significantly decreased.
While 56% of respondents express acceptance for
SCSs in general, only 44% would strongly or some-
what strongly accept a Chinese SCS in Thailand. While
there has been an increase in the proportion of citizens
holding neutral positions, there has also been a rise in
the share of citizens who would strongly or somewhat
strongly oppose a Chinese SCS (17% compared with
13%). Moreover, acceptance rates among citizens in
Indonesia and Malaysia have decreased. In Indonesia,
only 37% of the respondents indicated strong or some-
what strong acceptance of having Chinese SCS tech-
nologies in their countries (down from 45%), while 22%
expressed negative opinions (up from 15%). Similarly,
in Malaysia, acceptance rates of Chinese SCS technol-
ogies dropped to 35% (down from 47%), and 23% of
respondents expressed strong or somewhat strong op-
position to having a SCS in their country (up from 17%).

These comparative findings suggest that citizens do
not inherently hold positive attitudes towards SCSs.
However, it does make a difference where the technol-
ogies used in such systems originate, as public opinion
becomes more critical if they are provided externally
from China.

4.2 | Explaining citizens' acceptance
rates of Chinese social credit system
technologies

By using the software R, we conducted an ordered lo-
gistic regression to examine the effects of three sets
of factors on citizens' acceptance rates of Chinese
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TABLE 1

Measurements and hypotheses.

Category and survey questions

Mesurements

Hypotheses

Perceived domestic situation

Economic performance

Compared to 5years ago, do you think
the economy of the country you live in
is doing...?

Trust in institutions

How much do you trust institutions
in the country you live in, such as
government and police?

Government attitude towards China
How do you perceive the government's
attitude of the country you live in

towards China?

Benefit-risk perceptions towards China

What kind of benefits do you believe
China brings to the country you live
in?

What kind of risks do you believe China
brings to the country you live in?

1=Much worse, 2=Somewhat worse,
3=Remain the same, 4=Somewhat
better, 5=Much better

1=Not at all, 2=Very little, 3=Neutral,
4=Somewhat, 5=A lot

1=Very negative, 2=Somewhat
negative, 3=Neutral, 4=Somewhat
positive, 5= Very positive

Employment opportunities | cheap
products | good-quality products |
education benefits | economic growth
| more services | more services | no
benefits

For all listed above: 0=No, 1=Yes

Economic risks | military risks |
environmental risks | risks to
democracy | workers' safety risks |
cultural risks | no risks

For all listed above: 0=No, 1=Yes

Risk perceptions towards Chinese social credit system technologies

What would be the main potential risks
if a Chinese firm were providing the
technology for a social credit score
system in the country you live in?

Socio-demographics
Gender

Age

Education

Income

Data privacy risks | risk of Chinese
influence on behaviour | risks of
repression / no risks

For all listed above: 0=No, 1=Yes

1=Male, 2=Female
In years (open)

1=1don't have a formal education,
2=High school diploma,
3=Vocational training, 4=Bachelor's
degree, 5=Master's degree,
6 =Master's degree or higher

1=Low income, 2=Low-middle income,
3=Middle income, 4=Middle-upper
income, 5=Upper income

Acceptance of Chinese social credit system
technologies (CSCST) is higher among
citizens who perceive their domestic
economy to have improved over the past
5years ago (H.1)

Acceptance of CSCST is higher among citizens
who show higher levels of trust in their
government institutions (H.2)

Acceptance of CSCST is higher among citizens
who perceive their government as holding
positive views about China (H.3)

Acceptance of CSCST is higher among citizens
who perceive China as bringing benefits to
their countries (H.4)

Acceptance of CSCST is higher among citizens
who do not perceive China as posing risks
to their countries (H.5)

Acceptance of CSCST is higher among citizens
who do not perceive Chinese social credit
system technology to bring risks of data
privacy violation (H.6), risks of Chinese
influence on behaviour (H.7), and risks of
political repression (H. 8)

SCSs: perceptions towards the domestic situation,
benefit-risk perceptions towards China and per-
ceived risks associated with Chinese social credit
system technologies. We included controls for age,
gender, education and income. The results of our or-
dered logistics regression analysis are presented in
Figure 4 as odds ratios, where values greater than
1 indicate a positive relationship, values less than 1
indicate a negative relationship and values equal to
1 indicate no relationship. Table S4 reports the vari-
ance inflation factors (VIFs).

First, we examined citizens' perceptions of their do-
mestic situation and their acceptance of Chinese SCS
technologies. Our findings reveal a significant and
positive association between citizens' view of their do-
mestic economic performance and their acceptance
rates of Chinese SCSs. This association is particu-
larly strong and positive in Thailand, Indonesia and
the Philippines and strong and significantly positive in
Malaysia. These findings support H.1: Acceptance of
CSCST is higher among citizens who perceive their
domestic economy to have improved over the past
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Thailand 13% [
Indonesia 15% -
Malaysia 17% -
Philippines 17% [N

m Strongly oppose = Somewhat oppose

Neither oppose nor accept

Somewhat accept = Strongly accept

FIGURE 2 Citizens' acceptance rates of social credit systems in Southeast Asian countries (in percentage of respondents by country).
Survey question: Would you oppose or accept if a social credit system was introduced in the country you live in?

Thailand 17% [N
Indonesia 22% _

Malaysia 23% _
Philippines 230 [

B Strongly oppose ® Somewhat oppose

Neither oppose nor accept

- 44%
| Bl

Somewhat accept = Strongly accept

FIGURE 3 Citizens' acceptance rates of Chinese social credit system technology in Southeast Asian countries (in percentage of
respondents by country). Survey question: Would you accept or oppose Chinese firms providing technology for a credit scoring system?

5years. In addition, the results indicate that citizens'
trust in domestic institutions is very strongly, signifi-
cantly and positively associated with their perceptions
of Chinese SCSs in all countries, except for Indonesia.
Thus, we find support for H.2 except for Indonesia,
namely that acceptance of CSCST is higher among
citizens who show higher levels of trust in their gov-
ernment institutions. The analysis of citizens' percep-
tions regarding their government's attitude towards
China shows a very strong, significant and positive as-
sociation with citizens' acceptance of Chinese SCSs.
This finding supports H.3: Acceptance of CSCST is
higher among citizens who perceive their government
as holding positive views about China. In conclusion,
our analysis indicates that citizens' perceptions of their
domestic situation play a significant role in shaping
their views on the acceptance of China providing SCS
technologies to their countries, except for Indonesia
and its trust in institutions.

Secondly, we investigated citizens' perceptions of
China bringing benefits and risks to their countries

and their acceptance of Chinese SCS technologies.
Our findings indicate that six of the seven benefit fac-
tors show significant levels of positive association. In
all four countries, citizens who perceive China to bring
economic growth opportunities, employment opportu-
nities, and products of good quality are also more likely
to be in the group of citizens who would accept Chinese
SCS technologies. Infrastructure provision by China is
significantly and positively associated with acceptance
rates in all countries except the Philippines, while ser-
vice provision is significantly and positively associated
with acceptance rates of Chinese SCSs in all countries
except Indonesia. Therefore, we find supporting evi-
dence for H.4: Acceptance of CSCST is higher among
citizens who perceive China as bringing benefits to their
countries. However, it is important to acknowledge that
the perceived benefits of Chinese infrastructure pro-
vision have no effect on acceptance rates of Chinese
SCS technologies in the case of the Philippines, and
the perceived benefits of service provision do not seem
to matter in the case of Indonesia. Figure 5 illustrates

85U8017 SUOWWIOD A0 8|t jdde ayy Aq peuseno a1e ssoile VO ‘8sN JO SainJ o} Akeidi8uljuO AB[IA UO (SUOTIPUOO-PUR-SWBIALI0D" A3 1M AeIq Ul |UO//Sdhy) SUOBIPUOD pue SWe 1 8y} 88S [202/90/7T] Uo AkeqiTauljuo A8|im ‘ulleg leseAlun aeiH Aq LEEET 6685-85.T/TTTT OT/I0P/WO0D A8 |1 Afe.q 1 jpulu0//:SANY WOy papeojumoa ‘Z ‘¥20Z ‘668585LT



17585899, 2024, 2, Downloaded from https://onlinelibrary.wiley.com/doi/10.1111/1758-5899.13337 by Freie Universitaet Berlin, Wiley Online Library on [14/06/2024]. See the Terms and Conditions (https://onlinelibrary.wiley.com/terms-and-conditions) on Wiley Online Library for rules of use; OA articles are governed by the applicable Creative Commons License

RABE and KOSTKA

322

oney sppo
0e sz 0Z S§L 0L SO
! ; g i | :
ZviQL [
16860
wreL0
m~ﬁ.o [
_ B
1
% '
L_mn?.o [
11008959

sauiddijiyd

oney sppPo
c_N m..~ oL S0

L&hr

«-897G°1L

wel892'L,
Bvent

eisAejep

oney sppPo
0Z S’L o'l S0

' ' ! .

e POVLL " [
BEC i
TR I
" L
0081 | [
o'y ]
weblIEL | i
: 5

BISAUOPU|

oney sppo
0 §Z 0Z S 0L S0

- uonedn|
2o : P3

- aby
.rmﬁx.o

- lapug
ey pus9

saydesBowag-orno0g
- SYSIY ON
- uoissaiday [eanljod

et JolABY2g U0 22UaNYU| asaUIYD
= - sysiy Aoeaud ejeq
WBELLD
| ABojouyda] §9§ #saulyD SpPJemMo] SYSIN PaAladiag
- Sysiy Aeppy
.wwﬂm.o
% - sysiy Kajes Jaxiom
- Aoesoowa(q 0] syst
.ﬂ?]o. g 0L Sysiy
.% - Sysiy |eImny

- SYSIY JIWOUOD’
]gl.wv o S 3

- SYSIY [BJUBLUUOIIAY
99860 S 1) 3

.|Naﬂ1 - sanunuoddo uoneanp3

- sjnpoid Ajenp poos

...nmvv.m

- S20IJaG IOy

1
1
1
1
Jnl._ - UDISINOIg mon|seyu|
SEBTL :
1
1
1

.|w”¢|._.. - saunpoddQ juswiopdwz
o - YIMOJS) 2IWOU02]
.tmmmo.w d
- sjpnpoid Jadeat
.I“l.wn 50 Poid yo
| eulyo spsemo) suondasiag

1
.mmmﬂ - BUIYD) SPJEMO | SpMIN]y JUSWILLISAOS)

- - SUORNJSU| JUBWIWIBADSD Ul IsnJ |
wEDIEL,

02611
1

- B0UBWLIOLSH JIWOU0DT

uoneNnyIs 911SIWO( PaAIadIad

puejiey
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the percentages of respondents selecting each benefit
factor as important to their countries.

While most of the aforementioned benefit factors
demonstrate a positive association with citizens' ac-
ceptance of Chinese SCS technologies across the four
countries, we do not find significant associations with
most of the potential risk factors. The exception is per-
ceived military risks, which show a significant and neg-
ative relationship with citizens' acceptance of Chinese
SCSs in all countries except Indonesia. Furthermore,
environmental risks and economic risks are signifi-
cantly and negatively associated with respondents' ac-
ceptance rates of Chinese SCSs only in the Philippines.
As a result, we cannot confirm H.5 except for military
risks in Thailand, Malaysia and the Philippines and ad-
ditionally for economic and environmental risks in the
Philippines: Acceptance of CSCST is higher among
citizens who do not perceive China as bringing risks
to their countries. Thus, despite a notable portion of
citizens expressing concerns that China would bring
risks to their countries (see Figure 6), most of these
perceived risks do not have a significant negative effect
on citizens' acceptance rates of Chinese SCSs.

Lastly, we investigated specific factors related to
technology acceptance and the acceptance of Chinese
SCS technologies. We find that perceived risks of data
privacy violation resulting from China providing SCS
technologies are significantly and negatively associated
with acceptance rates of Chinese SCSs in all countries
except for the Philippines. Similarly, perceived risks of
external influence on citizens' behaviour are signifi-
cantly and negatively associated with acceptance rates
of Chinese SCS technologies, except for Indonesia. In
addition, perceived risks of political repression show

a significant and negative association with accep-
tance rates of Chinese SCS technologies, except for
Thailand. Therefore, we find varied support for H.6—
H.8: full support for Malaysia and partial support for
Thailand, Indonesia and the Philippines: Acceptance
of CSCST is higher among citizens who do not per-
ceive Chinese social credit system technologies to
bring risks of data privacy violation (H.6 except for the
Philippines), risks of Chinese influence on behaviour
(H.7, except for Indonesia) and risks of repression (H.8,
except for Thailand). Figure 7 summarises the percent-
ages of respondents across the four countries who be-
lieve Chinese SCS technologies would bring specific
technology-related risks to their countries.

Among our sociodemographic control variables,
only age shows a significant association with citizens'
acceptance rates of Chinese SCSs. Younger citizens
are more likely than older citizens to accept Chinese
SCS technologies. In Indonesia, higher income is also
associated with higher acceptance rates of Chinese
SCS. However, we do not find a strong association
between gender and education and citizens' views of
Chinese SCS technologies.

5 | DISCUSSION

Our study makes several important contributions. Previous
research suggests that Chinese citizens hold surprisingly
positive views of SCSs, with 80% of respondents express-
ing favourable attitudes towards them (Kostka, 2019;
Liu, 2022). Our study reveals that while such positive at-
titudes towards SCSs are considerably lower in other
Asian countries, they remain relatively high at an average
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of 50%, compared with a much lower opposition rate
(15%). Furthermore, our findings highlight that knowing the
provider of SCS technology has a significant impact on
public perception. Notably, if the provider is from China,
attitudes in all four countries surveyed become more
negative. In the Philippines, for example, positive views
would drop from 52% to 34%. Research has noted rising
threat perceptions towards China in Southeast Asia (Silver
et al., 2019; Yeremia, 2022), and our study acknowledges
that the ‘China factor’ may lead to a decline in favourable
attitudes towards technology adoption.

Moreover, our research reveals that the perception
of the local environment is a significant predictor of the
adoption of external technologies. Therefore, our find-
ings underscore the importance of the economic interest
hypothesis (Armony & Velasquez, 2015; Hearn, 2012;
Naoi, 2020), trust in government institutions (excluding
Indonesia) (Armony & Velasquez, 2015; Pavone & Degli
Esposti, 2012) and elite mass communication (Gabel &
Scheve, 2007; Sautman & Yan, 2009).

We also observed that perceptions of general bene-
fits provided by China positively spill over into citizens'
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acceptance of China as a technology provider. This is
consistent with prior studies on public opinion in interna-
tional relations, which have highlighted the importance of
China bringing economic growth (Sautman & Yan, 2009;
Wang & Elliot, 2014). Our findings also align with previ-
ous studies that concern among respondents regarding
the potential risks China could pose to their countries
(Armony & Velasquez, 2015; Wang & Elliot, 2014).
Interestingly, most of these risks have no effect on how
citizens view Chinese SCS technologies; the exception
is military risks, which exhibit a negative relationship with
citizens' acceptance rates of Chinese SCSs, except in
Indonesia. In the Philippines, perceived environmental
and economic risks also harm citizens' acceptance rates
of Chinese SCS technologies. Thus, citizens seem to
weigh economic benefits more heavily than risks related
to the environment, workers' safety, or political freedom
when making a cost—benefit calculation.

By contrast, we found that two of three technology-
specific risk factors exhibit statistical significance in all four
countries. Although the privacy calculus theory on tech-
nology acceptance posits that concerns regarding data
privacy and surveillance would not impede the accep-
tance of certain technologies (Davis & Silver, 2004), we do
not find support for the theory in our four country cases,
nor did we find the existence of the privacy paradox in
our study. The finding that technology-specific risks, rather
than most of the perceived general threats from China, are
significantly and negatively associated with citizens' ap-
proval of Chinese SCSs is particularly noteworthy. Since
technology-specific factors in our study are relevant in all
of the four countries, regardless of their differing relations
with China, we propose the hypothesis that technology-
specific risks play an important role in citizens' acceptance
of external technology. This acceptance is not solely influ-
enced by geopolitical considerations or general, long-term
threats posed by the external technology provider. Further
research could also examine other countries and technol-
ogies to validate this hypothesis.

Our findings have some limitations. Firstly, our re-
sults may lean towards higher acceptance rates due to
‘coverage bias’ (Van Dijk, 2005), as the survey excluded
citizens without internet access. Additionally, the rewards-
based recruitment scheme for survey participants might
have contributed to high acceptance rates. It is also pos-
sible that citizens may have expressed lower acceptance
rates if they had been better informed about the poten-
tial risks associated with SCSs. Furthermore, our sur-
vey did not differentiate between different ethnic groups
(e.g. Thai and Muslim societies or Indonesian and ethnic
Chinese communities in Indonesia). Varying societal un-
derstandings of concepts like ‘privacy’ and ‘social credit’
could have influenced the participants' responses, and
the translations of these concepts into other languages
may have altered their meanings. Kitiyadisai (2005) notes
that the concept of ‘privacy’ in Thailand has historically
carried a more negative connotation than in European or

North American contexts. As the survey was structured
and distributed through online channels, we were unable
to provide clarifications. Further experimental research
incorporating vignettes could explore whether more in-
formation about SCSs affects acceptance rates. In-depth
interviews might yield insights into divergent conceptual
understandings, including among societal groups not
covered in this study.

6 | CONCLUSION

Based on an online opinion survey, this article reveals
that citizens in Thailand, Indonesia, Malaysia and the
Philippines exhibit high levels of acceptance towards
the still hypothetical implementation of Chinese SCS
technologies in their countries. These high accept-
ance rates correlate significantly with the perception
that China offers economic opportunities, while con-
cerns about non-traditional security threats do not sig-
nificantly diminish citizens' positive attitudes towards
Chinese SCSs in most cases. Younger citizens, in par-
ticular, are more likely to view the provision of SCSs by
Chinese companies to their countries positively. In ad-
dition, citizens who view their countries' domestic situ-
ations positively are more likely to have positive views
of Chinese SCSs, while specific risks associated with
the technology may lead to lower levels of acceptance.

Citizens' positive attitudes towards SCSs, which re-
ward or penalize behaviours beyond legal frameworks
and social norms, highlight the need for governments to
enact data protection laws. These laws should delineate
boundaries for the collection, storage, use and trans-
fer of citizens' data and ensure transparency about how
and why data is being collected. Similarly, the estab-
lishment of oversight bodies, along with accessible con-
tact points for individuals, is important for adequately
addressing the risks of data misuse. Although citizens
generally have positive views of SCSs, their views might
shift with greater awareness of the associated risks. The
situation calls for measures to enhance citizens' aware-
ness of the risks of digitalisation and data collection.
Further research is essential to identify potential gaps
that SCSs could fill in these four countries and to con-
sider alternative solutions for these gaps.

While most risk factors did not significantly alter pos-
itive attitudes towards SCSs, military risks and environ-
mental risks did have an impact. As China continues to
expand its digital overseas investment, it may need to
mitigate territorial tensions in the region to reduce per-
ceptions of fear and ensure adherence to high environ-
mental standards in its overseas investment activities.
Finally, as the four Southeast Asian countries navigate
the complex dynamics of great power involving China
and the US, it is important for non-regional countries
seeking regional influence to demonstrate how their
bilateral relations can tangibly benefit the lives of the
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region's citizens. Our findings suggest that such tangi-
ble benefits are critical for garnering citizen support for
their presence in the region.
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