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Abstract: The paper explores the phenomenon of anonymous news channels on Russian Telegram,
which have become increasingly popular in recent years. Drawing on 25 self-confrontation interviews,
we answer the following questions: Do users trust anonymous news? If not, why do they keep
using this information source? How does a restrictive socio-political context influence users’ trust
in alternative news sources? Our results show that, in Russia, the concept of trust is linked to the
normative democratic understanding of journalistic functions. At the same time, many users believe
that trust in media is not at all necessary and develop individual strategies to navigate a “chaos of
narratives”. The paper discusses Telegram’s role in shaping trust or distrust in news.
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1. Introduction

In recent decades, media consumption has undergone a significant transformation
marked by noticeably lower trust in mainstream media (Newman et al. 2023). Against the
backdrop of eroding media trust, coupled with rising populism and the growing polariza-
tion of public communication, citizens increasingly turn to alternative news sources. In
authoritarian settings, this dynamic is further intensified by state censorship and many
people’s need to circumvent this intervention. This article explores the phenomenon of
anonymous news channels on Telegram (TG), which have gained popularity among Rus-
sian users over the past six years. Political TG news channels with several hundreds of
thousands of followers wield influence comparable to the country’s leading professional
media (Medialogia 2019). The messaging application was officially banned in Russia in 2018,
but this ban only increased TG’s popularity. Due to its perceived security (Herasimenka
et al. 2022), the messaging platform has become popular in restrictive media environ-
ments such as Iran, Belarus, and Hong Kong (Al-Rawi 2022). Since the outbreak of the
pandemic, TG has also become increasingly popular in Western countries (Newman et al.
2023), especially for fringe communities that often challenge the mainstream discourse
(Herasimenka et al. 2022).

The current paper aims to explore the perception of anonymous TG news channels’
trustworthiness by their followers. We ask: Why do people use anonymous news channels,
and do they trust them? How is this trust related to the understanding of trust in Western
media contexts? This explorative study was conducted in 2020, so our conclusions reflect
mostly the period before Russia’s full-scale invasion of Ukraine. The study results help
elucidate the role of media use in today’s Russia, where TG is increasingly important since
major foreign social media networks were banned in 2022 (Romir 2022). More broadly, this
study explores individual user strategies in the anonymous news environment, contributing
to the stream of research on trust in social media news.

The concept of media trust and the challenges of measuring this variable have been
thoroughly studied by Western media scholars (Daniller et al. 2017; Strömbäck et al. 2020;

Soc. Sci. 2024, 13, 180. https://doi.org/10.3390/socsci13040180 https://www.mdpi.com/journal/socsci

https://doi.org/10.3390/socsci13040180
https://doi.org/10.3390/socsci13040180
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/socsci
https://www.mdpi.com
https://doi.org/10.3390/socsci13040180
https://www.mdpi.com/journal/socsci
https://www.mdpi.com/article/10.3390/socsci13040180?type=check_update&version=1


Soc. Sci. 2024, 13, 180 2 of 14

Fisher 2016; Arguedas et al. 2023). Conversely, researchers have seldom studied media
trust in authoritarian contexts (Tsfati and Ariely 2014; Gainous et al. 2019). Western bias
constitutes a significant gap in this research stream (Fawzi et al. 2021), and this oversight is
unfortunate because media practices in restrictive contexts are considered “fundamentally
different” from their democratic counterparts (Dal and Nisbet 2022, p. 4). While some
patterns of social media use are universal, the awareness of state censorship, as well as
the lack of transparency and reliable information in public communication, presumably
influence the development of users’ trust in news sources.

The Edelman Trust Barometer ranks Russia among the countries with the lowest
trust in institutions, including media (Edelman 2019). What exactly do Russians mean
by “trust in media,” and do TG users trust alternative news channels more than profes-
sional media? How do anonymous news channels establish trust? Our study is based
on 25 self-confrontation interviews (Kümpel 2019) with followers of anonymous political
news channels on Russian TG. The sample shows a bias toward media-related professions;
however, this bias reflects these users’ significant role in the political news landscape on
TG (Rubin 2018; Salikov 2019).

In this study’s semi-structured interviews, we asked users about anonymous TG
channels’ role in their media diets, the trustworthiness of such channels’ content, and how
and why they used these channels. Additionally, we asked participants to access these
channels during the interviews while employing a ‘think aloud’ technique. The interviews’
self-confrontation part aimed to allow us to observe and explain users’ interactions with
content and understand why news published on anonymous channels merited users’
attention. We also asked interviewees about their general trust in media and their trust in
political TG channels particularly.

The remainder of this paper is structured as follows. First, we outline the major
challenges and outcomes of previous research on trust in media. Then, we introduce the
Russian context while focusing on TG’s role in the media environment. Next, we present our
methodology and results sections. Subsequently, we discuss TG users’ navigation patterns
and the phenomenon of (dis)trust in anonymous news channels, and we contextualize our
findings in the broader context of research on trust in media.

2. Trust in News in and beyond the Western World

The gradual decrease in trust in media worldwide over recent decades (Newman
et al. 2023) has fueled a wide range of studies on this phenomenon (Fisher 2016; Daniller
et al. 2017; Arguedas et al. 2023). Recent attempts to conceptualize trust in media have
highlighted several challenges in this strand of research (Strömbäck et al. 2020; Prochazka
and Schweiger 2019; Majerczak and Strzelecki 2022).

First, no definition of trust has been universally accepted in relation to media (for an
overview, see Strömbäck et al. 2020). The notion of trust is often used interchangeably with
credibility and trustworthiness, and it is usually linked to an audience’s expectation of fair,
accurate, and objective reporting (Kalsnes and Krumsvik 2019). Thus, this understanding
is rooted in the normative approach of democratic journalism tradition. The definitional
challenge is even further complicated by the different levels of trust in media, which can
include trust in a media organization, in media content, or in the institution of media and
journalism as such (Pjesivac et al. 2016; Strömbäck et al. 2020).

The second challenge is measuring trust in media. Surveys usually do not specify
what exactly is meant by trust, allowing respondents to decide their own definitions, which
might cause methodological confusion—especially in cross-country comparisons (Gainous
et al. 2019; Fisher 2016). Some scholars view distinction between trust and distrust as
problematic, arguing that there exist different attitudes toward media sources embedded in
users’ media practices, which go beyond this dichotomy (Schwarzenegger 2020; Pasitselska
2022). Quiring et al. call for a clear distinction between “constructive media skepticism”,
which is associated with higher generalized media trust, and “dysfunctional media cyn-
icism”, which is linked to lower media trust in democratic contexts (Quiring et al. 2021,
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p. 3497). Schwarzenegger (2020) suggests the concept “pragmatic trust”, which describes
the lived experience of users in their confrontation with media sources. He distinguishes
between three interrelated dimensions of individual epistemologies in news consumption:
(1) selective criticality, (2) pragmatic trust, and (3) competence–confidence (Schwarzeneg-
ger 2020, p. 369). Drawing on his concept, Pasitselska (2022) explores audiences’ media
navigation strategies in eastern Ukraine before Russia’s full-scale invasion. Based on focus
groups and individual interviews, she distinguishes between three types of verification
practices (p. 179). The first is pragmatic trust, which entails relying on sources that are
perceived to be ideologically similar. The second is skepticism toward individual news
sources despite trust in media as an institution. Finally, the third is distrust of media as an
institution and a generally cynical attitude.

The third challenge relates to the word media in the phrase ‘trust in media’ (Strömbäck
et al. 2020), and this difficulty makes the previous two challenges even more complex.
What kinds of media do we refer to in the highly diversified context of today’s media
environment? Should we now distinguish not only between press, television, and online
news portals but also between different social media platforms and search engines as news
providers? In the rich media environment, people tend to be exposed to an almost endless
variety of information sources with a very little or no knowledge about their background
and reputation. Arguedas et al. (2023) have analyzed construction of trust in unfamiliar
sources exploring different kinds of cues which help people “more quickly and efficiently
judge the trustworthiness of the news” (p. 24), “especially when it came to news from
sources they did not habitually use or have significant knowledge about” (p. 10), and
concluded that some specific cues were more or less easily noticeable depending on the
media context. According to their findings, the variation across countries was less salient
than across particular platforms—news websites, social media (Facebook), messaging apps
(WhatsApp), and search engines (Google), the usage of which has resulted “in different
kinds and combinations of heuristics” (p. 26).

The final challenge relevant to our study is researching trust in media beyond the
Western world. The normative concept of trust in media is rooted in the democratic tradi-
tion of journalism and linked to the ideal of an informed citizenry. However, journalism’s
functions and expectations for news reporting might vary, depending on socio-political con-
texts (Hanitzsch 2007). Therefore, the conceptualization of trust in media can be even more
challenging in (semi-)authoritarian contexts than democratic contexts. This complication
might explain previous related research’s almost exclusive focus on democratic contexts
(Gil de Zúñiga et al. 2019; Fisher 2016), with few exceptions (Gainous et al. 2019; Tsfati and
Ariely 2014). This is unfortunate, in our view, since today’s authoritarian regimes—which
usually tolerate a certain degree of press freedom (Toepfl 2020)—present an important
context in which to analyze trust in media.

A cross-country analysis of the World Values Survey’s data demonstrated that state
ownership of television networks positively correlated with trust in media in democratic
societies but was negatively associated with trust in media in nondemocratic societies
(Tsfati and Ariely 2014). A study of Malaysia’s restrictive media environment (Gainous et al.
2019) associated trust in traditional media with a pro-state political orientation, whereas
people with oppositional views tended to trust online news sources.

Moreover, research on post-communist societies has shown that political regimes that
have failed to transition to democracy generally cultivate high levels of cynicism toward
politics and media (Pjesivac et al. 2016). In such contexts, people often claim not to trust
media but still consume media. For instance, in Russia, only 54% of respondents claimed
they trusted television media, while 72% watched television regularly (Levada 2019). Thus,
restrictive media environments constitute ideal cases in which to explore why people
consume media they do not trust. This question has also become increasingly important in
democracies; however, few studies have scrutinized the phenomenon of media skepticism
(Tsfati and Cappella 2003; Fisher 2016).
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Accordingly, our study addresses these gaps in the literature on trust in media by
exploring a novel type of media environment—anonymous news channels on TG—in a
restrictive political context.

3. Media Trust in Russia

When we conducted this study in 2020, the Russian media landscape was highly po-
larized. It was dominated by state-owned and pro-state media, with bastions of leadership-
critical media that existed mostly online (Litvinenko and Toepfl 2019). Given the scarcity of
research on media trust in Russia (for an overview, see Alyukov 2022), the majority of data
on this topic derives from two principal sources: the independent Levada Center, which
has been labeled a “foreign agent” by Russian authorities since 2016, and the state-aligned
Russian Public Opinion Research Center (RPORC). Regarding media trust, these centers’
findings largely corroborate each other.

Russian citizens have, over the past few decades, exhibited low levels of media trust,
ranking among the lowest in Europe, with only 26% of Russians reporting their trust in the
media in 2018 (Edelman 2019). This trust level corresponds with the trend toward media
skepticism that is typical of post-communist media environments (Pjesivac et al. 2016).
Television has consistently emerged as the most trusted medium, with 52% of Russian
citizens in 2020 claiming they trusted television for news. Online news portals ranked
second, with a trust level of 24%, far outpacing newspapers and radio, which garnered
trust from merely around 10% of respondents (Levada 2020).

The RPORC survey data from 2018 indicate a preference for state-owned media
(47%) compared to independent outlets (25%). This finding marks a significant change
from 2015, when just 11% of survey respondents favored non-state media. This shift is
particularly pronounced among younger Russians (18–30 years old), among whom trust in
non-state media (41%) has begun to outpace trust in state-owned media (37%; RPORC 2018).
Szostek (2018) researched Russian students’ media consumption, finding that—although
respondents might claim not to trust state television networks—their rhetoric tended to
reconstruct the so-called strategic narratives transmitted via state media.

In Russia, people also often claim not to trust certain media but still consume them. For
instance, in 2019, only 54% of respondents claimed they trusted television media, while 72%
watched television regularly (Levada 2019). Thus, Russia’s restrictive media environment
constitutes an appropriate case in which to explore why people consume media they do not
trust. This question has also become increasingly important in democracies; however, few
studies have scrutinized the phenomenon of media skepticism so far (Tsfati and Cappella
2003; Fisher 2016; Quiring et al. 2021).

The overall level of self-censorship among journalists in Russia is rather high, and it has
been increasing in the last decade due to restrictions on media regulation (Bodrunova et al.
2021). The ambiguous formulation of media laws and selectivity of their implementation
(Vendil Pallin 2017) have led to the rule of so-called ‘invisible red lines’ (Bodrunova et al.
2021); journalists are expected to have “a feeling” of what can (or cannot) be published by
a particular media outlet (Schimpfossl and Yablokov 2014). The political system’s lack of
transparency, as well as a widespread culture of censorship (including self-censorship),
stimulates the spread of conspiracy theories (Yablokov 2018). These factors seem to have
fueled the popularity of alternative information sources, including news channels on TG.

4. Telegram as a News Source

TG is a social media platform that combines instant messaging, similar to WhatsApp,
and the ability to create channels through which to broadcast content. The platform was
launched in 2013 by the Russian entrepreneur Pavel Durov, who was forced to leave Russia
and—according to the TG website telegram.org—has headquartered the company in Dubai.
Durov’s official reason for leaving Russia was his refusal to comply with Russian legislation
and disclose the encryption keys for TG users’ data (Li and Kolomychenko 2018). The
struggle between Durov and Russian authorities has contributed to TG’s reputation as a
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secure alternative messaging platform (Wijermars and Lokot 2022). TG’s official ban in
Russia in spring 2018, which lasted until summer 2020, unexpectedly fueled the platform’s
popularity in the country, specifically for TG channels featuring political news (Snob 2018).

Some leading TG news channels were launched by anonymous actors, and users
could only speculate as to their identities (Meduza 2016). The outreach of the TG channel
Vecherniy Telegram (Evening Telegram) is twice as large as the outreach of the official TG
channel of RBK, the most quoted online new media in Russia in July 2022 (Medialogia
2022). However, Vecherniy Telegram’s description does not contain any information about
the chief editor or other journalists who work for this channel. Particular political TG
channels’ anonymity first attracted attention toward the end of 2016. One channel was
described in a list of interesting TG channels as “the channel of an anonymous author who
knows—or pretends to know—how Russian politics works” (Meduza 2016). In 2019, one of
the most popular anonymous news channels, Stalingulag (with 366,000 subscribers1) was
forced to de-anonymize its author as the oppositional blogger Alexander Gorbunov, who
was revealed to own the channel and who reported on pressure from state security forces
(Pisarev 2019). The author of another popular anonymous news channel, Nezygar (with
344,000 subscribers), remains unknown, although the origin of this source has been subject
to much speculation—especially through investigations of its owners’ connections with the
Kremlin (Rubin 2018). Recent research on Nezygar’s content has provided more evidence
about the channel’s pro-state position across its agenda (Zuykina and Kondiushina 2021).
Since the beginning of Russia’s full-scale invasion of Ukraine, the channel has supported
the state’s side of the conflict, thus proving assumptions about its political orientation to
be true.

On the one hand, anonymous news channels’ format allows for uncensored discussion.
On the other hand, this “anonymous journalism” is largely based on rumors, is not account-
able, and can obviously be instrumentalized by the government. In his investigation of TG
channels, Kaganskih (2017) quoted an anonymous TG blogger as follows: “It is evident
that as a platform Telegram is now more pro-government [. . .] If somebody had a goal not
to allow it to become a center for an oppositional blogosphere, as it once was the case with
[the blogging platform] LiveJournal, this goal has been achieved.” A recent investigation
of the YouTube channel Ostrozhno Sobchak revealed the mechanism through which the
pro-state TG channel networks operated (Ostorozhno Sobchak 2022).

So far, few studies have examined TG’s role in news dissemination and political
communication, and they have mostly focused on countries other than Russia (Ameli and
Molaei 2020; Negreira-Rey et al. 2017). In their recent study, Wijermars and Lokot (2022)
explored how a platform’s image might influence protesters’ use of its features. These
authors demonstrated how the platform communications have influenced perceptions
of TG as a liberating technology and a major platform for protest mobilization during
the Belarusian uprising in 2020. Herasimenka et al. (2022) asked whether misleading
information sources were more successful in the almost unmoderated environment of
TG than professional news sources. These authors demonstrated, using the example of
United States–based sources, that the answer was not necessarily affirmative, and they
concluded that scholars should instead emphasize “the role of user agency rather than
algorithm-based affordances” (p. 9) comparing professional news and disinformation on
online platforms.

Russia’s case, in which TG news channels’ outreach has been comparable for years to
the major traditional news outlets’ outreach, has remained unstudied by communications
scholars. Since this research area is rather new, and both intriguing and methodologically
challenging, a range of questions on the use patterns and content of news spread via TG
remain unexplored. In our research, we decided to focus on exploring users’ attitudes
toward anonymous TG news channels and their navigation patterns on TG news channels
by answering the following research questions (RQs):

RQ1: What do Russian TG users mean by “trust in media”, and do they trust anony-
mous news channels on TG?
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RQ2: Why do people use news channels that they do not trust?
RQ3: What navigation strategies are used for anonymous news channels on TG?

5. Methodology

To answer our research questions, we conducted 25 self-confrontation interviews
(Kümpel 2019) with users of anonymous TG news channels. In the following subsections,
we describe our data collection and data analysis processes.

5.1. Sample

No reliable statistics on political TG channels’ average users were available. How-
ever, the analysis of circumstantial data, such as journalistic investigations and scientific
studies, allowed us to draw some limited conclusions concerning the studied TG channels’
audiences. In Russia, media experts have often characterized political news channels’ audi-
ences as elitist (Rubin 2018; Salikov 2019). According to previous research, the audience
of political TG is rather limited, with journalists, PR specialists, officials, and politicians
representing its core (Lyakhovenko 2022; Salikov 2019).

In our study, we invited respondents using (1) announcements on social networks
(from our personal accounts and other users’ purposefully selected accounts) and (2) an-
nouncements on nine TG channels and TG chats. We also used the snowball sampling
technique, asking respondents to recommend participation in our study to other respon-
dents. We aimed to obtain a sample of users with diverse ages, genders, and occupations.
As a result, we conducted 25 interviews (with 12 male interviewees and 13 female intervie-
wees, aged 24 to 50 years). Respondents’ occupations reflected a bias toward media-related
professions (10 journalists and seven public relations [PR] specialists). The journalists rep-
resented mainstream, oppositional, and specialized media outlets. The other respondents’
backgrounds included students, managers, consultants, and civil service representatives.

5.2. Self-Confrontation Interviews

For the current paper’s purposes, relying only on users self-reporting about their
attitudes toward TG news channels and use patterns would have been insufficient. For this
reason, we included a self-confrontation element in the interviews. According to Kümpel
(2019), “the self-confrontation interview method can be conceptualized as a combination
of systematic observation, retrospective think-aloud protocols, and (qualitative) interview
techniques” (p. 174). This method usually implies “a small(er) number of participants”
(Kümpel 2019, p. 174; see also Lim 2002).

Using concrete examples of news pieces, the method allowed us to observe users’
actual interaction with anonymous sources and discuss their rationales for trusting or
distrusting these sources.

Following the procedure described by Kümpel (2019), we followed these steps:

(1) Giving task: Participants were asked to share the names of anonymous TG news
channels they followed. Further, they either shared a view of their computer desktop
(if they used TG on their desktop) or used their smartphone to read posts from
the channels. In the latter case, the interviewer opened the same channel on their
desktop. Each participant was asked to read recent channel posts for approximately
15 min in the way in which they habitually read them, and they were also asked
to comment on these updates with any remarks that came to mind. We suggested
that interviewees consider the following questions in their comments: “Why is this
news piece interesting to you?”, “Do you like the writing style?”, “Is this information
trustworthy? Why?”, and “Is it clear to you where this information comes from?”

(2) Observation: The interviewer observed each respondent and referred to an observa-
tion protocol that noted what they should address in the interview.

(3) Self-confrontation: After participants had finished reading, the interviewer asked
them to comment on their reading session, based on the observation protocol. Key
areas of interest included the following questions: Why did participants choose
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particular news pieces and skip others? Why did they choose to click on links to
sources, and did this clicking change their perception of a piece’s trustworthiness?
Why did they read a piece even if they would not describe it as trustworthy? Did they
know, or could they guess, to whom the channels they had just read belonged? What
was, in their opinion, the channel creator’s aim in sharing this information?

(4) Semi-structured interview: After the self-confrontation task, a semi-structured inter-
view was conducted to obtain a deeper understanding of participants’ perceptions of
anonymous TG news channels’ trustworthiness, as well as their personal navigation
strategies while using TG news channels. The relevant questions in the interview
guide addressed three main topics: (1) participants’ media diets and TG’s role in them;
(2) the understanding of the notion of trust in media; and (3) trust (or distrust) in
anonymous TG news channels and the motivation to use them.

The interviews were anonymous and conducted in Russian by the authors during July
and August 2020. These sessions were facilitated partly through Zoom and partly in person,
typically lasting around an hour each. After completing 25 interviews, we concluded that
our sample had achieved theoretical saturation.

5.3. Limitations

Our study faced several limitations rooted in its scale and exploratory nature. First,
we had to use primarily our own network of contacts, announcements on TG channels, and
a snowball sampling technique to contact anonymous TG channel users. Since no reliable
statistics were available concerning the studied channels’ audiences, it was difficult to
estimate whether our sample represented these channels’ average audiences. We could use
only circumstantial data for these estimations. This evidence supported our assumption that
a bias toward media-related professions among our respondents reflected these professions’
predominance among the users of the TG channels that we analyzed. Pertinently, however,
our results mostly represent a rather well-educated audience’s use of the studied channels,
making it impossible to generalize about a broader audience.

Second, desirability bias could have influenced respondents’ answers. To reduce this
bias, we observed the interviewees’ process of navigating these news channels during
the study’s self-confrontation interviews. However, the chosen method is also limited.
Conclusions drawn from this approach may not apply fully to real-world social media
usage due to several reasons (Schmid et al. 2023; Lim 2002).

6. Findings

Below, we present the findings of our self-confrontation interviews, according to our
inquiry’s key areas: (1) the concept of trust in media; (2) reasons for trust (or distrust) in
anonymous news on TG; (3) motivations for reading anonymous news channels; (4) why
people use news channels they distrust; and (5) individual navigation strategies on TG.

6.1. The Concept of Trust in Media

When asked whether they trusted information on anonymous news channels, 10 re-
spondents answered that they trust this information, and 15 answered that they did not.
In explaining their understanding of trust, the majority of respondents linked trust to
democratic standards of journalism, including objectivity, impartiality, fact-checking, and
independence. Many respondents also mentioned providing different points of view and
impartiality as reasons for trusting particular media. Reliability was also mentioned often
as a criterion for media’s trustworthiness. The respondents further elaborated upon the re-
liability concept, including professionalism, fact-checking, the presence of links to sources,
or the inclusion of any details that would allow for the cross-checking of information.
Moreover, several respondents said a channel’s reputation was important, particularly
whether a channel had not been “caught in a lie” and had self-corrected its mistakes.

The respondents’ overall level of media skepticism was high: seven respondents
answered that they did not trust any media at all. These respondents claimed that media



Soc. Sci. 2024, 13, 180 8 of 14

could not be trusted as an institution or told us that they had to cross-check information
from different sources in order to obtain a relatively trustworthy understanding of events.
The respondents argued that they could believe “anything else but not media” (male retiree,
47 years old) or that “they do not have any need to trust particular media outlets” (male
television journalist, 40 years old). Several respondents said that only certain people can be
trusted but not media.

“Should I trust the media at all? I trust my family, my friends, and as for media, I just
cross-check information from different sources”. (Female journalist, 38 years old)

Several respondents expressed the idea that one should use media as one information
source and then check and analyze the information themselves. These respondents came
from different professional backgrounds: journalism, business, and universities.

6.2. Reasons for Trust (or Distrust)

Respondents mentioned several reasons for their trust in anonymous TG channels. The
most frequent of these answers can be categorized into the following three groups: (1) trust
based on information’s perceived trustworthiness; (2) “conditional trust”, accompanied
by the critical monitoring of content; and (3) interpersonal communication as a reason for
trust. Some respondents who trusted anonymous TG channels considered information
from these channels to be accurate because, in their view, it usually corresponded with
information from other news sources. Other respondents who trusted anonymous TG
channels admitted that they tried to critically assess information and use other sources to
cross-check information. These respondents relied on their abilities to distinguish facts
from opinions and to analyze information. They reported that they constantly compared
information from many sources, assessed channels’ trustworthiness, and were ready to
“withdraw their trust” at any time. Several other respondents who trusted anonymous
TG channels referred to other people—colleagues or professional journalists—who used
information from anonymous channels, which suggested to these respondents that this
information must have been trustworthy.

Respondents who mistrusted anonymous channels mostly criticized these channels’
anonymity. This group’s answers were relatively emotional: one respondent called anony-
mous channels “garbage dumps where anyone can write anything and not be held respon-
sible for a lie” (male student, 23 years old). Anonymous channels’ lack of responsibility
was mentioned several times. Some respondents stressed the importance of knowing who
provided information so that they could estimate the level of “competence of authors, as
well as their independence and journalistic ethics.” Distrust was also explained by the lack
of knowledge about the bias of TG channels’ owners.

The majority of respondents reported a transformation in their attitude toward TG
news channels over time. Respondents observed changes in news channels’ content
and assumed ownership changes—even if the owners’ names were unknown. Several
respondents mentioned that, over time, they realized that anonymous channels were
instrumentalized or commercialized.

6.3. Motivation for Reading Anonymous News Channels

The most popular motive for reading anonymous channels was exposure to different
political opinions, followed by access to news and mistrust in mainstream news sources.
The other three popular motives were immediate access to news, interest in new communi-
cation technologies, and entertainment.

Several respondents told us that they read anonymous channels to follow different
positions and opinions. These TG users were interested in observing various interpretations
of events. Some of these respondents mentioned that anonymous channels provided them
with alternative information that allowed for a deeper understanding of current events.

Additionally, several respondents explained their motives for distrusting mainstream
media as follows: they used anonymous channels as a tool to control and assess information
from mainstream mass media.
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“For me, it is interesting to see what is excluded from the mainstream discourse”.
(Male PhD student, 31 years old)

Four respondents stated that they read anonymous TG channels to get news faster than
other people. Almost all respondents highlighted the entertaining, often ironic style of TG
posts. They also said that they appreciated TG news channels’ informal style. Some users
mentioned that they read anonymous channels to “have a laugh” when they were bored.

Most answers revealed a rather pragmatic attitude toward news on TG. Most respon-
dents stated that they used TG news channels to complement other news sources.

6.4. Why Users Read News Channels They Do Not Trust

Through our interviews, we specifically examined the motivations of users who did
not trust anonymous news channels yet continued to use them. Many such respondents per-
ceived TG channels as news digests and news aggregators. For some of these respondents,
TG channels helped identify new experts or interesting sources because they featured many
reposts (communication between channels) and because channels often participated in
debates with each other. A freelance journalist (female, 24 years old) said that, when state-
owned media dominate the media landscape, anonymous channels run by oppositional
actors provide information that is excluded from mainstream media.

Moreover, TG channels might attract attention to an important story that a user
would not otherwise learn about: “In this case, I will search for more information” (female
freelance journalist, 24 years old). A male sociologist, aged 28 years, admitted that even if he
did not trust a channel, that channel could influence his attitudes toward some new makers.

“I understand that, even if I do not trust, I still read it, and it can influence me.
For example, a post says, ‘Of course, it’s obvious to everyone,’ and I think, ‘Well,
yes. It seems obvious, although I had not thought about it before.’ That is, my
overall opinion can change even though I do not trust them [TG channels]”. (Male
political consultant, aged 37 years)

Meanwhile, journalists and political scientists often said they aimed to monitor “a
bulldog fight under a rug” and analyzed information struggles between different groups of
elites (at both the federal and regional levels).

“I read them [the channels] to be aware of what is coming. They [authorities]
conduct reconnaissance while preparing new laws. Businesspeople often read
TG “to get signals””. (Female journalist, 38 years old)

PR specialists monitored competitors’ commercial use of TG channels. According to
respondents from PR backgrounds, TG was considered an effective tool for promoting
information and encouraging public resonance. This benefit made TG a useful tool for
these respondents to stay updated on competitors’ actions.

Regardless of their trust levels, anonymous TG channel posts often offered grounds
for discussions, at least with friends. TG channels, which often used ironic or sarcastic
writing styles, also served as entertainment.

6.5. Individual Strategies to Navigate TG Channels

Most often, TG users had learned about anonymous channels from reposts on other
TG channels. The other popular ways to join a channel were recommendations from friends,
colleagues, or mass media.

During this study’s self-confrontation interviews, we observed patterns in how users
read TG channels. All interviewees scrolled channel feeds rather quickly and did not
read all posts. The decision to read a post depended on interviewees’ interests and quick
assessments of posts’ quality. To assess post quality, interviewees used their own individual
strategies. For instance, some did not read reposts from other channels, assuming that
reposts were paid content. For most respondents, links to external sources signaled post
quality, suggesting that information could be verified and merited their attention. Only 5
of the 25 interviewees clicked on these links to view the original sources. Most respondents
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did not critically assess the quality of external sources. Some interviewees searched posts
for details that could help them fact-check information themselves—such as hyperlinks,
politicians’ names, and titles of legislative proposals. A male political scientist, aged
37 years, did not limit his efforts to checking information using open sources but told us
that he sometimes sent information requests to other experts or stakeholders.

Almost all interviewees also mentioned that they suspected, or were sure about, a
commercial interest or political bias in several posts. Journalists and PR specialists analyzed
a channel’s possible reasons for publishing particular news, trying to read “between
the lines”, while representatives of other professions rarely discussed such analysis and,
when asked about it, answered that they did not know which actors could be behind a
certain publication. Several interviewees expressed agreement with opinions presented
in an anonymous channel while reading them. The questions asked during the self-
confrontation interviews revealed that, in these cases, interviewees were less motivated to
double-check information—even if a post did not include an external link or other evidence
of trustworthiness that interviewees mentioned for other posts.

Generally, interviewees reported that they spend a considerable amount of time
(up to several hours a day) using TG. They read news posts while waiting for messages
in conversations on TG messenger or “killing time in a queue”. Several respondents
mentioned that they felt tired and overwhelmed by information on TG channels and
that, at some point, they had decided to limit their time spent reading TG channels. Five
interviewees reported that they unsubscribed from several anonymous channels because
they had realized the channels were instrumentalized by different actors and replete with
rumors that were ultimately revealed to be false.

“It is a garbage bin of narratives, and it takes an effort to find your way in it”.
(Female journalist, 38 years old)

Several interviewees reported that they started to focus only on niche news channels
that reported news in their area of expertise, such as environmental news. In these niche
areas, these respondents were more comfortable using anonymous news channels in that
they could much better assess information’s trustworthiness.

The majority of interviewees noted generally very high cognitive stress as a result of
using TG as a news source. This stress was due to the enormous amount of anonymous
information in these channels.

7. Discussion

Our findings show that the perception of media trust among Russian TG news channel
users largely correlates with a normative democratic approach to media functions. TG
users expect trusted media to be accurate, to present different aspects of a story, and to
have good reputations. At the same time, a significant number of users claimed that media
should not be trusted per se and that only certain reputable journalists deserve credit.

The study’s findings add to the understanding of pragmatic trust in media
(Schwarzenegger 2020). They indicate that anonymous news users consume news not
necessarily out of trust but as a means of orienting themselves and maintaining at least an
illusion of understanding in situations that lack transparency. Users develop individual
navigation strategies through “a chaos of narratives”.

Our self-confrontation interviews showed that people in media-related professions
deploy, more deliberately, strategies to analyze and check information. Some of other
respondents also tried to cross-check information from different sources using both tra-
ditional media and alternative sources. In other words, people who do not trust media
take on some functions that are usually attributed to journalists, consciously engaging
in the news selection process. Although the overwhelming majority of our respondents
perceived themselves as media-literate, they exhibited a lack of critical engagement with
and verification of information, paralleling trends that have been observed in Western con-
texts (Schwarzenegger 2020). Even the verification practices of journalist respondents were
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rather casual and not thorough, exemplifying the competence–confidence logic described
by Schwarzenegger (2020).

Almost all the respondents reported high cognitive stress linked to an overwhelming
amount of information that they could not trust on TG news channels. Such cognitive
stress due to abundant information has been discussed in previous studies of democratic
contexts (see, for instance, Dahlgren 2018). However, it seems to present an even more
acute challenge for audiences in authoritarian contexts.

The entertaining aspect of media consumption emerged as a significant factor for using
anonymous news channels. Despite their overall proclaimed distrust, the respondents
highlighted anonymous news channels’ entertainment value.

Only a few respondents, who reported that they did not trust anonymous TG news
channels, critically commented on the possible outcomes of exposure to such information.
They said they still unconsciously considered this information when assessing their coun-
try’s political situation. Future research should explore the media effects of the news that
people consume even if they perceive this news to be untrustworthy.

Our findings add to the stream of research on media skepticism and highlight the
relevance of Fisher’s question (2016) of whether, in the “post-truth era”, citizens’ media
trust is at all desirable or whether they should instead develop basic critical attitudes
toward all kinds of sources. This question seems especially relevant for restrictive media
environments where the exclusion of certain information from public discourse leads to
rumors and the manipulation of information. However, the behavior of the respondents
that we observed aligns more with strategies of overall distrust and media cynicism than
with media skepticism in its constructive form (Quiring et al. 2021). This underscores the
importance of further exploring the specifics and effects of these two different epistemic
approaches, which are often lumped together under the umbrella of media skepticism.

Contrary to our expectations, interpersonal communication played a rather minor
role in building trust in anonymous TG channels. This finding contradicts the results of
previous studies on democratic societies that have found interpersonal sharing practices to
be important in establishing trust in news posted on social networks (Sterrett et al. 2019).
This difference might be explained by the overall low level of social trust in Russia’s context,
as well as by specifics of TG affordances.

We observed that many respondents linked their attitudes toward and interests in
TG news channels with the platform’s reputation, which has changed over time from
an oppositional alternative to a platform instrumentalized by different actors, including
pro-state actors. This observation adds to the stream of research on platform dependence
(see, for instance, Stockmann and Luo 2019; Wijermars and Lokot 2022), and future research
could elaborate upon this finding.

Moreover, macro-level contextual factors seem to play an important role in establishing
trust in alternative news environments. This finding supports previous studies’ results
(Gainous et al. 2019). In Russia, TG highlights two effects of source anonymity in a
restrictive media environment. On the one hand, it empowers people and provides an
opportunity for uncensored discussions. On the other hand, it gives the state an effective
tool to “garden publics” (Toepfl 2020) and stabilize authoritarian rule (Gunitsky 2015). Thus,
during Russia’s invasion of Ukraine, TG has been playing the role of both an important
enclave for critical voices banned from Russia and of a Russian state propaganda tool.

8. Conclusions

The findings of our exploratory study emphasize the complexity of navigating and
understanding trust in uncertain environments such as anonymous news channels. Since
our sample was limited to well-educated individuals, predominantly media-related pro-
fessionals, broadening this approach to include a more diverse range of TG users could
provide deeper insights into the strategies that users employ on TG channels.

As TG grows in popularity as a news source in many countries, more studies are
needed to explore news consumption across the platform’s national segments. Understand-
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ing how trust in TG news sources is formed under extreme conditions, such as armed
conflicts, is an important research objective. Additionally, our findings underscore the need
for further research on how contextual factors—including political and social environments,
as well as platform affordances—influence the dynamics of media trust, distrust, media
skepticism, and media cynicism.
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