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Abstract: Cyberbullying, which has been exacerbated by the widespread use of
smartphones and the increasing stress associated with the pandemic, needs the
promotion of positive online behaviour, cyberbullying awareness, and victim sup-
port. The PRISMA technique is used in this review to identify effective preventative
tools and intervention options. Eleven studies met our inclusion criteria and were
selected for review. A quality assessment was conducted. Upon thorough evaluation
of the included studies, the intervention data was compiled in a narrative format.
Using thematic analysis, we explored the effectiveness of technological interven-
tions for preventing cyberbullying comprehensively. Technology-driven strategies
for identifying and combating cyberbullying in educational settings, such as lan-
guage-specific cyberbullying detection tools, IRCB programmes for empowering
teenagers, and technologies such as CREEP Semantic Technology and CREEP
Virtual Coach, have showed potential. TIPIP and the #WIIWY movement have also
assisted to raise awareness and educate people about cyberbullying. However,
more research is required to design targeted interventions that address varied
demographics and circumstances, while including parents and taking the target
audience’s age into account remains critical for effective technology-driven educa-
tional interventions and digital advocacy.

Subjects: Information & Communication Technology (ICT); Technology; Health & Society
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1. Introduction

The smartphone, an innovative product of evolution, has the potential to be dangerous if overused,
making its increasing prevalence a pressing issue that requires immediate action This outbreak has
seen widespread use of smartphone technology (David & Roberts, 2021). In important areas such
as business, health, social life, education, and more, it has both positive and negative effects.
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Additionally, the effects of such an addiction are shown across all age groups and are not just
limited to children (Mokhtarinia et al., 2022). Schools were obligatory to offer online education
because of stay-at-home parents, and kids have been forced to use digital platforms and applica-
tions (Zheng et al., 2022). Children have also communicated with peers more frequently via text
messaging and social media because they were unable to meet in person. Children who use
educational platforms that require interaction through postings and comments and who are
more likely to link with their peers online, would have a higher risk of engaging in cyberbullying
and other types of online violence (Chipangura & Dtendjo-Ndjindja, 2022). The relationship
between interactive educational platforms and cyberbullying, or online violence, is multifaceted
(Abaido, 2020). This relationship is affected by anonymity, peer pressure, a lack of adult super-
vision, and poor online behaviour. These dangers may result from children’s peer influence, poor
dispute resolution, and exposure to hazardous information. Parental counsel, school regulations,
and platform measures also affect risk (Doty et al., 2022). When parents monitor their children’s
internet activity and educational platforms encourage good behaviour and discourage cyberbully-
ing, the risk can be reduced.

Cyberbullying is defined as the act of intentionally, aggressively, and repeatedly harassing an
individual or group who are unable to defend themselves easily in a psychological context through
the use of electronic information and communication tools such as social media sites, blogs,
e-mails, and so on (Smith et al,, 2012; Zhan et al,, 2022). Although it is challenging to make an
accurate and consistent definition due to factors such as anonymity, uncertainty about the
persistence of data, and bystanders, cyberbullying is defined as the act of harassing an individual
or group who are unable to defend themselves (Barlett et al., 2021; Eden & Roberto, 2021). When
the relevant research is examined, it becomes abundantly evident that the phrase “cyberbullying”
is used to refer to a wide range of detrimental behaviours and practises (Hinduja & Patchin, 2022;
Yurdakul & Butun Ayhan, 2022). The use of put-downs, flaming, cyberstalking, harassment, mas-
querade, dishonesty, exclusion, impersonation, and sexting are all instances of behaviours that are
considered to be undesirable (Barlett et al.,, 2021). In contrast, it has been determined that the
concept of cyberbullying involves harmful behaviours that are repeated and have a power imbal-
ance between the bully and the victim that is skewed in favour of the bully (Wu et al.,, 2022).
Cyberbullying can take many different forms and have many different aspects. It is a concept that
required further attention by the contemporary researchers.

The Coronavirus disease (COVID-19), has triggered a worldwide pandemic that has affected
every facet of society, including how people interact to one another. The paradigm of human
interaction had shifted towards online communication has resulted in a significant increase in the
prevalence of cyberbullying. Before the pandemic, cyberbullying mainly took place through social
media platforms like Facebook, Instagram, and Twitter, and was mainly focused on teasing,
spreading rumours, and exclusion (Shin & Choi, 2021). On the other hand, cyberbullying has
become worse and more harmful since the pandemic. There is more focus on cyberstalking,
hacking, fraud, and spreading false information about the pandemic (Kee et al., 2022; Shin &
Choi, 2021). One of the main reasons for this shift is the increased amount of time that people are
spending online due to lockdowns and social distancing measures. As more individuals spend more
time online, cyberbullies have more opportunities to target their victims (Doty et al., 2022). In
addition, the tension and uncertainty brought on by the pandemic have made individuals more
susceptible to bullying, as they may be less equipped to deal with its negative effects (Armitage,
2021; Wiguna et al., 2021). Due to diminished face-to-face interaction and increased online
communication, the pandemic has led to a rise in cyberbullying (Haddad et al., 2021). Personal
interactions fostered empathy and deterred aggression prior to the pandemic. Even though online
communication is deemed interpersonal, the absence of nonverbal cues leads to misunderstand-
ings and conflicts (Eden & Roberto, 2021). Moreover, the anonymity of online platforms can
encourage abusers. The absence of immediate consequences in virtual interactions can contribute
to the escalation of cyberbullying, making it an issue of concern (Kee et al., 2022). The pandemic
has substantially altered the nature and scope of cyberbullying. The increase in online

Page 2 of 14



Nee et al., Cogent Education (2023), 10: 2288492 .;K': Cogent Py education

https://doi.org/10.1080/2331186X.2023.2288492

communication, coupled with the stress and unpredictability brought on by the pandemic, has
resulted in a more severe and malevolent form of cyberbullying (Achuthan et al., 2023). It is crucial
that individuals, educators, and policymakers take steps to address this issue and provide support
to those who are affected by cyberbullying. This includes promoting positive digital behavior,
raising awareness about the dangers of cyberbullying, and providing resources for those who
have been affected (Barlett et al., 2021).

Cyberbullying has become an alarming concern in the digital age, in which technology perme-
ates every aspect of our existence (Chillemi et al.,, 2020). Innovative and technologically-based
approaches have emerged as essential tools for ensuring cyber security against cyberbullying in
order to combat this modern threat. Before delving into the specifics of these approaches, it is
essential to comprehend the dynamic nature of cyberbullying and the pivotal role that technology
plays in perpetuating and mitigating this problem. It is frequently asserted that more recent
research is necessary before the development of these programmes or software, even though
good intervention and prevention programmes designed for this purpose have been discovered in
several countries. This paper addresses this gap by showing how technical solutions might defend
against this digital threat. By investigating the research questions, we expect to contribute to the
expanding body of knowledge in the field of cyberbullying prevention by providing direction for the
development of more effective and targeted technology-based interventions. Ultimately, the study
seeks to foster safer online environments for individuals of all ages and backgrounds, mitigating
the harmful effects of cyberbullying in today’s interconnected world.

2. Methods and materials

PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) is a widely used
reporting tool for systematic reviews. Using PRISMA, the following is an explanation of the
methodology for the systematic review on cyberbullying prevention. Utilizing electronic databases
including Google Scholar, PubMed, Scopus, and Web of Science, a comprehensive search of the
literature was conducted. Before the screening started, these are the keywords that been used in
databases searching: “cyberbullying; cyber bullying; cyber victim; cyber victimization; cyber har-
assment; online bullying; internet bullying;” AND “prevention; intervention; program; effective*;
tech*; model; prototype”. Following are the steps taken in choosing the articles. Figure 1 depicts
the steps taken to choose the reviews to be included in the analysis.

After conducting the search, the next step is to screen the articles based on the inclusion and
exclusion criteria. The inclusion criteria for this study would be peer-reviewed articles that discuss
technological-based prevention methods used to combat cyberbullying. The articles should be
a research article, written in English, and published between the years 2018 and 2022. The
exclusion criteria could be articles that do not focus on technological-based prevention methods.
The screening process involves reading the article title, abstract, and full text to determine whether
it meets the inclusion and exclusion criteria. To understand why an article was considered
ineligible for inclusion when it did not meet the preset inclusion criteria, please refer to Figure 1
of the PRISMA flow chart.

Data is also extracted from chosen articles. The author(s), year of publication, article title, study
design, study population, intervention methods, outcomes, and limitations can be extracted using
a standardised form. Data extraction ensures that all important data is captured consistently. The
PRISMA methodology’s quality evaluation step helps reveal bias and limits in selected papers. This
data can be used to influence future cyberbullying prevention research and offer suggestions.
Synthesis is the final stage. This involves summarising significant findings, identifying similar
themes, and flagging study limitations.

We used a quality assessment tool that was adapted from Lorenc et al. (2014). The assessment
involves nine domains: abstract and title; introduction and aims; methodology and data collecting;

sampling and data collection; data analysis; ethical issues and bias; results; transferability/
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Figure 1. Identification of stu-
dies via databases and
registers.

generalizability; and practical implications. Each domain was rated on a scale of 1 (very poor) to 4
(excellent), obtaining an overall score ranging from 9 to 36. Following that, overall quality ratings
were assigned as follows: high quality (A) for scores of 30-36 points, medium quality (B) for scores
of 24-29 points, and low quality (C) for scores of 9-24 points. It’s worth noting that the synthesis
did not exclude, or downgrade research based on its quality evaluation scores.

We used thematic analysis (Lorenc et al., 2014) to analyse and interpret the qualitative data
gathered in our systematic review on cyberbullying prevention using technology. This methodolo-
gical approach played a critical role in identifying, analysing, and reporting recurring patterns and
themes in the data. We were able to delve deeply into the various perspectives and conceptual
understandings prevalent in the field by using thematic analysis. This method allowed for
a thorough examination of how various technological strategies and interventions are perceived
and implemented in the context of cyberbullying prevention. The analysis was meticulously carried
out, ensuring that emerging themes accurately represented the data, resulting in insightful and
nuanced understandings of the effectiveness and challenges associated with technological solu-
tions in cyberbullying prevention.
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3. Results

Eleven articles were meticulously selected to provide a comprehensive overview of the various
interventions and strategies used to deal with cyberbullying. These articles provide valuable insight
into the strategies and methods employed to combat this pervasive issue. By reviewing these
studies, readers can gain a deeper comprehension of the efforts made to prevent and mitigate the
effects of cyberbullying, paving the way for the future development of more effective interventions
and approaches. The studies have been conducted in different countries, using various theoretical
frameworks and targeting different populations. The data presented in the Table 1 show the
author(s), year of publication, country, theoretical framework, targeted subject, and type of inter-
vention used in each study. There are six countries represented in the selected articles: Indig,
Australia, United States, Italy, Lebanon, and Indonesia. The selected articles in the table cover the
years 2018 to 2022. The number of publications per year is as follows: 1 article in 2018, 1 article in
2020, 4 articles in 2021, and 5 articles in 2022. Overall, the majority of the articles were published
in the last two years, suggesting a growing interest in research related to cyberbullying interven-
tions. (Please refer to the Appendix for the quality of study scoring)

This study implemented a systematic review approach following the PRISMA procedures to
thoroughly examine cyberbullying intervention papers published from 2018 to 2022. Through
thematic analysis, we have identified recurring patterns that consistently emerge within this
corpus of research. Significantly, the utilisation of technology interventions, as demonstrated by
the research conducted by Raj et al. (2022) and Paul et al. (2022), has effectively employed
machine learning and deep learning algorithms to automatically identify and mitigate instances
of cyberbullying. Simultaneously, a prominent thematic thread arises concerning efforts to
enhance resilience, prominently exemplified by the Increasing Resilience to Cyberbullying (IRCB)
programme developed by Chillemi et al. (2020). The programme, which has been adopted in
secondary schools in Australia, has a strong emphasis on training students with vital coping skills
and creating resilient social support networks. The primary goal is to empower students to
effectively respond to instances of cyberbullying.

The iPACT project, which Ranney et al. (2021) proposed, is a notable example of an additional
significant topic: text message-based interventions. This intervention employs agile methodologies
to increase teenagers’ knowledge of cyberbullying, aiming to improve their ability to identify,
address, and avoid such occurrences. Furthermore, the cyberbullying intervention landscape has
been enhanced by the inclusion of semantic technology frameworks, as exemplified by the
research conducted by Gabrielli et al. (2021), and psychological frameworks, as illustrated by
Sorrentino et al. (2018). These frameworks contribute unique methodologies for the identification
and mitigation of online abuse.

The COVID-19 pandemic has had a significant global impact, leading to a focus on evaluations
specifically relevant to the pandemic. In their study, Haddad et al. (2021) have introduced the
COVID-19 Bullying Scale (CBS-11) as a tool to measure the occurrence of pandemic-related
bullying among adults in Lebanon. The utilisation of this instrument plays a pivotal role in
quantifying the pervasiveness and comprehending the intricacies of this distinctive manifestation
of cyberbullying, hence potentially influencing the creation of focused remedies. Moreover,
a prominent thematic emphasis is placed on ads aimed at promoting empathy, as exemplified
by the “What If It Was You” (#WIIWY) campaign conducted by Fatimatuzzahro and Achmad
(2022). By utilising social media platforms, this effort effectively utilises human tales as a means
to enhance public consciousness regarding the issue of cyberbullying. Furthermore, it aims to
cultivate empathy among individuals and promote bystander action, thereby fostering a collective
feeling of accountability in combating the prevalence of online harassment.

Mindfulness-based interventions, exemplified by the work of Maria Michael and Reyes (2022),
social-emotional learning initiatives such as Kutok et al. (2021) Intervention Media to Prevent

Teenage Cyber-Conflict Through Technology, and online educational programmemes like Choi and

Page 5 of 14



1on

o d
0

&

Nee et al., Cogent Education (2023), 10: 2288492

cogent --educat

/10.1080/2331186X.2023.2288492

//doi.org

https:

wnJboid uonpanpa

yoooiddop (NYS) 19POW

ybIH 9A1}ISOd Buikingiaghs sunuo sjuapnis | uonpuwixoiddy aAISsa2oNg D3J0Y YINos 1202 3Ind 8 104D
Kbojouyoda |
ybnouyy 114u0d-1994)
1US2S3|0PY JUSNSUd WDJBDISUT :UID|y
ubIH 9NYIS0d 01 DIP3|y UoRUBAISIU] pIpaW |oPOS VIN 91015 panuN 1207 D 38 40Ny
(dIwaunuo)
wiboid Adpiayiobo S1U92S3)0pPD Jopow juawdojanap sakay
ubiH OAIISOd | PasSPg-Ssauinjpuliy SUNUO paingsaghd wpiboid s,uipuod DIpul 2ot '3 190Y2IIN DUDW
(AMIIM#) HOMIL “UIDpy P12
wnipsp 9N1}IS0d NOA SDA 31 J1 IDUM pIpaW |oPOS VIN pISauopU] 720t 04ynzZNIpWIDS
(T1-S9D)
ubIH SNI}SOd 3)02s BUIATING 61-AIAOD SHNPD 9S2uUbgaT] V/N uounge] 120¢ ‘o 19 PPPPPH
(d1d1L)
winJboid uonuaniaiul yonoiddp JusWISSasSSD
pup uonuanaid 1D34Y3 3y} pup Alody}
ybIH dAIDBAN/2AIISO panoidwi Aqqp] sjuapnIS w91sAs 1021601039 a3y Ao 8102 ‘|p 32 ounualIoS
191IM L puD
U200 1DNUIA d3FHD wpJbpISUT :UID
Kbojouyday pipawl SIOMBUID.Y
ubIH dAISOd DIIUDWSS dIRYD 10190 {Jo0Yy2s /123f01d 433D ayL Aoy 1202 10 39 N12UgoY
(1Dvd!) abpssaw 1xa}
UM UONDZIWIPIAIRGAD | (UOIIDZIWIDIAISGAD
1U92S9)0pD D3k
ybiH DAI}ISOd juanaid 03 uoiuanIdul | -Ispd) SIUSISI)OPY spoyiaw a)iby 91D1S pajun 1202 ‘Ip 32 Asuupy
wnJboud
(g2¥1) buiAjinguaghko | sjooyds Aibpuodas
wnipap 9A1}ISOd 0} d2UBlIsaJ buispadu] upl|pJsSNy v/N DI|DAISNY 0202 ‘D 32 1WRIYD
sanbiuydal buiuipa) dasp JNIM] UIDN
ybIH dA1}ISOd pup BuIuID3] BUIYID DIpaW |0ID0S Jopow a)quuasua daaq DIpU] 2207 ‘o 32 |Nbd
sanbiuydal buiuipa) dasp 1913IM ] UIDN
ybiH DAI}ISOd pup buiuipa) auIyIDK DIpaW |DID0S | yJomawnly buiuipa) daag DIpU] 20t ‘10 19 Moy
uonuUadAIdlUI BY)
Apnis jo f3pnd | Jo ssdudAIDBY)F | uonnuanidug jo adA] | 3dalgns payabun] jiomawpiy/Aioayl A1uno) D9 (s)1oyny

MaIA3J d13DWRYSAS 3y} ul papn)dul saipnis jo Kipwwns ‘T 31qp)

Page 6 of 14



Nee et al., Cogent Education (2023), 10: 2288492 .;K': Cogent Py education

https://doi.org/10.1080/2331186X.2023.2288492

Park’s (2021) creation of an online cyberbullying education programme for students in South
Korea, collectively contribute to a holistic approach that seeks to address cyberbullying incidents
and empower individuals with the requisite knowledge, abilities, and emotional fortitude to
navigate the digital realm proficiently.

This systematic analysis highlights the presence of repeating patterns in cyberbullying interven-
tion efforts, indicating a constantly changing environment characterised by advancements in
technology, psychological understanding, and pedagogical approaches. The recognition and com-
prehension of these thematic groupings provide significant knowledge for policymakers, educators,
and researchers, underscoring the significance of implementing varied and customised interven-
tion approaches to establish online environments that are safer and more empathetic for indivi-
duals from various populations and contexts.

4. Discussion

During the pandemic, people spent more time on the screen, specifically on social media. People
spent more time at home for a few months because they were not allowed to leave their homes
except for essential workers, until the governments of each country issued movement control
orders allowing people to resume their normal routines by following the Standard Operating
Procedure (SOP). The research on cyberbullying is still considered in the early exploratory stage,
despite the exponentially rising number of studies in recent years. Even though this study made
use of a number of intervention and prevention programmes and pieces of software, more studies
which incorporating cyberbullying elements required to provide a more complete picture of the
problem. A rise in cyberbullying practises and cyberbullying victims could result from the fact that
technology has accelerated in all domains. Because of this, this study provides significant informa-
tion about cyberbullying intervention and prevention by methodically assessing tools and software
for combating cyberbullying and cyber victimization to the contemporary academics, policy-
makers, and educators working in this area.

In this extensive analysis of cyberbullying, we delve into several key themes that collectively
contribute to a better comprehension of this pervasive problem in the digital age. Cyberbullying,
characterised by multiple forms of online harassment and victimisation, has risen to prominence
with the rapid expansion of digital communication platforms. To address this complex problem, we
have identified and organised our discussion around four central themes, each shedding light on
various aspects of the cyberbullying phenomenon. These themes include technological solutions
for cyberbullying detection, digital interventions aimed at prevention, educational initiatives to
promote awareness and resilience, and the impact of contextual factors and distinctive challenges
in the cyberbullying landscape. Together, these themes provide a multifaceted perspective on the
issue, shedding light on the tools and strategies available to combat cyberbullying as well as the
larger societal context in which it occurs.

4.1. Technological solutions for detecting cyberbullying

Several studies looked into the advancement of new technology for detecting and combating
cyberbullying. Deep learning systems were used by Raj et al. (2022) to detect cyberbullying in
multilingual social media posts, while machine learning, and deep learning algorithms were used
by Paul et al. (2022) to detect cyberbullying in code-switched writings. These technical develop-
ments demonstrate the power of artificial intelligence in combating cyberbullying.

4.2. Cyberbullying prevention through digital interventions

In the fight against cyberbullying, the advent of digital solutions has been a major trend. Ranney
et al. (2021) established iPACT, a digital intervention for cyber victimized adolescents that engages
them through SMS text messaging. CREEP Semantic Technology and CREEP Virtual Coach, tools
developed to assist school officials and teens in detecting and responding to cyberbullying, were
presented by Gabrielli et al. (2021). Sorrentino et al. (2018) contributed the Tabby Toolkit,
a comprehensive set of digital materials for increasing cyberbullying awareness and
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Figure 2. Summary of key
themes.
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understanding. These studies emphasise the significance of utilising digital tools to empower both
teenagers and educators in the avoidance of cyberbullying.

4.3. Educational initiatives

Several studies emphasise the importance of education in combatting cyberbullying. Choi and Park
(2021) examined the influence of an online education programme on reducing cyberbullying
victimisation and perpetration among students, emphasising the efficacy of educational interven-
tions. Fatimatuzzahro and Achmad (2022) started the #WIIWY TikTok digital activism campaign to
raise public awareness and educate people about cyberbullying. Sorrentino et al. (2018) introduce
the TIPIP programme, which emphasises the role of education through a toolbox aimed at
students, parents, and teachers.

4.4. Contextual factors and unique challenges

Some research investigated the impact of contextual factors on cyberbullying. Haddad et al. (2021)
discovered that prejudiced views played a role in bullying behaviours, notably during the COVID-19
epidemic. During the pandemic, Kutok et al. (2021) established an online programme, Online
Mindfulness-based Logotherapy (OnlineMLP), to address depression symptoms among cyberbullied
adolescents. The findings of Maria Michael and Reyes’s (2022) research offered evidence for the
need for intervention programmes such as OnlineMLP to comprehensively treat the depression
symptoms experienced by cyberbullied youths.

Finally, these researches contribute to the ongoing efforts to combat cyberbullying. In addres-
sing this complicated issue, they emphasise the necessity of technical breakthroughs, digital
interventions, education, and a knowledge of contextual elements. While each study provides
useful insights on its own, when taken together, they provide a full picture of the complex
approach required to effectively combat cyberbullying, especially in the digital age and during

1.Theme 1:
Technological
Solutions for
Detecting
Cyberbullying

¢ Explores advanced
technological
approaches to
identify and combat
cyberbullying.
Studies within this
theme leverage deep
learning, machine
learning, and Al
algorithms to detect
and respond to
cyberbullying
incidents.

; 7T hrough Digital

1.Theme 2:
Cyberbullying
Prevention

Interventions

¢ Digita
interventions are
highlighted as a key
strategy for
preventing
cyberbullying.
Researchers have
introduced tools and
platforms to
empower both
adolescents and
educators in
detecting and
responding to
cyberbullying
incidents. These
interventions often
incorporate SMS
text messaging and
social media.

1.Theme 3:

Educational
Initiatives

¢ Education plays a
crucial role in
addressing
cyberbullying.
Studies within this
theme evaluate
online education
programs and digital
activism campaigns
to raise public
awareness and
educate individuals
about cyberbullying.
Toolkits and
resources aimed at
students, parents,
and teachers are also
discussed.

1.Theme 4:
Contextual
Factors and
Unique
Challenges

¢ Explores the
influence of
contextual factors on
cyberbullying. ISt
includes studies that
investigate the
impact of attitudes,
prejudices, and
external crises, such
as the COVID-19
pandemic, on
cyberbullying
incidents.
Additionally,
interventions like
Online Mindfulness-
based Logotherapy
(OnlineMLP) are
introduced to
address depression
symptoms among
cyberbullied
adolescents.
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difficult times like as the COVID-19 pandemic. Figure 2 shows a high-level summary of the key
issues that arose from our research. To help you understand the subject of our review, each theme
is accompanied by a brief description.

The reviewed articles discussed various technological interventions to detect and combat cyber-
bullying in different languages and through different approaches. The use of deep learning algo-
rithms was highlighted as a promising method for cyberbullying detection, and the
implementation of virtual coaching and online education programs were identified as helpful
tools in combating cyberbullying. Moreover, the review found that adolescents from all socio-
economic and racial or ethnic backgrounds almost universally use SMS text messaging, thus it was
used as a method of combating cyberbullying. The reviewed articles also stressed the importance
of interventions in schools and provided evidence that technology-based interventions were well
received by participants. The use of public engagement through digital activism as a means to
increase public awareness of cyberbullying was also highlighted. Last but not least, the impact of
the COVID-19 pandemic on cyberbullying was discussed, with evidence indicating that individuals
with prejudiced attitudes were more likely to engage in harassing actions against COVID-19
patients. As people were spending more time on their smartphones, the majority of articles were
published at that time. Overall, the reviewed articles suggest that technology-based interventions
and public engagement can be effective in addressing cyberbullying, but additional research is
required to better understand its impact and efficacy.

There are several technological interventions that can help prevent cyberbullying which already
been suggested in previous studies (Abaido, 2020; Smith, 2015; Tozzo et al., 2022). Some of the
most effective technological interventions for preventing cyberbullying include (see Figure 3)

Simultaneously, a combination of these technological interventions, along with a strong commit-
ment to education and awareness, can help prevent cyberbullying and promote a safer and more
positive online environment. The most important thing that can be done to combat the effects of
cyberbullying is to make an attempt, both literally and metaphorically, to find a solution to the
problem. The primary responsibility of legislators, school administrators, educators, and parents in
this context is to implement a programme or software to intervene and prevent cyberbullying (Zhu
et al., 2021). This should be done while keeping cyberbullying in mind. Each of the cyberbullying
intervention and prevention methods and software investigated for this study has its own distinct
theoretical underpinnings (Ansary, 2020). According to the findings of this study, it has been
discovered that in years where there are fewer technological facilities and where technology is
used relatively less, in most cases, the programmes that are incorporated into the school curriculum
and carried out with activities in the classroom are utilised throughout the academic year to either
stop or interfere with instances of cyberbullying. However, as we get closer to the present, it is clear
that more technologically oriented solutions (such as social networking sites, films, instructional
games, presentations, and so on) are an attempt to solve the problem with expanding technological
capabilities (Calvo-Morata et al.,, 2020). The increased use of technology during this pandemic, in
which all needs, particularly learning and teaching, are to be met through technology, is expected to
lead to instances of cyberbullying and other forms of cyber victimisation.

The fact that the COVID-19 is currently circulating lends credence to this theory. In this light, we
need more than ever strategies that combine the right technologies with the right educational
principles and the collaboration of various academic fields to put an end to cyberbullying and other
forms of online harassment that can be traced back to the improper use of various technological
tools (Pyzalski et al., 2022). Another finding from the study was that a wide range of measurement
tools are used to identify instances of cyberbullying. The problem with these tools is that they
approach cyberbullying from various perspectives and evaluate the results in various ways, result-
ing in a problem with external validity. As a result, it is self-evident that a globally recognised, valid,
and reliable instrument is required to generalise the findings in the context of cyberbullying
intervention and/or prevention. Despite the fact that programmes based in schools and supported
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Figure 3. Technological inter-
ventions for preventing

cyberbullying. » Within the realm of social media platforms, these tools

possess the capability to selectively screen and eliminate
deleterious content, as well as obstruct derogatory
messages or comments. It is within their purview to
restrict access to certain online content or websites for
individual users.

Filtering and blocking
software

The utilisation of these technological resources can aid
parents, educators, and school officials in the
Monitoring and surveillance of internet usage and the documentation of
reporting tools instances of cyber aggression. Alerts can be generated
upon detection of specific keywords or phrases that
may suggest the occurrence of cyberbullying.

The aforementioned tools facilitate the ability of students
and other individuals to report instances of cyberbullying
in an anonymous manner, thereby mitigating the potential
for retribution or social stigma.

Anonymous reporting
tools

Cyberbullying can be prevented by educating students,
parents, and educators about the risks and consequences
of cyberbullying. This can include workshops, seminars,
or online resources that provide information on how to
recognize and respond to cyberbullying.

Education and
awareness programs

Peer mentoring programs can encourage students to
support one another and discourage cyberbullying within
their social circles. This can include programs that teach
students how to identify and report cyberbullying, as well
as strategies for promoting positive online behavior

Peer mentoring
programs

by parents have been proven to be effective in the context of cyberbullying intervention and
prevention, it is undeniable that we require solutions that are innovative, creative, and functional
while remaining free (Martin-Criado et al., 2021). Because of the pandemic, this is especially true in
the online environment.

Nevertheless, Hinduja and Patchin (2015) has written about the importance of social media
companies and technology providers taking an active role in preventing cyberbullying. They
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suggested that social media companies could use their existing technology to identify and
remove cyberbullying content, as well as provide tools for reporting and blocking cyberbullies.
Similarly, Smith (2019) has emphasised the importance of technology providers taking
responsibility for cyberbullying prevention. He proposed that technology providers can make
online environments safer by developing and implementing effective content moderation and
reporting systems. He also proposed that social media companies collaborate with schools
and other community organisations to educate users about cyberbullying and encourage
positive online behaviour. Overall, Hinduja Patchin and Smith have all suggested that tech-
nology can help prevent cyberbullying. While technology alone cannot solve the problem of
cyberbullying, it can be used as part of a comprehensive, multi-disciplinary prevention strat-
egy. We can create safer and more supportive online environments for all individuals by
collaborating with technology providers, educators, parents, law enforcement, and legal
professionals.

5. Conclusion

All research has its flaws, and this one is no exception. The studies can only look at the
databases that were chosen for the inspection. This is the study’s first limitation. The study
also has the second limitation of only including full-text, English-language articles. In the
context of presenting an ever-increasing number of articles to researchers, this type of study
gives them a jumping-off point for discovering the main consensus on the issue researched.
But there are typically some restrictions in the presentation of non-inferential descriptive
data in a review study. More comprehensive research written in languages other than English
are needed to help comprehend the impact of the problem in the context of many causes
and various geographical, social, and cultural situations, which are currently
underrepresented.

Based on the articles chosen for this systematic review, it can be concluded that there are
various approaches to addressing cyberbullying, including technological interventions, educa-
tional programs, digital activism, and intervention programs. The use of deep learning sys-
tems and machine learning algorithms in detecting cyberbullying has been shown to be
effective, and technology-based interventions in schools have also been effective in detecting
and preventing cyberbullying. In addition, educational programs and intervention programs
have shown positive results in reducing the number of cyberbullying cases and victimization
experiences among students. The employment of digital activism has also been leveraged to
enhance public consciousness and education regarding the issue of cyberbullying.

It is imperative to underscore that cyberbullying is a multifaceted issue that warrants a varied
approach. The efficacy of technical interventions and educational initiatives notwithstanding, it is
imperative to also attend to the underlying biases and discriminatory attitudes that engender
instances of cyberbullying. Additionally, it is imperative to acknowledge the impact of cyberbullying
on the psychological welfare and overall health of individuals. It is crucial to implement measures
aimed at mitigating depressive symptoms in adolescents who have been subjected to
cyberbullying.

Utilising the potential of technology, this research reviews the most effective tools and
strategies for combating cyberbullying. These valuable insights can be used by policymakers,
practitioners, and social media platforms to create a kinder and safer online environment,
empower individuals, and nurture positive digital interactions. Together, we can make
a significant contribution to the struggle against cyberbullying and ensure a brighter, more
inclusive digital future for all.
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