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SHORT SUMMARIES  
 

 

Short Summary (English) 

Analyzing shifts of power in global affairs is no longer complete without considering cyberspace. 
Today more than half of the world’s population has access to the Internet. As the number of people 
and machines connected to the Internet continues to increase, so will its strategic value and impact 
on international affairs. This cumulative dissertation is therefore guided by the overarching 
research question, “How does cyberspace affect these power shifts in global affairs?” and three 
main lines of inquiry pursued across this body of work. The first focuses on the transition of power 
among states within the context of the rising powers of Brazil, Russia, India, China, and South 
Africa – the BRICS – and how they engage in the contestation of cyberspace vis-à-vis the U.S. The 
second focuses on the diffusion of power and projection of cyber power by non-state hackers, 
specifically focusing on proxy relationships between such actors and states. The third analyzes the 
emerging normative framework governing coercive cyber power consisting of existing international 
law and nascent norms. The Internet has contributed to several fundamental systemic shifts in 
significant ways. A key finding across the three lines of inquiry is that the Internet’s single most 
important impact with respect to the international system is its diffusion of reach – “the ability to 
cause effects remotely not only over regional but also global distances.” In addition, it is clear that 
how governments view cyberspace with respect to their domestic political system shapes how they 
behave in cyberspace internationally—including the use of coercive cyber power directly and 
indirectly via proxies. This also helps explain the intense contestation with respect to norms for 
cyberspace as part of the competition between open and closed systems. 
 

Short Summary (German) 

Cyberspace hat sich zu einem wichtigen Teil in Analysen von Machtverschiebungen im 
internationalen System zu Beginn des 21. Jahrhunderts entwickelt. Mehr als die Hälfte der 
Menschheit hat heute Zugang zum Internet, dessen strategische Bedeutung mit einer zunehmenden 
Anzahl von Nutzern und Maschinen weiter wachsen wird. Diese kumulative Dissertation 
beschäftigt sich daher mit der übergreifenden Forschungsfrage „Wie beeinflusst Cyberspace  
Machtverschiebungen im internationalen System?“ In drei Artikel und einer Monographie wird 
untersucht (a) warum die BRICS-Staaten sich in ihrem Verhalten im Bereich der Informations- und 
Telekommunikationstechnologie mit Blick auf die USA unterscheiden, (b) warum und wie Staaten 
über Proxybeziehungen auf nichtstaatliche Akteure zur Machtprojektion im Cyberrraum 
zurückgreifen und (c) wie Normen für den Cyberraum konstruiert werden und welche Rolle die 
Vereinten Nationen in diesem Prozess bisher spielen. Es ist klar, dass das Internet zu verschiedenen 
systemrelevanten Veränderungen beigetragen hat. Ein Hauptfaktor ist die diffusion of reach – „die 
Möglichkeit für Akteure Effekte aus Distanz nicht nur über regionale sondern globale 
Entfernungen“ über das Internet zu erzeugen. Darüber hinaus lässt sich das Verhalten von Staaten 
auf internationaler Ebene mit Blick auf das Internet, inklusive dessen offensive Nutzung, 
wesentlich dadurch erklären, wie diese Regierungen den Einfluss des Internets auf ihre 
innerstaatlichen Verhältnisse einschätzen. Dieser Umstand erklärt auch die Anfechtung von 
Normen in diesem Bereich als Teil der Konfrontation zwischen offenen und geschlossen Systemen.  
 

 

________________________ 

* As required per §7 (5) of the Promotionsordnung zum Dr. rer. pol. in Politikwissenschaft des Fachbereichs Politik- 

und Sozialwissenschaften der Freien Universität Berlin - FU-Mitteilungen 16/2008 vom 23.04.2008. 

* 
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CUMULATIVE DISSERATION - LIST OF PUBLICATIONS 
 

As outlined in §7 (2) (b) of the Promotionsordnung zum Dr. rer. pol. in Politikwissenschaft des 

Fachbereichs Politik- und Sozialwissenschaften der Freien Universität Berlin - FU-Mitteilungen 

16/2008 vom 23.04.2008, a cumulative dissertation comprises published and/or unpublished 
individual pieces of work. Such a cumulative dissertation requires an overarching title, an 
introduction, and conjoining text that analyzes, discusses, and presents the individual pieces. As 
agreed with my primary supervisor, this dissertation consists of three individual articles. In 
accordance with §7 (3), I specify my contribution to the conceptualization, execution, and writing 
of the two articles written in collaboration with another scholar. Following is a list of the individual 
and co-authored works of my cumulative dissertation, with details regarding my contribution to the 
co-authored publications. 
 

Core Articles: 
 

1. Core Article #1: 
o Ebert, Hannes and Tim Maurer. "Contested cyberspace and rising powers." Third 

World Quarterly 34, no. 6 (2013): 1054-1074. 
https://doi.org/10.1080/01436597.2013.802502.*  

 

2. Core Article #2: 
o Maurer, Tim. "‘Proxies’ and Cyberspace." Journal of Conflict and Security Law 21, 

no. 3 (2016): 383-403. https://doi.org/10.1093/jcsl/krw015 
 

3. Core Article #3: 
o Maurer, Tim. "A Dose of Realism: The Contestation and Politics of Cyber Norms." 

Hague Journal on the Rule of Law (2019). https://doi.org/10.1007/s40803-019-
00129-8 

 

Supplementary Material: 
 

• Supplementary Material #1 – Monograph: 
o Maurer, Tim. Cyber Mercenaries: The State, Hackers, and Power. Cambridge 

University Press, 2018. https://doi.org/10.1017/9781316422724. 
 

• Supplementary Material #2 – Annotated Literature Review:  
o Ebert, Hannes and Tim Maurer. “International Relations - Cyber Security.” Oxford 

Bibliographies - Oxford University Press. Last modified January 11, 2017. 
https://doi.org/10.1093/OBO/9780199743292-0196.**   

 

________________________ 

* The division of labor between the co-authors Tim Maurer and Hannes Ebert was such that I (Tim Maurer) led the 
research and writing for the conceptualizations of cyberspace and control in cyberspace outlined in the theory parts of 
the article. I also conducted the research, including the collection, analysis, process-tracing and writing, of the Internet 
governance and cyber-security debates for the empirical sections. A translated version of this article was published in 
French as Ebert, Hannes and Tim Maurer. “Revendications sur le Cyberespace et Puissances Émergentes.” Hérodote 

Revue de Géographie et de Géopolitique, no. 152 (2014): 276-297.   
** Developing this annotated bibliography was a highly collaborative project between the two co-authors using a shared 
Google Doc and frequent interactions on the phone and via email. The division of labor was such that I (Tim Maurer) 
was the lead for writing the following parts: Introduction; Cyberthreats and Cyberrisks; Geopolitics of Cybersecurity; 
and Laws, Norms, and Response Mechanisms in Cybersecurity. Hannes Ebert took the lead on: General Overviews; 
Journals / Online Resources and Blogs; International-Relations Perspectives on Cybersecurity; and International 
Institutions. With that said, the conception, development, and execution were a truly equal collaboration with the work 
carried out and borne equally by both scholars.  
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* As required per §7 (5) of the Promotionsordnung zum Dr. rer. pol. in Politikwissenschaft des Fachbereichs Politik- 

und Sozialwissenschaften der Freien Universität Berlin - FU-Mitteilungen 16/2008 vom 23.04.2008. 

* 
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1.   Introduction 
 

Today more than half of the world’s population has access to the Internet.1 As the number of people 

and machines connected to the Internet continues to increase, so will its strategic value and impact 

on international affairs. The technology’s hybrid character consists of a transnational virtual 

structure with information travelling through undersea cables and between physical devices located 

in and between the territories of nation-states. Importantly, a diverse range of actors from 

governments to nongovernmental actors, including technology companies and individual computer 

experts, build, use, and can ultimately affect the structure of the Internet. 

 

In 2010, the U.S. military declared cyberspace to be a new “domain” akin to land, sea, air, and 

space.2 For the world’s sole remaining superpower to declare an entirely new domain for military 

operations is no small feat; simply consider the bureaucratic decision-making process required to 

reach such a decision and the available alternatives involving fewer costs. Announced in a Foreign 

Affairs article by U.S. Deputy Secretary of Defense William J. Lynn III, the decision foreshadowed 

not only the new U.S. Cyber Command, which became fully operational in November 2010, but the 

creation, strengthening, and expansion of similar institutional structures in other countries since 

then.3  

 

The announcement made clear that the U.S. government and military viewed the Internet not 

simply as another new technology in a long list of emerging technologies in recent decades, but as 

qualitatively different in its ability to shape society and influence international affairs. Other 

countries made similar statements in the years thereafter.4 Over the past decade, the number of 

states developing offensive cyber capabilitiesa has quadrupled from roughly half a dozen to over 

thirty countries by late 2016.5 Beyond its military relevance, discussions in Germany about the 

need for a ‘Ministry for the Internet’ and various G20 and G7 statements highlight how cyberspace 

has risen from an issue of low to high politics.6 Russia’s interference in the 2016 U.S. presidential 

election and concerns that hacking could pose a risk to the nuclear deterrence regime underscore 

the political ramifications the technology has had around the globe and its significance relative to 

international peace and security.7  

                                                           
a “In general, an offensive cyber operation gains access to an adversary’s computer system or network and takes 
advantage of a vulnerability in that system or network to deliver a payload,” according to Herb Lin. See Lin, Herbert. 
“Escalation Dynamics and Conflict Termination in Cyberspace.” Strategic Studies Quarterly 6, no. 3 (Fall 2012): 46–
47. It is the payload that determines what kind of effect. In other words, “offensive cyber operation” has become a 
bureaucratized synonym used usually by government agencies to describe hacking.  



DISSERTATION   I   MAURER   I   7 

 

In short, for political scientists and International Relations scholars, the Internet presents an 

increasingly important subject to study. This ranges from questions about how the use of the 

Internet influences international peace and security to how it affects political systems, democratic 

backsliding, and domestic discourse. Moreover, unlike other strategic domains – land, sea, air, and 

space – cyberspace is manmade and its very structure can therefore be changed and is subject of 

intense political contestation.  

 

The Internet’s global impact is occurring within the context of broader changes that affect the 

international order in these early years of the 21st century. Joseph Nye describes two of these 

changes as the transition of power and the diffusion of power.8 The transition of power refers to the 

shift in relative power among states away from the unipolar moment of the U.S. as the sole 

superpower during the 1990s toward a more multipolar system. The diffusion of power refers to the 

shift in relative power from states to non-state actors. His and other similar books9 suggest that 

power relations in the evolving international system are changing fundamentally, including through 

a diffusion of power, while also highlighting the clear need for more systematic empirical research 

to analyze these trends. 

 

This cumulative dissertation engages with this research agenda guided by the overarching research 

question, “How does cyberspace affect these power shifts in global affairs?” The goal is to 

contribute to a more systematic empirical analysis examining if and how the Internet changes 

international affairs and to what degree the new data weakens or strengthens theories in 

International Relations. It builds on the growing recognition among scholars that analyzing these 

shifts of power in global affairs is no longer complete without considering cyberspace given that it 

has become a new sphere of human interaction. For example, Joseph Nye discusses the Internet’s 

impact on international relations in his 2011 The Future of Power and outlines the concept of 

“cyberpower” in his analysis of the transition and diffusion of power in the 21st century.10  

 

To achieve the dissertation’s objectives, it is necessary to address the overarching question by 

narrowing the scope of this endeavor and dividing it into discrete lines of inquiry that guided the 

three core articles and supplementary material comprising this cumulative dissertation. The three 

lines of inquiry pursued across this body of work focus on (i) the transition of power among states 

and the contestation of cyberspace, (ii) the diffusion of power and projection of cyber power by 

non-state hackers, specifically focusing on proxy relationships between such actors and states, and 
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(iii) the emerging normative framework governing coercive cyber power consisting of existing 

international law and nascent norms.  

 

The first article focuses on how the rising powers of Brazil, Russia, India, China, and South Africa 

– the BRICS – engage in the contestation of cyberspace vis-à-vis the U.S. It details the different 

visions for cyberspace norms and institutions with respect to the two issue areas cybersecurity and 

Internet governance. Contrary to expectations derived from balance of power theories, the most 

potent rising powers have not aligned to balance the international system’s hegemon with respect to 

cyberspace. Russia and China actively promote their ‘sovereigntist’ vision, whereas Brazil, India, 

and South Africa demonstrate hedging behavior as ‘swing states.’11 On the one hand, the latter are 

drawn toward the multistakeholder governance model that emerged organically in the U.S. and on 

the other, their approach is shaped by counter-hegemonic interests. The research questions guiding 

this first line of inquiry can therefore be summed up as: what explains the difference among the 

BRICS grouping’s cyber foreign policies and the lack of joint BRICS proposals? Why do cyber-

contestation policies vary among rising powers facing the same global hegemon? 

 

The second line of inquiry pursued in core article #2 and the monograph - supplementary material 

#1 - focuses on the diffusion of power, specifically how non-state actors have become more 

powerful relative to states through the ability to hack computer systems remotely. The research 

questions examined in this part of the cumulative dissertation include: Can non-state actors wield 

the same cyber power – and cause similar effects and harm – as states, and if so why? What kind of 

effects can hacking cause today? How have these new coercive global cyber capabilities become 

organized and why?b Why do states use actors detached from the state to project power? And how 

do states that aspire to a monopoly over the legitimate use of force pursue these efforts in the 

context of offensive cyber operations? 

 

The third line of inquiry goes beyond how power is shifting among actors to an examination of the 

normative regime governing offensive cyber operations and norms for cyberspace. Core article #3 

therefore examines the following questions: how do norms emerge for cyberspace? What has been 

the contribution of the UN process to the international community’s understanding of norms for 

                                                           
b This question mirrors the opening line of Janice Thomson’s seminal work on mercenaries published in 1994: “Why 
are global coercive capabilities organized the way they are?” (Thomson, Janice E. Mercenaries, Pirates, and 

Sovereigns: State-Building and Extraterritorial Violence in Early Modern Europe. Princeton, NJ: Princeton University 
Press, 1994: 3.) 
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cyberspace? Why did this process collapse in 2017, the very same year that two of the biggest 

cyber attacks to date – WannaCry and NotPetya – caused indiscriminate economic harm 

worldwide, each with an estimated cost of several billion U.S. dollars? And why did member states, 

in an unprecedented move in the UN’s history, create two separate processes dedicated to the same 

issue in 2018? 

 

A key finding across the three lines of inquiry is that the Internet’s single most important impact 

with respect to the international system is what I call its diffusion of reach – “the ability to cause 

effects remotely not only over regional but also global distances”12 through the Internet. This 

diffusion of actors’ reach has led to a flattening of international relations, shaping the transition of 

power among states and the diffusion of power from states to non-state actors as well as enabling 

regional politics and conflicts to globalize.  

 

Yet, an additional line of inquiry that cuts across all three other research strands investigates the 

question: what is cybersecurity? Research in the early stages of this dissertation projectc indicated 

that the term cybersecurity and the construction of the issue as a policy area are hotly contested, 

both conceptually and politically, by a variety of actors. The way in which actors use various terms 

and the way in which they actually behave necessitated a separate line of inquiry to assess the very 

essence, underlying preferences, and systemic pressures that shape international relations with 

respect to cyberspace. 

 

This cumulative dissertation investigates these more specific questions raised by the Internet’s 

expansion around the globe over the last 25 years. This umbrella text discussing the combined body 

of work is divided into three parts. The first part seeks to answer questions regarding the relevant 

time span, key concepts, and why this area of study matters in the broader context of international 

relations. The second part presents the conceptual points of departure for the research of the three 

core articles and monograph, as well as the theoretical and methodological connections between the 

individual works comprising this cumulative dissertation. The third part highlights how this 

dissertation contributes to both (a) the rapidly growing body of academic literature and scholarship 

                                                           
c In 2014, I led a project and co-authored a report compiling existing definitions relating to cybersecurity. This project 
was in support of the Swiss chairmanship of the Organization for Security and Co-operation in Europe (OSCE) and part 
of the OSCE’s Confidence-Building Measures to Reduce the Risks of Conflict Stemming from the Use of Information 
and Communication Technologies. More details available at Maurer, Tim and Robert Morgus. Compilation of Existing 

Cybersecurity and Information Security Related Definitions. Washington, DC: New America, 2014. 
https://www.newamerica.org/cybersecurity-initiative/policy-papers/compilation-of-existing-cybersecurity-and-
information-security-related-definitions/. 
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focusing on cyberspace as a new issue area, as well as (b) the broader political science and 

International Relationship scholarship, namely its investigation of conflict and coercion in the 21st 

century, new forms of governance, and the construction, diffusion and translation of norms with 

respect to emerging technologies.  

 

1.1.   What Time Span is Relevant? The Internet’s Global Expansion of the Past 25 

Years  

 

The U.S. government’s announcement in 2010 regarding the designation of cyberspace as a new 

military domain is even more remarkable because it took place only 15 years after the birth of the 

‘modern Internet,’ demonstrating the breathtaking pace at which the technology has influenced 

societies worldwide. The year 1995 has been called “year zero” in the history of the Internet 

because it marks the dividing point from its prehistoric days as a research network used by 

academics dating back to the 1960s to the open network and backbone for global communication, 

commerce, and trade that the modern Internet has since become.13  

 

In 1995, the Internet formally transitioned from a research networkd to commercial use, thus 

driving the technology’s global expansion.14 Only three years earlier, Tim Berners-Lee had 

developed the World Wide Web, which increased the Internet’s accessibility and utility and paved 

the way for the so-called “Dot-Com” or “Internet” bubble in the late 1990s, subsequently raising 

awareness of the Internet’s growing economic relevance.15 Table 1 illustrates this exponential 

growth of Internet host servers. 

 

From an International Relations scholarship perspective, the beginning of the modern Internet in 

1995 constitutes a useful starting point for the research on the Internet generally and for this 

cumulative dissertation, specifically. It was during this period that many countries established their 

first Internet connection to the rest of the network. China, for example, connected to the Internet in 

1994.16 And as the Internet’s commercial use started fueling its exponential transnational growth, 

the Internet’s economic and political impact multiplied.17 It also did not take long for the 

technology’s potential military use to become evident. During the Kosovo war in 1999, the U.S. 

                                                           
d The decommissioning of the U.S. National Science Foundation Network (NSFNET) backbone is usually considered 
the formal marker for this transition in Internet’s history. More details are available at: National Science Foundation. 
“A Brief History of NSF and the Internet.” Updated August 13, 2003. 
https://www.nsf.gov/news/news_summ.jsp?cntn_id=103050. 
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military penetrated military air defense systems and considered other attack options for its hackers - 

ultimately previewing the Pentagon’s announcement in 2010.18  

 

Figure 1. Growth of the Number of Internet Hosts Worldwide (1990-2000)19 

 

 

 

1.2.   What Are We Talking About 1.0: The Internet vs Cyberspace  

 

‘What is the Internet?’ is not a trivial question, neither from a technical or a societal or political 

perspective. Technically, the Internet is defined by the Internet Protocol that is its technical core 

and differentiates it from other similar technologies. During the 1980s, some institutions used a 

different network, not the Internet, to communicate with each other across countries. This other 

network was based on the X.25 protocol, which was eventually displaced by the IP/TCP protocol. 

The latter now forms the core of the Internet today after a period of contestation between the two 

competing standards.20 Functionally, it is the Internet’s modular architecture, which can be 

visualized as an hourglass with the Internet Protocol at its center, that gave it an advantage over 

other protocols and enabled its broader adoption and global expansion.21  

 

As more and more users connected to the Internet and started using it for different social purposes, 

another term quickly gained traction: cyberspace. Often used synonymously with the Internet - 

including in this dissertation - the term ‘cyberspace’ has also been a source of debate. The prefix 

cyber generally refers to computer- and electronic-centered technologies.22 It is commonly 

understood as “relating to or characteristic of the culture of computers, information technology, and 
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virtual reality.”23 Yet, definitions of cyberspace are disputed both analytically and politically, and 

the contested nature of the concept has ontological implications for “what and whom we consider 

to be actors in cyberspace” and “for the operations of power, as it determines the purview of 

cyberspace strategies and the operations of cyber-power.”24 

 

Myriam Dunn-Cavelty was one of the first scholars to scrutinize the term cyberspace and 

cybersecurity through the lens of Securitization Theory.25 The terms can be traced from their  

origins in fiction to its popularization by libertarian John Perry Barlow through his ‘Declaration of 

the Independence of Cyberspace’ to its adoption by actors advancing a national security agenda.26 

In Washington, cyberspace and cybersecurity became new buzzwords, partly the result of a 

marketing push by private military and security contractors in the first decade of the 21st century. In 

the meantime, no standard definition of ‘cyberspace’ has emerged. Instead, my aforementioned 

comprehensive review of definitions in 2014 found several dozen different definitions of 

‘cyberspace’ used by governments, academics, even technical bodies, including different 

definitions outlined within the same government by different agencies.27  

 

The most technically accurate definitions for the Internet and for cyberspace are arguably the ones 

provided by the Internet Engineering Task Force (IETF) and the International Organization for 

Standardization (ISO). The IETF defines the Internet as “the single, interconnected, worldwide 

system of commercial, governmental, educational, and other computer networks.”28 The ISO 

defines cyberspace as “The complex environment resulting from the interaction of people, software 

and services on the Internet by means of technology devices and networks connected to it, which 

does not exist in any physical form.”29 These narrow definitions focus on the purely social and 

virtual realm between hardware components of computer networks, which are manifested in acts of 

human communication and the minds of the users.30 In contrast, broader conceptualizations include 

the infrastructure layer necessary for the social communication to flow.31 Such inclusive models 

imply a multi-layered structure of cyberspace distinguishing between the “physical layer” at the 

bottom followed by the “protocol layer,” the “application layer,” the “content layer,” and finally the 

“social layer”.32 This approach posits that cyberspace is “a unique hybrid regime of physical and 

virtual properties.”33  

 

Importantly, unlike the other strategic domains – land, sea, air, and space - cyberspace is not only a 

geographical space but is manmade. While it is nearly impossible to change the shape of continents 

or oceans, the architecture of cyberspace is changeable, as are the social and functional relations 
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based on its technical design. To use the chessboard analogy, the design of each chessboard is 

already determined with respect to land, sea, air, and space. Human interactions and the exercise of 

power is therefore limited to changing the rules of the game but not the game board itself. With 

respect to the Internet, actors can alter the physical infrastructure, the protocol, or the content layers 

to not only change the rules of the game but the game itself, which is illustrated by the contestation 

over data sovereignty and the debate over the rise of a “cybered Westphalian age.”34 Core article #3 

and the contestation of the Internet’s multistakeholder governance model illustrate this dimension. 

 

1.3.   Why Does It Matter? Cyberspace’s Impact on International Relations 

 

Over the past quarter century, the Internet has influenced many spheres of human behavior. For 

example, it transformed communication from the mass media’s “one-to-many”35 to the Internet’s 

facilitation of “many-to-many”36 communication. The latter in turn facilitated new forms of civic 

engagement and the rise of “leaderless movements.”37 The Internet gave rise to new political 

strategies such as U.S. Secretary of State Hilary Clinton proclaiming a new “Internet Freedom”38 

agenda, but the technology also enabled unprecedented surveillance systems, many initially 

developed and now exported by China.39 Yet, many of these aspects arguably reflect incremental 

advances based on other technologies, for example, the radio and Radio Free Europe, thus begging 

the question: what is unique about the Internet? Specifically, what is its most fundamental impact 

on international relations? In short, why does it matter for International Relations scholars? This 

section therefore details how (i) the Internet’s diffusion of reach, (ii) the new types of coercive 

effects it enables, and (iii) the unique mix of actors taking advantage of these new capabilities 

create (iv) systemic impacts for international relations. 

 

1.3.1.   The Diffusion of Reach  
 

As outlined above, the most important characteristic of the Internet for international relations is 

what I call the diffusion of reach, defined as "the ability to cause effects remotely not only over 

regional but global distances” through the Internet. It is this feature that sets the Internet apart from 

previous phenomena and from previous analysis in the globalization literature.40 For example, 

Robert Keohane wrote about global terrorism that “[s]uch [informal] violence becomes globalized 

when the networks of non-state actors operate on an intercontinental basis, so that acts of force in 

one society can be initiated and controlled from very distant points of the globe.”41 On 9/11, 2001, 

terrorists actually few the planes that resulted in mass casualties and physical destruction. What is 
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new is that the Internet removes physical proximity as a necessary condition for malicious actors to 

cause harm and coercive effects through hacking. (At what scale and level of severity is an open 

question, discussed in this dissertation.42)  

 

The Internet largely removes physical geographic barriers from the equation. While the invention 

of intercontinental ballistic missiles (ICBMs) had a similar impact with respect to the notion of 

distance, they remained limited to a small club of states and require substantial resources. The 

Internet has made it possible for a single person to cause an effect at the other end of the world 

through hacking without having to be physically near the target. The cost and barrier to entry can 

be as low as having access to a computer, the Internet, and the time to accumulate the required 

expertise. Much like ICBMs required scholars to rethink foundational concepts in International 

Relations theory, such as the notion of “a geographically defined defensive perimeter”43 and the 

importance of “geographical distance,”44 the modern Internet poses a similar challenge. 

 

The Internet’s diffusion of reach therefore goes beyond the existing studies on the increasing 

interdependence of globalized relations among people and nations including the forms of 

globalized violence it enables. Chief among its implications is that the diffusion of reach 

contributes to a further diffusion of power from state to non-state actors because of the low barriers 

of entry to hacking and the range of effects it enables. This range of effects is discussed in detail in 

the following section, including the relationship to existing conceptualizations of the use of force 

and the line between war and peace. Whether the diffusion of reach also contributes to a transition 

of power over the long-term is less clear, but there is some indication that hacking offers novel 

asymmetric advantages that empower states such as Iran and North Korea. In addition, there are 

growing concerns over the potential new risks for nuclear weapons systems, which imply 

consequences for the most important power structure in the international system to date, the 

deterrence regime keeping nuclear powers in check. 

 

The degree to which the diffusion of reach affects international relations depends on the (changing) 

posture of both the attacker and the defender. For example, the defender’s level of digital 

connectivity must be taken into consideration as well as the cyber maturity and resilience of the 

defender’s infrastructure and society. Taken together, their respective postures determine the 

impact the diffusion of reach can achieve. As Rebecca Slayton highlights with respect to the ‘cyber 

offense-defense balance,’ “the offense-defense balance is shaped primarily by the relative skill with 

which adversaries manage complex information technology, and the relative complexity of their 
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goals.”45 She therefore provides a more nuanced assessment of the impact of hacking than the 

‘offense trumps defense’ adage often referenced as a given by others.46   

 

1.3.2.   A New Range of Effects 
 

The Internet, apart from nullifying the variable ‘geographic distance’ through the diffusion of 

reach, has an important second consequence: it enables hacking and thereby a new range of 

coercive effects. Hacking enables effects that can serve as substitutes to conventional weapons. For 

example, one of the first publicly available demonstrations of physical damage caused through 

hacking was a video of a test run at Idaho National Laboratory published by CNN. The video 

shows a cyber attack destroying a generator used to produce electricity.47 Hacking also enables 

effects that were previously impossible to achieve. For example, it is possible for a hacker to gain 

access to a bank and manipulate the integrity of the data, thereby changing the value of a person’s 

bank account or the institution’s ledger. Or instead of permanently destroying a critical 

infrastructure with a physical bomb, hacking can cause a temporary and, importantly from a 

political signaling perspective, reversible disruption.  

 

These new types of effects are the most intriguing from a scholarly perspective, as well as for 

military planners and decision-makers.48 Eric Rosenbach, the Pentagon’s principal cyber advisor 

from 2011 to 2015 and former Chief of Staff to U.S. Secretary of Defense Carter, said in 2014 that 

“The place where I think it will be most helpful to senior policymakers is what I call in ‘the space 

between.’ What is the space between? … You have diplomacy, economic sanctions…and then you 

have military action. In between there’s this space, right? In cyber, there are a lot of things that you 

can do in that space between that can help us accomplish the national interest.”49 Figure 2 

illustrates this statement and connects it to Clausewitz’s famous conceptualization of “war as the 

continuation of politics by other means.”50 

 

By 2018, the views expressed by Rosenbach’s at a public think tank event in Washington, DC, in 

2014, had become codified in official U.S. government doctrine. The 2018 Command Vision for 

U.S. Cyber Command states that “[U.S.] adversaries operate continuously below the threshold of 

armed conflict to weaken our institutions and gain strategic advantages.”51 The Cyber Strategy of 

the Pentagon published the same year specifies that the U.S. military plans to “take action in 

cyberspace during day-to-day competition to preserve U.S. military advantages and to defend U.S. 

interests […] We will defend forward to disrupt or halt malicious cyber activity at its source, 
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including activity that falls below the level of armed conflict.”52 The Pentagon’s cyber strategy 

aligns with the 2018 National Defense Strategy, which highlights “the reemergence of long-term 

strategic competition, rapid dispersion of technologies, and new concepts of warfare and 

competition that span the entire spectrum of conflict.”53 

 

Figure 2. Cyber Effects and the Clausewitzian Spectrum of War as Continuation of Politics by 

Other Meanse  

 

 

 

 

1.3.3.   A Unique Mix of Actors 
 

The low barriers to entry and the diffusion of reach create a unique mix of actors, including non-

state actors, capable of projecting coercive cyber power globally. Yet, the existing literature is 

state-centric, despite the empirical evidence suggesting a very different environment. To provide a 

starting point and framework for future studies to help close this research gap, Figure 3 integrates 

the role non-state actors can play as independent actors and as proxies and provides additional 

information about the different levels of sophistication. The taxonomy shown in Figure 3 therefore 

addresses a shortcoming in the original taxonomy developed by the U.S. Defense Science Board 

with its state-centric approach.  

 

 

                                                           
e The graphic uses the international law thresholds of use of force/armed attack as the dividing line between war and 
peace rather than the 1,000 deaths/year definition often used in political science, see: Uppsala University. 
“Definitions.” Department of Peace and Conflict Research. Accessed August 26, 2019. 
https://www.pcr.uu.se/research/ucdp/definitions/#Warring_party_2. 
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Figure 3. Taxonomy of actors capable of projecting coercive cyber power54 

 

 

 

 

Transcending the state-centric approach is important, because a biased focus on states risks 

ignoring a substantial part of the empirical reality and activity involving non-state actors ranging 

from hacktivists to malicious hackers and companies offering their services and tools for money.55 

For example, the largest data breach in history to date was carried out by a 29-year-old Russian 

cybercriminal on the FBI’s Cyber Most Wanted list and a 22-year old Canadian citizen, both 

working as modern-day digital privateers for two Russian intelligence officers.56 While non-state 

actors may be less sophisticated, particularly with respect to the full spectrum of capabilities, some 

are sophisticated enough to cause widespread harm. For example, it was only after four Iranians in 

their mid-20s joined the offensive cyber operation that turned the Distributed Denial of Service 

attack orchestrated by the Islamic Revolutionary Guard Corps against financial institutions in the 

U.S. from a “few yapping Chihuahuas into a pack of fire-breathing Godzillas.”57  

 

Importantly, the fact that non-state actors are less sophisticated compared to the most advanced 

nation-states implies that the former lack the ability to be as precise and to limit the intended effect 

of their activity. This increases the risk of accidental and unanticipated consequences of offensive 

cyber activity and potentially creating widespread unintended harm, while, the most advanced 

nation-states have the expertise and resources (and international lawyers) to first test any cyber 

weapon to ensure its precision and alignment with international and domestic laws. Figure 4 

attempts to showcase this crucial distinction. 
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Figure 4. Relationship between an actor’s technical sophistication, ability to cause harm, as well 
as persistence, stealth, and precision58 

 

 

 

1.3.4.   Systemic Impacts 
 

The diffusion of reach combined with the possibility of new coercive effects and the unique mix of 

actors able to leverage these capabilities are the key variables as to why cyberspace is affecting 

power in international relations. But how are these different factors having a systemic impact? 

While part of this question remains an open empirical one, this section discusses how these factors 

at least create a confluence of increased uncertainty, intensified globalized conflict, and new 

escalatory risks producing systemic impacts. For example, with direct conventional war among 

great powers highly unlikely, partly as a result of the Mutual Assured Destruction regime, hacking 

now enables new forms of coercion among nuclear powers.f Nuclear powers have certainly tested 

each others’ limits in the past through other means such as proxy warfare on other continents. Yet, 

such activity was carefully calibrated not to pose a threat of direct escalation. The Internet having 

connected not only people, but more and more machines around the world, now presents a new 

frontier for these powers to exercise their power with several discernible consequences.  

 

                                                           
f For an important discussion whether hacking poses a new risk to the stability of the nuclear regime, see Acton, James 
M. "Escalation through Entanglement: How the Vulnerability of Command-and-Control Systems Raises the Risks of an 
Inadvertent Nuclear War." International Security 43, no. 1 (Summer 2018): 56-99; Danzig, Richard J. Surviving on a 

Diet of Poisoned Fruit: Reducing the National Security Risks of America’s Cyber Dependencies. Washington, DC: 
Center for a New American Security, 2014. https://www.cnas.org/publications/reports/surviving-on-a-diet-of-poisoned-
fruit-reducing-the-national-security-risks-of-americas-cyber-dependencies. 
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Increased Uncertainty. Offensive cyber activity increases uncertainty and mistrust exacerbating 

tensions and intensifying volatility in international relations. Three main factors are the source for 

this increased uncertainty and mistrust: (i) the attribution problem, (ii) the blurred lines between 

espionage and attack, and (iii) the specific characteristics of cyber tools.  

 

First, ‘the attribution problem’ describes the challenge of tracing offensive cyber activity back to its 

source.59 Hackers can route their attack through different countries, hide their identity, and 

sometimes pretend to be someone else. For example, while experts cannot agree who is behind the 

Yemen Cyber Army, everybody agrees that it is not Yemeni.60 Even for the most sophisticated 

actors with the best attribution capabilities, such as the U.S. government, attributing offensive 

cyber activity with a high degree of confidence usually requires significant resources, combining 

signals intelligence with human intelligence and requiring an amount of time exceeding that usually 

necessary for national security decision-making. For nearly all other governments, this remains an 

insurmountable task without outside assistance (and an important and fascinating issue ripe for 

further research). 

 

The second source, the blurred line between espionage and attack, a particularly challenging aspect 

of hacking with implications for international peace and security, becomes clear when considering 

the different steps involved in an offensive cyber operation. Figure 5 visualizes the different stages 

by developing a modified version of the tip-of-the-spear framework used previously in 

International Relations literature. (Peter Singer applies the ‘tip of the spear’ framework from 

military thought to conceptualize different types of private military and security companies based 

on their geographic proximity to the battle space.)61 Instead of geographic proximity, the key 

measure used here to conceptualize hacking is the proximity to an effect caused by a hacker given 

that geographic distance can be neglected.  

 

Looking at the four stages and seven steps, the key insight is that it is only the last step that 

determines whether an intrusion is used to collect data, e.g., for espionage, or to undermine the 

availability of data or to manipulate it, e.g., to create a disruptive or destructive effect. That is why 

the mere intrusion can be considered escalatory once detected, as the victim does not know the 

intent behind the intrusion and whether it is limited to theft of data or is the precursor to an attack.62 

This close relationship between espionage/intelligence collection and attack is also evident in the 

institutional structures involved in offensive cyber operations. For example, U.S. Cyber Command 
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remains institutionally closely tied to the U.S. National Security Agency (NSA) with the 

commander of U.S. Cyber Command being dual-hatted simultaneously serving as head of NSA.63  

 

 

Figure 5. “Tip of the Spear” framework applied to remote offensive cyber operations64  
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Third, two additional characteristics of cyber tools are worth mentioning. First, the ‘use and lose’ 

character of some cyber weapons and second, the ‘dual use’ nature of cyber tools.65 Some cyber 

weapons are ‘use it or lose it’ because they rely on a zero-day vulnerability, a vulnerability not 

known to anyone other than the attacker.66 If discovered by others, there is an incentive to use the 

capability before it gets lost due to its getting patched subsequent to its discovery. A similar 

incentive exists if a system is about to be updated, for example, one version of Windows gets 

replaced with the next, creating an incentive to use a capability by using a vulnerability in the old 

version. The stealthy nature of these zero-day vulnerabilities is also what prevents actors from 

demonstrating their cyber capabilities through public display, such as military tests or exercises, 

and limits the ability to use such public displays for political signaling.67 The dual-use character, on 

the other hand, refers not only to the civilian/military distinction commonly associated with the 

term ‘dual-use,’ but that cyber tools are often ‘multi-use’ and used by law enforcement and 

intelligence agencies and cybersecurity companies for legitimate purposes in addition to their 

potential abuse for nefarious purposes.68 This complicates discerning the intent of actors’ behavior, 

for example, with respect to the exports and use of such technologies.  

 

New Risk for Escalation. A consequence not originally foreseen with the development of the 

Internet was that by connecting more and more people and more and more machines it made 

government, military, and private computer systems vulnerable to hackers. The founders of the 

Internet built the technology “with performance, not security, in mind,” according to Howard 

Shrobe, computer science professor at MIT.69 The amount of hacking has become so prevalent that 

cybersecurity experts have come to argue that ‘It is no longer a question of whether you will be 

hacked but when you’ll be hacked’ or that ‘there are two types of companies, those who have been 

hacked and those who don’t know yet that they’ve been hacked.’70 

 

The resulting vulnerabilities have created new sources of insecurity and – paired with the diffusion 

of reach and the increased uncertainty – risks for (accidental) escalation.71 For example, one of the 

first incidents involving such new escalatory risks occurred in 1998 when tensions between the 

U.S. and Iraq had reached a new high. While American troops were being deployed to the Middle 

East, the Pentagon realized that it had been hacked, leading to the President being briefed on the 

incident. Initially, it seemed that Iraq may be responsible, but ultimately the hack was traced back 

to two teenagers in California and an Israeli hacker.72 Another complicating factor is that proxy 

actors ranging from politically motivated hacktivists to profit-driven companies or cybercriminals 

are often involved in offensive cyber activity. This incident also illustrates that the risk for 
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escalation is further compounded by the lack of intersubjective understanding how to interpret 

intrusions in cyberspace, even if it is clear who is behind them. For example, is Russia’s probing73 

of the U.S. electrical grid a precursor for an attack similar to the cyber attack triggering the 2015 

blackout in Western Ukraine,74 is it espionage, political signaling, or all of the above?  

 

Globalizing conflict. The diffusion of reach has had a flattening75 effect on international relations 

and geopolitical tensions. In other words, geographic distances have shrunk and the diffusion of 

reach can be seen as an extension of globalization as “the process of increasing interconnectedness 

between societies such that events in one part of the world more and more have effects on peoples 

and societies far away.”76 For example, until recently, most observers expected that North Korea’s 

ability to hit targets on U.S. soil remotely would be through the development of an ICBM as part of 

its nuclear program. They did not expect that the first damaging attack would consist of North 

Korean hackers targeting a Hollywood movie company when it hit Sony Pictures Entertainment. 

(Nor did most observers expect that the first time a U.S. president would publicly accuse another 

country of committing a cyber attack that it would be this type of attack.)77 There is an obvious 

difference in severity between an ICBM hitting the U.S. and a cyber attack deleting data, but the 

latter nevertheless globalized what was previously a regional conflict from the U.S. perspective. 

(For North Korea, this has always been an issue of global dimension given the global reach of the 

U.S.). Another example for this globalizing effect is the Iranian cyber attacks against a range of 

targets in the U.S. from financial institutions to a casino and a dam.78  

 

Looking ahead, these systemic impacts will be exacerbated by three overall and related trends that 

have emerged in recent years: (i) the number of actors developing and using offensive cyber 

capabilities is increasing, (ii) the number of attacks and effects caused are proliferating, and (iii) the 

new types of effects and reactions create new escalatory risks. The latter also points to the broader 

International Relations literature by raising the important question in the medium- to long-term 

whether current understandings of what constitutes use of force and armed attack will remain 

consistent or possibly change? Will use of force continue to be primarily associated with death or 

physical damage, or will the new types of coercive effects that cyberspace enables, such as 

targeting of a country’s financial system, lead to the line and threshold being moved further in a 

direction to include non-kinetic effects as illustrated in Figure 6 (thereby enabling other types of 

counter-attacks)? 
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Figure 6. Cyber Effects and the Clausewitzian Spectrum of War as Continuation of Politics by 

Other Means  

 

 

 

1.4.   Cyberspace and International Relations More Broadly: The Literature  

 

1.4.1.   A Few High-level Observations on the State of the (Still Nascent) Literature 

 

It is important to begin with three main observations to place scholarship on cyberspace in the 

context of broader International Relations theory. First, there remains a disconnect between 

mainstream International Relations literature and the literature on cyberspace. When I conducted an 

in-depth literature review in 2017 to co-author an annotated bibliography for Oxford 

Bibliographies, it was striking how many of the works focusing on cyberspace considered seminal 

had been published outside conventional International Relations journals and publishers.g 

Relatedly, the study of cyberspace remains not necessarily an orphan issue but one in search of a 

home. Peer-reviewed publications have been scattered across academic disciplines ranging from 

law, political science, international relations to communications studies, sociology, and computer 

science.h To overcome the challenge of fragmentation, this dissertation is based on an 

interdisciplinary approach that draws on publications across the various disciplines. Third, some of 

the most influential insights in the scholarship on cyberspace have not been published in peer-

                                                           
g For a comprehensive overview of the literature and annotated bibliography, see Hannes, Ebert and Tim Maurer. 
“International Relations - Cyber Security.” Oxford Bibliographies - Oxford University Press. Last modified January 11, 
2017. https://doi.org/10.1093/OBO/9780199743292-0196.  
h Some newly created journals are trying to address this fragmentation such as Oxford University Press’s Journal of 

Cybersecurity and Taylor & Francis’s Journal of Cyber Policy. 
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reviewed publications but the “grey literature”79 of think tank reports, university working papers, 

even reports by private companies80 or obscure outlets that have brought unique research to light 

such as Scott Henderson’s insight into the first Chinese hacker networks.81  

 

With respect to how scattered the literature is, consider the following review of some of the key 

pieces of scholarship. For example, it was law professor Larry Lessig’s seminal work arguing that 

code is law that changed the way scholars thought about governance and the Internet.82 Sociologist 

Gabriela Coleman provided the most detailed analysis of one of the most notorious actors in 

cyberspace, the hacktivist group Anonymous.83 Another sociologist, Jonathan Lusthaus, produced 

one of the most comprehensive studies of cybercrime globally.84 The U.S. intelligence analyst Sean 

Kanuck offers one of the first in-depth discussions of the implications of cyberspace for 

sovereignty and international law.85 A foundational analysis on encryption and globalization was 

also written by lawyers Peter Swire and Kenesa Ahmad.86 Meanwhile, Monroe Price traces the 

evolution of communications technologies over the decades and draws out important distinctions in 

how the Internet differs from radio, television, and satellite communications.87  

 

In political science, scholars such Ronald Deibert and Shanthi Kalathil focused on the Internet’s 

impact on domestic political systems, namely authoritarian regimes, early on.88 With respect to 

international security, John Arquilla warned in 1993 already that “Cyberwar is Coming!”89 Two 

decades later, Nazli Choucri shed light on the international institutions relating to cyberspace while 

Joseph Nye popularized the notion of cyber power.90 Meanwhile, Internet governance scholars 

formed their own epistemic community debating the political nature and the politics of cyberspace 

and asking who controls the Internet and why.91 Area-specific publications also date back to the 

1990s. For example, Timothy Thomas’s consistent scholarship on Russia, increasingly 

complemented by the rise of the next generation of scholars from Collin Anderson’s analysis of 

developments in Iran to Jenny Jun’s focus on North Korea.92  

 

Finally, it is worth noting that there is a noticeable break in the cybersecurity scholarship that 

occurred in 2001. After a growing body of literature started emerging in the 1990s in both 

academia and think tanks that focused on the Internet and its implications, the September 11 

terrorist attacks led to a noticeable shift of attention among scholars toward counterterrorism and 

away from cyberspace. Apart from a few exceptions, such as Dorothy Denning, Ronald Deibert, 

Martin Libicki, and Myriam Dunn Cavelty,93 it was not until the end of the first decade of the 21st 

century that interest in the topic resumed, leading to a revival of scholarship. Some scholars tend to 
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only focus on the more recent literature mainly because the Internet today differs significantly from 

its role in the 1990s. For example, social media remains a recent phenomenon, with Facebook 

being founded in 2004 and Twitter in 2006. However, the “Global Information Society” was 

already on the agenda of the G7 in 1995. Therefore, I deliberately included the scholarship dating 

back to this period for this dissertation.94   

 

1.4.2.   Key Debates in the Literature on Cyberspacei 

 

The literature on cyberspace touches on several dimensions of the overarching research question of 

this cumulative dissertation - how cyberspace affects power shifts in global affairs - yet it remains 

rather siloed. One way to categorize this literature is based on the epistemic communities that 

scholars have formed over the years, namely: (i) the Internet governance scholarly community, (ii) 

the cybersecurity/conflict community, and (iii) the human rights online community. While a few 

scholars have started to study issues outside their original area in recent years,95 and a few have 

crossed multiple communities,96 these three communities nevertheless stand out as clearly 

delineated groups whose literature and scholars.j It reflects the observation by Rudra Sil and Peter 

Katzenstein about International Relations scholarship more broadly that “social scientific research 

is still organized around particular research traditions or scholarly communities, each marked by its 

own epistemic commitments, its own theoretical vocabulary, its own standards, and its own 

conceptions of ‘progress.’”97 

 

Internet governance. The first epistemic community has focused on some classic questions of 

International Relations theory in its scholarship on Internet governance such as ‘who controls the 

Internet?’,98 what is Internet governance and how to distinguish “governance of the Internet” and 

“governance on the Internet,”99 as well as how the transnational architecture of the Internet and data 

governance corresponds to notions of territorial sovereignty.100 The scholarship on Internet 

governance is particularly interesting due to its focus on the Internet’s “multi-stakeholder 

approach,”101 which is subject to increased contestation by some nation-states trying to impose 

                                                           
i See also Ebert, Hannes and Tim Maurer. “International Relations - Cyber Security.” Oxford Bibliographies - Oxford 

University Press. Last modified January 11, 2017. https://doi.org/10.1093/OBO/9780199743292-0196. 
j Scholars focusing on Internet governance, for example, have created the Global Internet Governance Academic 
Network (www.giga-net.org) and usually meet at the annual Internet Governance Forum. Scholars focusing on 
cyberspace in the context of international peace and security have been convening annually in Cambridge, MA, through 
a MIT/Harvard conference series (https://ecir.mit.edu/). Scholars focusing on human rights online get together at 
RightsCon (https://www.rightscon.org/) and the Stockholm Internet Forum. The Cyber Dialogue series hosted by the 
University of Toronto’s Munk School of Global Affairs is one of the few specifically designed to build bridges across 
these communities and scholarship (https://cyberdialogue.ca/). 
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greater state control through multilateral institutions.102 Taking into account the current debate in 

International Relations theory about changes in global governance, namely the role of private 

transnational regulatory organizations,103 the scholarship on Internet governance thus contributes a 

unique lens and voice to this debate.  

 

This segment of the literature is therefore particularly focused on the diffusion of power and the 

extent to which cyberspace has empowered non-state actors relative to the state. Moreover, this 

epistemic community has stood out for its prescriptive streak centered around advancing the 

concept of multi-stakeholderism in addition to its empirical analysis of who governs the Internet, 

why, and how.104 Interestingly, discussions about 5G technology and the growing influence of 

Chinese (state-owned) tech companies is bringing questions related to a potential transition of 

power from the U.S. to China into sharper focus within this community. 

 

Cybersecurity. The second category consisting of the scholarship on cybersecurity ranges from the 

literature on cyber terrorism105 to the debate over cyber war106 that eventually led to more nuanced 

discussions away from cyber conflict as a standalone phenomenon to the recognition that 

cyberspace is increasingly used in conflict alongside other capabilities, i.e., “cybered conflict.”107 

Analogies discussed in the literature now range from “Electronic Pearl Harbor”108 to “Cyber 

9/12”109 and the outbreak of World War I in 1914110 to entire volumes dedicated to analogies.111 A 

separate strand focuses specifically on applying securitization theory to the topic.112 More recent 

scholarship analyzes the structural dynamics of cybersecurity ranging from the ‘cybersecurity 

dilemma’113 to a detailed analysis of the ‘cyber offense-defense balance.’114 Current debates 

continue to discuss if and how the notion of deterrence applies to cyberspace115 while new concepts 

such as “persistent engagement” are starting to emerge in addition to detailed country studies and 

analyses of high-profile cyber incidents.116  

 

The most important debate of the past decade among scholars was about whether ‘cyber war’ will 

or will not take place. Triggered by Richard Clarke and Robert Knake’s influential 2010 Cyber War 

and Thomas Rid’s response a year later, this debate also found its way into mainstream 

International Relations journals.117 Rid argues that cyber capabilities are most likely to be used for 

intelligence collection, sabotage, and subversion rather than for all out ‘cyber war,’ a view that has 

enjoyed growing consensus. However, his dismissal of cyber capabilities being able to cause 

widespread harm or even fatalities remains contested and increasingly tenuous considering recent 

developments. From the New York Times article referencing a comprehensive plan for cyber 
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attacks against Iran to the WannaCry malware requiring hospitals in the United Kingdom in 2017 

to turn away patients,118 indications are that states are capable of carrying out cyber attacks with 

effects that go far beyond what has been witnessed to date. (On the flipside, the decision by the 

Israeli Defense Force to carry out an airstrike against a building used by Hamas to launch a cyber 

attack demonstrates that cyber activity can be considered legitimate reasons to launch a kinetic 

counterstrike.119) Once 5G technology paves the way for the next generation of the Internet - the 

Internet of Things - connecting primarily machines with machines, the possibilities to create more 

severe impacts will increase. 

 

The literature focusing on the security dimension of cyberspace has demonstrated an interesting 

evolution. It moved from a near obsession with cyber terrorism and the implied diffusion of power 

to then focus on state-centric cyber war. Most recently, the scholarship has seen a rise in studies 

with an emphasis on China that connects to the broader academic research examining China’s rise 

and its implication for the transition of power. In addition, there has been a trend toward more 

empirical-driven analysis paving the way for more nuanced research output shedding light on the 

relationships between state and non-state actors. 

 

Human rights. The third epistemic community, this one focusing on human rights in the digital age, 

has produced studies ranging from early analyses investigating the use of the Internet by 

authoritarian regimes and its impact on state surveillance,120 including its utopian and dystopian 

manifestations,121 to the role of tech companies122 and the global trade and export controls of 

surveillance technologies.123 During the period of tech optimism, research was driven by questions 

about the extent to which the Internet empowered the protection and realization of individuals’ 

human rights. This set of studies essentially represents an examination of the diffusion of power 

with the underlying thesis being that the Internet results in a relative loss of power for the state with 

individuals being empowered to act as guarantors of their own interests and rights. For example, 

the outcome of the Crypto Wars saw encryption morph from being viewed and controlled by states 

as a weapon to becoming ubiquitous worldwide.124  

 

Following Edward Snowden, the digital rights scholarship shifted to focus specifically on the 

intelligence activities of governments in liberal democracies and their implications for human 

rights.125 The previously hidden power of the state became the subject of intense scrutiny marking 

the beginning of a much more pervasive tech pessimism. This period of tech pessimism is reflected 

in the type of research questions pursued and the conclusions drawn from it. Data protection and 
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privacy became a topic of interest globally including a burgeoning literature on the international 

regime governing espionage and privacy.126 Importantly, this scholarship directly relates to the 

broader contemporary discussion among human rights scholars focused on questions of 

extraterritoriality.127  

 

Similar to the other two strands of literature, the epistemic community focused on human rights in 

the digital age has also pursued research questions ranging from the diffusion of power to the 

transition of power. With respect to the latter, recent scholarship has focused particularly on the 

Internet’s impact in countries such as China and Russia again. This includes investigating how 

China is exporting its behavior and norms to other countries and exploring questions of how the 

technology is affecting political systems and the stability and longevity of democratic and 

authoritarian regimes alike.128  

 

Future trends. These separate epistemic communities and strands of scholarship have been 

increasingly converging over the past few years for several reasons.129 First, an increasing number 

of universities have been establishing degree programs and concentrations dedicated to the study of 

cyberspace, including the creation of a new generation of PhD students who are integrating the 

scholarship of different academic disciplines.130 Second, some scholars started to expand their 

research beyond their initial areas of focus. For example, Milton Mueller and Laura De Nardis who 

are known for their Internet governance expertise started to also publish research focused on 

cybersecurity. Whereas, James Lewis expanded his writings on cybersecurity to discuss broader 

governance questions.131 Joseph Nye’s outline of an emerging regime complex captures most of 

these various dimensions.132 Third, International Relations journals have been publishing 

cyberspace-related scholarship more frequently and new handbooks have appeared dedicated to the 

study of cyberspace or to specific sub-fields such as cybersecurity.133 These are promising 

developments that facilitate studies such as the ones pursued in this cumulative dissertation that is 

designed to close research gaps between and within the respective siloes and to be cross-cutting and 

multi-disciplinary in its examination of how cyberspace affects power shifts in international affairs. 
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2.   Conceptual Framework for Cumulative Dissertation 
 

2.1.   1st Conceptual Point of Departure: Analytic Eclecticism  

 

While the key distinctions between the three main contemporary schools of thought in International 

Relations Theory134 – liberalism,135 realism,136 and constructivism137 – are relatively clear and easy 

to grasp, the modern incarnations, especially of the first two, continue to be the subject of intense 

debate. For example, scholars cannot even agree whether the work of neorealism’s founding father, 

Kenneth Waltz, was based on microeconomics or not.138 Others argue that his seminal work that 

established neorealism – Theory of International Politics - “was an attempt to reconceive classic 

realism in a liberal form. Neorealism, in short, was profoundly ideological.”139 They conclude that 

it was Waltz’s personal beliefs, namely his desire to remove the anti-democratic elitism of classic 

realism and to marry realist assumptions with American ideals, that drove his shift to a systemic 

neorealist theory.140 In short, the theories’ scientific soundness and intellectual boundaries remain 

hotly debated. 

 

Apart from these conflicting accounts, a key problem realists and liberalists continue to grapple 

with is how do domestic politics relate to international relations and vice versa? How can systemic 

outcomes be conceptualized and aligned with state behavior? In one of the most recent discussions 

of how the two research traditions address the topic, Kevin Narizny points out:   

“Each perspective represents an attempt to ‘solve’ the problem of combining levels of analysis in 

international relations theory. Liberalism is a bottom-up, domestic society-based theory that 

nevertheless incorporates external variables; neoclassical realism is a top-down, international 

system-based theory that nevertheless incorporates internal variables. If their strengths and 

weaknesses were parallel, the choice between them might simply be a matter of personal preference. 

Those who believe that systemic pressures matter more could declare themselves to be neoclassical 

realist, whereas those who believe that domestic politics matter more could declare themselves 

liberal, and it would make little difference for the progress of the field.”141 

Narizny ultimately argues that “Lacking internal coherence, neoclassical realism has become less a 

scientific paradigm than an invitation to methodological error”142 concluding that “The underlying 

problem with neoclassical realism is that it attempts to operationalize an irretrievably amorphous 

intuition: that domestic politics matter, but not too much…In short, confusion reigns.”143 Further 

highlighting the confusing nature of the debate is the fact that the same piece of work by Ripsman, 

Taliaferro, and Lobell that is the focus of Narizny’s liberal critique has also been criticized by 
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fellow neorealist scholars.144 Further to this point, whereas some scholars reject one theory over the 

other, others have preferred to view them as complementary suggesting that “for better or worse, 

institutional theory is a half-sibling of neorealism.”145  

 

In light of these ongoing theoretical debates,146 I selected a more pragmatic,k problem-centered 

approach and decided to use analytic eclecticism as the conceptual point of departure for this 

cumulative dissertation. As described by Rudra Sil and Peter Katzenstein, analytic eclecticism “is 

intended to generate diverse and flexible frameworks, each organized around a concrete problem, 

with the understanding that it is the problem that drives the construction of the framework.”147 Sil 

and Katzenstein offer a persuasive outline of the benefits and risks associated with analytic 

eclecticism, which on balance, is particularly promising for a cumulative dissertation investigating 

different aspects of a phenomenon – in this case cyberspace. This approach encourages the 

application of different frameworks and middle-range theoretical arguments tailored to the specific 

problem investigated through the various lines of inquiry. To buttress the choice of analytic 

eclecticism as a conceptual point of departure, the literature on power will serve as the second 

conceptual approach providing an overarching umbrella framework for the work of this cumulative 

dissertation.  

 

2.2.   2nd Conceptual Point of Departure: The Literature on Power  

 

2.2.1.   A Brief Review of the Concept of Power 
 

The concept of power has fascinated scholars for centuries and the literature on power has become 

rather eclectic in and of itself. Philosophers in ancient Greece explored the role of power in works 

such as Thucydides’ well-known account of the Peloponnesian War. Machiavelli’s The Prince 

                                                           
k “Pragmatism held that philosophy should concern itself with the messiness of human meaning” according to Sil and 
Katzenstein, with the “canonical trinity” of John Dewey, Charles Pierce, and William James as its foundation. 
Pragmatism saw a revival several decades later through Richard Rorty’s publications. For a more in-depth discussion of 
their work and impact, see Legg, Catherine and Christopher Hookway. “Pragmatism.” Stanford Encyclopedia of 
Philosophy. Last updated March 14, 2019. https://plato.stanford.edu/entries/pragmatism/. Sil, Rudra and Peter 
Katzenstein. “Analytic Eclecticism in the Study of World Politics: Reconfiguring Problems and Mechanisms across 
Research Traditions.” Perspectives on Politics 8, no. 2 (June 2010): 417.  
With respect to its application in the context of International Relations scholarship, Sil and Katzenstein also discuss 
(421-422) several specific examples where scholars have used a more pragmatic and eclectic approach in their studies 
combining different theoretical strands to explain a concrete problem ranging from Robert Jervis’s American Foreign 

Policy in a New Era to Michael Barnett and Martha Finnemore’s Rules for the World. Jervis, Robert. American 

Foreign Policy in a New Era. Routledge, 2013. Barnett, Michael, and Martha Finnemore. Rules for the World: 

International Organizations in Global Politics. Cornell University Press, 2004. 
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famously added to this literature and Max Weber provided new impetus with his reflections on the 

modern state.148 More recently, Joseph Nye coined the distinction and popularized the notion of 

soft and hard power. Nye writes of a power behavior continuum ranging from command as the 

most extreme form of hard power to co-option as the most extreme form of soft power. He builds 

on the work of previous theorists such as E.H. Carr who wrote in 1939 that power over opinion, 

“the art of persuasion,” was “not less essential for political purposes than military and economic 

power, and has always been closely associated with them.”149  

 

Yet, “power is an essentially contested concept” as Michael Barnett and Raymond Duvall 

highlight: “Its status owes not only to the desire by scholars to agree to disagree, but also to their 

awareness that power works in various forms and has various expressions that cannot be captured 

by a single formulation.”150 In their 2005 article Barnett and Duvall attempt to provide a 

comprehensive framework for thinking about power building on those different scholarly 

strands.151 Their work is a fresh attempt to view the varying concepts of power as interconnected 

and to encourage scholars to examine the connections between concepts rather than to focus on 

how they might compete with one another. Arguably, it is a prime example of the application of 

analytic eclecticism. Their definition of power as “the production, in and through social relations, 

of effects that shape the capacities of actors to determine their circumstances and fate” goes beyond 

the actor-focused Dahlian concept of power to instead include structure as a dimension that 

culminates in a new taxonomy centered on four dimensions of power: “compulsory, institutional, 

structural, and productive.”152  

 

This broader conceptualization of power is useful for the inquiries pursued in this dissertation 

because several instances of contestation with respect to cyberspace touch on different dimensions 

of power. These dimensions include power among actors and over each other (the focus of my 

scholarship on cyber proxy actors); power through more diffuse relations such as international 

institutions (the focus of my co-authored article on the BRICS); and power in the context of 

constructing meaning (a central theme of my analysis of cyber norms).153 

 

One of the more contested concepts is whether the Internet merits the stand-alone concept of cyber 

power. With the Internet’s rapidly growing importance for international commerce, 

communications, and security, scholars started to think about how to conceptualize cyberspace in 

the context of power. Nye proposes the new concept of “cyberpower” defined as “the ability to use 

cyberspace to create advantages and influence events in other operational environments and across 
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the instruments of power. Cyberpower can be used to produce preferred outcomes within 

cyberspace or it can use cyber instruments to produce preferred outcomes in other domains outside 

cyberspace.”154 By defining cyber power as a stand-alone term, Nye highlights the importance that 

the Internet has had and likely will have on international relations. (An alternative approach is to 

conceptualize cyberspace as a feature of the existing categories ranging from the compulsory, 

Dahlian end of the spectrum to the institutional, structural, and productive end of the power 

spectrum.) 

 

2.2.2.   Power and The International Order of the 21st Century 
 

As outlined above, the international order shows signs of significant changes the beginning of the 

21st century that the scholarship on power usefully divides into the transition and diffusion of 

power. Nyel describes the transition of power as a shift of power among states, namely from one 

dominant state to another, in contrast to power diffusion as the mechanism of power diffusing from 

states to non-state actors.155  

 

With respect to the transition of power, the first decade of the twenty-first century witnessed the 

shift from the world’s “unipolar moment” to a “uni-multipolar”156 international system. Some 

scholars argue the world is moving toward a “G-zero”157 or “non-polar”158 world with others 

focusing on its “post-American”159 character or the “civilizational”160 undertones of the Trump 

administration’s rhetoric.161 Ultimately, the United States continues to be the global hegemon to 

date, accounting for 36 per cent of the world’s military expenditure and commanding 11 of the 

world’s 20 aircraft carriers which enable its unique global influence.162 Yet, rising powers have 

been catching up in terms of resources and influence, with high rates of economic growth and 

military spending as well as a growing network connectedness.163 The institutionalization of the 

Group of 20 and a new distribution of voting shares at the IMF underline this trend.164  

 

The diffusion of power from state to non-state actors constitutes a second major shift. Nye argues, 

“What is distinctive about power in the cyberdomain is not that governments are out of the picture 

[…] but that different actors possess different power resources and that the gap between state and 

nonstate actors is narrowing in many instances.”165 The Arab revolutions and the catalyst role of 

                                                           
l Nye discusses the concept of structural power briefly, namely Peter Digeser’s 1992 article in the Journal of Politics on 
“The Fourth Face of Power,” but rejects such expanded concepts of power on the grounds that “For my purposes, the 
insights that Foucault and other structuralists provide are purchased at too high a price in terms of conceptual 
complexity and clarity” (see Nye Jr, Joseph S. The Future of Power. New York: Public Affairs, 2011: 242-243.)  
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social media empowering individuals and small networks of people have become an often cited 

example. Another is the role an individual or a small group of hackers can play as showcased by 

the Iranian hackers allegedly responsible for the cyber attacks against financial institutions in the 

U.S. or the two cyber-criminals that carried out the largest data breach in history, the Yahoo 

hack.166 

 

2.2.3.   Power and Cyberspace 
 

A key debate among scholars is about whether cyberspace fundamentally erodes the power of  

states by empowering non-state actors instead. One group of scholars, including Nye, argues that 

cyberspace empowers non-state actors due to three characteristics. First, the Internet was designed 

to be “open, minimalist, and neutral,” organized to be decentralized and without any central 

authority.167 Second, cyberspace facilitates asymmetrical relationships. Nye argues that “the low 

price of entry, anonymity, and asymmetries in vulnerability means that smaller actors have more 

capacity to exercise hard and soft power in cyberspace than in many more traditional domains of 

world politics … a good example of the diffusion of power that typifies global politics in this 

century. The largest powers are unlikely to be able to dominate this domain as much as they have 

others like sea or air.”168 Finally, some argue that governing cyberspace is highly demanding both 

in terms of resources and expertise and that “states lack the authority and tools to effectively 

manage and regulate the globalized networks.”169  

 

Another group of scholars argues that states can control cyberspace. They point to the domestic 

regulatory systems in China, Iran, and Saudi Arabia which have enforced national laws and 

developed technologies such as China’s Great Firewall through state authority.170 These domestic 

controls translate into attempts by these countries to reassert national governmental authority in 

global governance regimes.171 The more pervasive cyberspace becomes, the keener key 

stakeholders including powerful states will become to draw on “traditional structures of authority to 

control its content and restrict the ability of users to exchange information.”172 Additionally, these 

authors claim that great powers remain the primary actors, as posited by Daniel W. Drezner, 

because they command a range of foreign policy tools including “coercion, inducements, 

delegation, and forum shopping across international institutions to advance their desired 

preferences into desired outcomes.”173 Their role of “basic organizing principles for authority in the 

international system,” is particularly hard to replace when it comes to providing security.174   
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This debate highlights that the technology’s long-term impact on the transition and diffusion of 

power is an open empirical question. For example, as the Arab regimes fell, their archives provided 

a glimpse into elaborate surveillance systems - often sold by Western companies - that in the age of 

“Big Data” have allowed for unprecedented levels of information to be collected by states. There 

are therefore two competing empirical observations that contrast the increasingly empowered 

citizen actors of the Arab Spring with the increasingly empowered states to surveil and censor its 

citizens. How the two ultimately affect the power balance between states and individuals, the 

stability and longevity of political systems, and the relationship between democratic and 

authoritarian regimes constitute open empirical questions to be examined.  

 

2.3.   Three Lines of Inquiry  

 

The three lines of inquiry guiding this cumulative dissertation focus on (i) cyberspace’s impact on 

the transition of power, (ii) cyberspace’s impact on the diffusion of power, and (iii) the normative 

governance of coercive cyber power. 

 

Since states retain and are likely to retain their central roles in the international system in the 

foreseeable future, the first line of inquiry focuses on the impact of cyberspace with respect to 

power among states and the transition of power among them. This is narrowed further by focusing 

specifically on the rising powers Brazil, Russia, India, China, and South Africa given the crucial 

role they have been ascribed in the shifting international system as a “subgroup,” or subnetwork, in 

the international order.175 In addition, the focus on the BRICS enables an assessment as to whether 

variation in political systems is a relevant variable to consider for this line of inquiry or if they can 

be black-boxed and considered as “like units,”176 namely by comparing within the BRICS China 

and Russia as authoritarian regimes with Brazil, India, and South Africa as liberal democracies.m  

 

With respect to the diffusion of power, the second line of inquiry examines if and how cyberspace 

offers new resources to non-state actors to project power. It analyzes different groups of actors 

detached from the state, their motives, and costs associated with such power projection and the 

range of (technically) possible effects. Given the empirical absence of terrorist activity based on 

                                                           
m The Freedom in the World 2019 report by Freedom House classified Brazil, India, and South Africa as “free” 
whereas China and Russia were classified as “not free”: Freedom House. “Freedom in the World Countries.” Accessed 
August 26, 2019. https://freedomhouse.org/report/countries-world-freedom-2019?order=field_fiw_status&sort=asc. 
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hacking (except for one case177) and other scholarsn focusing exclusively on profit-driven cyber 

criminals, this line of inquiry focuses specifically on proxy relationships between states and non-

state hackers. This includes the digital version of privateering178 and mercenarism,179 and sheds 

light on the growing market of cyber force.180  

 

The third line of inquiry goes beyond the actor-focused perspective of the first two strands to 

investigate the emerging intersubjective understanding of the normative regime governing coercive 

cyber power. The main locus of this emerging regime has been the UN based on a first UN General 

Assembly resolution dedicated to the topic adopted in 1998 and a series of UN groups of 

governmental experts (UNGGE) that the UN started convening in 2004. In the twenty years since 

then, the construction of norms for cyberspace can be best characterized as a process of 

contestation, including contestation of the validity and contestation of the application of existing 

norms as well as contestation over access to contestationo in the first place.181  

 

Finally, the conclusion points to an additional line of inquiry that cuts across the previous three. 

This additional strand is derived from an empirical finding that emerged independently in each line 

of inquiry but was common to all (demonstrating the utility of analytic eclecticism as an approach 

to reveal such broader explanations.) In short, the distinction between cybersecurity and 

information security matters not only from a definitional point of view but also directly affects and 

shapes the behavior of the actors involved from the projection of compulsory cyber power by states 

and proxy actors to governments’ behavior in international institutions. It reflects the underlying 

competing interests and values advanced by authoritarian governments and liberal democracies. 

 

 

 

 

 

 

                                                           
n In parallel to my dissertation project, Jonathan Lusthaus at Oxford University carried out a research project focusing 
specifically on cyber criminals leading to his monograph: Lusthaus, Jonathan. Industry of Anonymity: Inside the 

Business of Cybercrime. Cambridge, MA: Harvard University Press, 2018.  
o Given the nascent yet maturing status of norms regarding cyberspace, research on the translation of cyber norms with 
respect to local contexts constitutes a noteworthy research gap in growing need of in-depth study. For a detailed 
discussion of the theoretical concept of norm translation, see: Berger, Tobias. Global Norms and Local Courts: 

Translating the Rule of Law in Bangladesh. Oxford University Press, 2017 



DISSERTATION   I   MAURER   I   36 

 

2.3.1.   Transition of Power: Core Article #1 
 

 

 

Puzzle. Despite the Internet’s globally distributed and transnational architecture, the U.S. is 

perceived to play a hegemonic role. This is partly the result of the technology’s historic evolution 

having originated in the U.S. with the network expanding and internationalizing from the U.S. 

outward. As the network grew, its governance also shifted from individuals to institutions with the 

latter being concentrated in the U.S.p As the Internet grew in political importance, balance of power 

theory would predict that rising powers contest U.S. dominance and balance against its hegemonic 

role.182 Indeed, the BRICS have focused on information and communications technology (ICT) as a 

strategic priority of their counter-hegemonic movement and the “battle over the soul of the 

Internet.”183 Yet, contrary to expectations, the BRICS’ responses to U.S. hegemony have differed 

noticeably among them and there is lack of joint balancing.  

 

Research questions. Therefore, the research questions guiding core article #1 is: what explains the 

difference among the BRICS’s cyber foreign policies and the lack of joint BRICS proposals, for 

example, at the UN and elsewhere? More generally: why, in contrast to the prevailing wisdom of 

balancing theory, do cyber-contestation policies vary among rising powers facing the same global 

hegemon?  

                                                           
p The best example is the function carried out by the “God of the Internet,” Jon Postel, - the Internet Assigned Numbers 
Authority function - transitioning to ICANN in 1998. 

Ebert, Hannes and Tim Maurer. "Contested cyberspace and rising powers." Third 

World Quarterly 34, no. 6 (2013): 1054-1074. 

 

ABSTRACT: The USA developed and has therefore historically played a lead role in 

cyberspace. Yet rising powers, including BRICS, have been increasingly challenging the 

established regime. China and Russia submitted a joint proposal on information security to 

the United Nations in 2011. India, Brazil, and South Africa have been focusing on the 

information society since their 2003 Brasilia Declaration. These initiatives demonstrate that 

cyberspace has become hotly contested. However, there is still a need to explain this 

divergence. Are rising powers challenging the USA because of their national interests, the 

urge to maximise their security, or do factors such as values and political structures explain 

the different trajectories vis-à-vis the hegemon? This article examines the foreign policies 

of BRICS from 1995 to date, explaining the influence of different path-dependent origins, of the 

systemic shift and the type of political system, together with rising civil society pressure. 
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Theoretical and methodological orientation. This article uses qualitative research methods 

combining its small-N cross-case analysis with the longitudinal comparison of the BRICS foreign 

(rather than domestic) cyber policy primarily using the process-tracing technique.184 It draws from 

the Security Studies literature on balance of power and contestation, including the literature’s 

discussion of secondary power behavior. Moreover, the research design integrates a comparison 

across two issue areas – Internet governance and cybersecurity – which up to that point were 

predominantly studied within the siloes of their respective epistemic communities and relies on key 

concepts developed in the literature of those two communities.  

 

Findings and implications. Comparing the two issue areas of cybersecurity and Internet 

governance, this line of inquiry revealed that the variation in the BRICS behavior can be explained 

by four primary factors. The first is the origin and path dependence of countries’ responses to U.S. 

hegemony. Russia’s contestation focused on information security early on whereas the engagement 

by India, Brazil, and South Africa grew out of an economic-driven ‘G7 of the Global South’ effort. 

Second, the term ‘information security’ itself is intensely contested and viewed not only as a 

security but a human rights issue, which, third, has shaped civil society’s engagement and 

mobilization pressuring liberal democracies to align their foreign policies with international human 

rights. Finally, as an increasing number of observers described China’s rise, some of the other 

BRICS countries, namely India, no longer focused solely on the U.S. but started balancing and 

hedging also with respect to China. 

 

Core article #1 contributes to the existing scholarship in that it is one of the first in the literature on 

cyberspace that focuses on cybersecurity and Internet governance in a comparative manner 

including investigating the interlinkages between the two. The research questions investigated in 

this first line of inquiry matter more broadly because they relate to the broader International 

Relations scholarship on revisionism.185 Goddard’s four ideal types distinguishing “integrated 

revisionists” from the other three (“bridging revisionists,” “isolated revisionists,” and “rogue 

revisionists”) is a useful framework to assess China’s and Russia’s behavior.186 This research also 

matters more broadly because part of the divergence among the BRICS relates to the type of 

international institution their governments prefer and the future of global governance. The “sets of 

interconnected rules and practices that prescribe behavior”187 by multilateral institutions such as the 

International Telecommunication Union favored by Russia and China differ significantly from the 

rules and practices embodied by the “private transnational regulatory organizations”188 that are the 

foundation of the “multistakeholder”189 Internet governance model supported by Brazil and others. 
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Finally, the research also has utility for policy and can help inform the future policy development 

of the various stakeholders.  

 

2.3.2.   Diffusion of Power: Core Article #2 + Supplementary Material #1 - Monograph 
 

 

 

Maurer, Tim. "‘Proxies’ and Cyberspace." Journal of Conflict and Security Law 21, no. 

3 (2016): 383-403. 

 

ABSTRACT: States use proxies to project power through cyberspace, some capable of 

causing significant harm. In recent years, media outlets have published reports about proxies 

using Information and Communications Technologies (ICTs) from Northeast Asia to India, 

Pakistan, the Middle East, and Eastern Europe. Two of the landmark documents providing 

insight into how the international community thinks about rules of the road for cyberspace 

explicitly reference the term ‘proxies’. However, neither report defines ‘proxy,’ nor does the 

term easily translate into non-English languages. This article therefore reviews what this term 

means and how it has been used in various contexts. It focuses on the subset of proxies that 

are non-state actors used by a state actor, analysing the different logical distinctions and 

levels of detachment between a state and a non-state actor’s activity. The goal is 2-fold: first, 

to provide a framework to think about the diverse array of existing proxy definitions; second, 

to conceptualise the relationships between a state and non-state proxies that can offer a guide 

for political decision-makers and a roadmap for future research on proxy actors and 

cyberspace. 

 

 

Maurer, Tim. Cyber Mercenaries: The State, Hackers, and Power. Cambridge University 

Press, 2018. 

 

ABSTRACT: Cyber Mercenaries explores the secretive relationships between states and 

hackers. As cyberspace has emerged as the new frontier for geopolitics, states have become 

entrepreneurial in their sponsorship, deployment, and exploitation of hackers as proxies to 

project power. Such modern-day mercenaries and privateers can impose significant harm 

undermining global security, stability, and human rights. These state-hacker relationships 

therefore raise important questions about the control, authority, and use of offensive cyber 

capabilities. While different countries pursue different models for their proxy relationships, 

they face the common challenge of balancing the benefits of these relationships with their 

costs and the potential risks of escalation. This book examines case studies in the United 

States, Iran, Syria, Russia, and China for the purpose of establishing a framework to better 

understand and manage the impact and risks of cyber proxies on global politics. 
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Puzzle. A key motivating factor for the second line of inquiry was a research puzzle I encountered 

in the early phase of this dissertation project. In 2013, the academic debate centered on whether 

cyber war will or will not take place.190 Apart from the central question of what constitutes ‘cyber 

war’ and how cyber capabilities will be used, this rather abstract debate stands out for its state-

centricity. Yet, conversations with experts investigating cyber incidents on a day-to-day basis, 

including law enforcement and other national security officials as well as cyber threat intelligence 

analysts at private companies, revealed a very different and much more complex empirical picture. 

They pointed not only to states but to a range of non-state actors from profit-driven criminals to 

hacktivists and companies offering their services. In short, the theoretical cyber war debate was 

decoupled from the available data, reflecting a puzzle to be investigated.191  

 

Research questions. The second line of inquiry examines this puzzle through a single-authored 

research article as well as a single-authored monograph,q included as part of the supplementary 

material. The questions guiding the research for core article #2 center on: what is a proxy actor? 

When does a non-state actor become the proxy of a state? And when can a state be held responsible 

for a non-state actor’s activity? Building on the conceptual framework of core article #2, the 

questions guiding the research of the monograph then focused on the following: Why do proxy 

relationships between states and hackers form in the first place? How do governments interact with 

these actors detached from the state, when, and for what purpose? What is common to proxy actors 

over time? Can non-state actors, and by extension proxies, wield the same cyber power – and cause 

similar effects and harm – as states? What kind of effects? What are the broader implications for 

international relations? How is this private market of cyber force organized? How can it be 

governed? Who is responsible?  

 

Theoretical and methodological orientation. The framework and taxonomy developed in core 

article #2 is based on two main sources: (i) concepts of international law, namely the law of state 

responsibility and specific cases that are relevant and (ii) related frameworks in International 

Relations, namely insights from the counterterrorism literature about notions of active and passive 

support associated with expectations tied to sovereignty and due diligence.192 Both studies also 

build on the early works of Deborah Avant, Janice Thomson, Peter Singer, Željko Branović and 

                                                           
q Please note that the title of the monograph “Cyber Mercenaries” was chosen by the publisher not the author. I had 
proposed and preferred “Cyber Proxies” as a title instead since the monograph analyzes proxy relationships more 
broadly and explicitly rejects other more historically-laden terms such as “mercenaries” or “privateers.” See Maurer, 
Tim. Cyber Mercenaries – The State, Hackers, and Power. Cambridge University Press, 2018: 30-31. 
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Sven Chojnacki as well as those preceding them such as Francis Stark’s 1897 The Abolition of 

Privateering and the Declaration of Paris.193 The empirical analysis, namely of the monograph, is 

based on qualitative research methods, the lessons learned from the early stages of this research,r 

and an unprecedented collection of primary and secondary data and literature that previously was 

highly fragmented and diffuse. In short, the monograph and core article #2 constitute an analysis of 

the market of ‘cyber force’ and how states use non-state resources and actors to project power and 

the variables shaping such use. That is also how they relate to the literature on the diffusion of 

power and relative increase in the power of non-state actors as the second major shift in the 

international system.  

 

Findings and implications. Core article #2 was the starting point for this line of inquiry focusing on 

how to conceptualize “proxies.”194 This was partly in response to growing interest in this topic 

among government officials and policy circles. For example, the UNGGE focusing on 

cybersecurity specifically stated that “States must not use proxies to commit internationally 

wrongful acts.”195 Yet, the term “proxies” was not defined. Core article #2 therefore tries to close 

this definitional research gap by outlining the first conceptual framework that combines key 

relevant concepts and thresholds in international law with the related literature by cybersecurity 

scholars and incorporating insights from counterterrorism studies. The latter was crucial for 

incorporating the concept of active and passive support to provide a foundation to fully capture the 

empirical data and analysis outlined in the monograph. 

 

Building on the findings of core article #2, the monograph – supplementary material #1 – adds 

analytical depth by conceptualizing the logic of the cybersecurity market and the proxy 

relationships between states and hackers while drawing on principal-agent theory and its critique.196 

In the first part, the monograph outlines several key concepts such as cyber power, the diffusion of 

reach, and the components of an offensive cyber operations. It also includes preliminary 

observations with respect to the pool of potential proxies, what they are likely used for, and the 

challenges associated with the attribution problem. It explains why non-state actors can cause a 

significant amount of harm and the challenges associated with the attribution problem. The second 

part consists of five case studies focused on the U.S., Iran and Syria, Russia, and China. The first 

four outline proto case studies and different types of proxy relationships based on a spectrum of 

control ranging from delegation to orchestration and sanctioning. The chapter on China constitutes 

                                                           
r For more details, see p. 46. 
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a case study for change over time detailing how the Chinese government tightened its control over 

proxy actors during the past 20 years.197 The third part then discusses the shortcomings of existing 

international law and how and why the market of cyber force is currently organized as it is 

followed by an outline of how proxy relationships could be shaped in the future. The latter includes 

a discussion of what constitutes inherently governmental functions, the role of the private sector, 

and the phenomenon of hacktivism. Ultimately, considering the paucity of comprehensive 

empirical analyses of such proxy relationships, the monograph represents an empirical deep dive 

providing one of the most comprehensive studies to date of proxy relationships between states and 

hackers. 

 

2.3.3.   The (Normative) Governance of Cyber Power: Core Article #3 
 

  

 

Puzzle. To complement the two lines of inquiry investigating how cyberspace has been influencing 

the transition and diffusion of power among key actors, the third line of inquiry focuses on the 

normative governance of cyber power as a new instrument to create coercive effects. Diplomatic 

negotiations focusing on these implications of cyberspace for international peace and security, in 

other words a process for constructing norms for cyberspace, have been in place for twenty years. 

Yet, despite this diplomatic process, despite cybersecurity having moved from low to the highest 

level of world politics, and despite the two biggest cyber attacks to date – WannaCry and NotPetya 

Maurer, Tim. "A Dose of Realism: The Contestation and Politics of Cyber Norms." 

Hague Journal on the Rule of Law (2019). 

 

ABSTRACT: Norms for cyberspace remain highly contested internationally among 

governments and fragmented domestically within governments. Despite diplomatic activities 

at the United Nations over the past two decades, intersubjective agreement on norms 

governing coercive cyber power is still nascent. Agreed upon, explicitly stated norms are 

considered voluntary, defined vaguely, and internalized weakly. Implicit state practice is 

slowly emerging, yet poorly understood, and cloaked in secrecy. This begs the question: what 

has been the contribution of the UN process to the international community’s understanding 
of norms for cyberspace? Why did the process collapse in 2017, the very same year that two 

of the biggest cyber attacks to date – WannaCry and NotPetya – caused indiscriminate 

economic harm worldwide each with an estimated cost of several billion USD? And why did 

member states, in an unprecedented move in the UN’s history, create two processes dedicated 
to the same issue in 2018? To answer these questions, this article analyses the various factors 

feeding into the dynamic process of norm contestation including an in-depth discussion of the 

process at the United Nations, the role of international law, and the main points of critiques.  
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– causing indiscriminate economic damage worldwide, the international community failed to reach 

consensus on next steps for this norms process the very same year of those two attacks.  

 

Research questions. The third line of inquiry and core article #3 were thus motivated by the 

question: why did the process collapse in 2017, the very same year that two of the biggest cyber 

attacks to date? And why did member states, in an unprecedented move in the UN’s history, create 

two separate processes dedicated to the same issue in 2018? Moreover, what has been the 

contribution of the UN process to the international community’s understanding of norms for 

cyberspace generally? And what does that tell us about how norms emerge for cyberspace? 

 

Theoretical and methodological orientation. Similar to the conceptualization of proxy 

relationships, this research has strong ties to international law198 while using contestation theory to 

organize and guide the analysis, which was also applied in core article #1. Core article #3 combines 

recent scholarship on cyber norms, such as Constructing Norms for Global Cybersecurity by 

Martha Finnemore and Duncan Hollis,199 with recent scholarship on norm contestation more 

broadly, namely the useful distinction between norm ‘validity contestation’ and norm ‘application 

contestation’200 - highlighted by Lisbeth Zimmermann, Nicole Deitelhoff, and Max Lesch - and 

contestation over ‘access to contestation’ discussed in Antje Wiener’s recent work.201 Core article 

#3 relies on qualitative research methods, namely process-tracing as a technique, and draws not 

only on secondary literature but also on expertise acquired through the involvement in various track 

1.5 fora and informal discussions with individuals involved in policy-making. 

 

With respect to the meta-theoretical debates referenced in section 2.1., it is worth highlighting that, 

with respect to core article #3, the literature on norms is fully cognizant that actors’ norm-driven 

behavior exists in interplay with actors’ interests and does not ignore the latter.202 The key finding 

of the scholarship on norms is that in addition to interests driving how actors behave through a 

logic of consequences, actors are also influenced by their identity and expectations of behavior 

associated with that identity and their role through a logic of appropriateness.203 Moreover, norms 

are not static but dynamic; they can emerge, potentially weaken, and even disappear. Contestation 

theory therefore emerged to complement Finnemore and Sikkink’s seminal work on how norms 

emerge, reach a tipping point, and become internalized.204  
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Findings and implications. Norms for cyberspace remain weak despite international discussions 

dating back to the 1990s and the increase in the use of offensive cyber operations by a growing 

number of actors, particularly over the past decade. While the process at the UN has influenced  

the international community’s understanding of norms for cyberspace, it is subject to significant 

contestation. Therefore, the UN process so far has (i) helped crystallize the core tensions, (ii) 

affirmed the applicability of existing international law, and (iii) become an incubator for the 

construction of new norms and diffusion thereof. The 2017 collapse of the process marks a caesura 

in this international discussion on cyber norms so far. Rising geopolitical tensions, namely between 

the U.S. and Russia, competing tactics, and growing pressure to open the process to others led to 

this outcome. This combination of factors also explains why the international community created 

two separate processes at the UN to start in the fall of 2019 that will supersede the previous single 

process.  

 

To illustrate the obstacles to reaching greater intersubjective agreement on norms for cyberspace 

also consider this example which was beyond the scope of core article #3: the U.S. government has 

faced significant challenges communicating its nuanced view and its differentiation between what it 

considers legitimate political espionage and illegitimate economic espionage. Instead, Washington 

encountered repeated misunderstandings and misperceptions, particularly by the Chinese 

government. In 2015, the U.S. government requested that Beijing arrest Chinese hackers 

Washington considered responsible for economic espionage.205 Beijing eventually responded by 

presenting the arrest of hackers allegedly responsible for the breach of the Office of Personnel 

Management (OPM) and theft of confidential data of U.S. government employees.206 In light of the 

public outrage among members of the U.S. Congress over the OPM breach, Beijing apparently 

believed the arrests would address the U.S. government’s demand.207 However, the White House 

was subsequently at pains to explain to Beijing that the U.S. government actually considered the 

OPM breach – as much as it despised its occurrence – not an illegitimate activity but political 

espionage not prohibited under international law. Therefore, the U.S. had not expected the arrest of 

these hackers, but rather wanted Beijing to crack down on those carrying out economic espionage. 

This example illustrates some of the conceptual and semantic challenges specifically associated 

with the construction of norms for cyberspace also discussed in more detail in the dissertation’s 

conclusion.  
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2.4.   Methodology 

 

This cumulative dissertation is based on qualitative research methods with a focus on comparative 

case studiess and historical analysis. Applying quantitative methods to studies focusing on 

cyberspace and international relations remains challenging for several reasons. Chief among them 

is data access. For example, with respect to analyzing cyber incidents, most comprehensive data 

sets are either classified and housed within government agencies or are proprietary and belong to 

cyber threat intelligence companies monetizing their knowledge for customers. While some public 

databases exist,208 the attribution problem severely limits the type of quantitative analysis possible 

and the robustness of their explanatory power.  

 

Another challenge with respect to quantitative analysis in the context of state actors is that the 

number of cyber powers, while expanding quickly, was estimated to be just a handful of countries 

only a decade ago. As recently as 2010, the U.S., Russia, China, France, and Israel would usually 

be mentioned by experts as cyber powers (occasionally complemented by other members of the 

Five Eyes signals intelligence group, the United Kingdom, Australia, Canada, and New 

Zealand).209 By 2012, Iran and North Korea emerged as serious players.210 By late 2016, the 

number of countries developing offensive cyber-attack capabilities had grown to over 30.211 This 

context demonstrates why a small-N approach remained the most promising avenue to pursue for 

this cumulative dissertation. 

 

The benefits of the qualitative case study approach212 were another reason to pursue this method. 

To start, cyberspace remains a comparatively new issue area to study in International Relations, and 

at the time of designing the dissertation research there was a growing demand (i) to test whether 

existing frameworks and concepts applied in this domain and (ii) to develop new concepts and 

taxonomies to capture its unique characteristics. In fact, given the current information-poor 

environment, the case study approach “gives the researcher an opportunity to fact-check, to consult 

multiple sources, to go back to primary materials, and to overcome whatever biases may affect the 

secondary literature” according to John Gerring.213 Finally, the protean214 nature of this field of 

study increases the value of a more inductive approach to help develop frameworks that can be 

tested over time as more data becomes available. 

                                                           
s George and Bennett define a case study as “the detailed examination of an aspect of a historical episode to develop or 
test historical explanations that may be generalizable to other events,” see George, Alexander and Andrew Bennett, 
Case Studies and Theory Development in the Social Sciences. Cambridge, MA: MIT Press, 2005: 17. 
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This methodological orientation is best illustrated by the monograph in the supplementary material 

focusing on analyzing a small number of cases. Based on the insights offered by Jack Levy,215 the 

monograph’s methodological approach was designed to facilitate the development of illustrative 

ideal types for a phenomenon of growing significance in international relations. The goal was to 

provide a conceptual framework that could be applied in future empirical research once a growing 

body of cases and data become available to be tested and for the framework to be populated with.216 

In other words, the case studies discussed in the monograph fall into the hypothesis-generating 

category of Levy’s ideal types. The case studies represent a small-N comparison across four cases 

(U.S., Iran, Syria, Russia) plus an additional single case study focusing on a specific case and 

change over time (China). There is an obvious risk of selection bias, which I attempted to mitigate 

in the first stage of the research, in which I considered other potential case studies, namely North 

Korea and Israel, that I subsequently discarded after a first review of the empirical data and 

literature complemented by preliminary expert interviews. 

 

Overall, the methodology applied across this cumulative dissertation aligns with the ambition of 

analytic eclecticism to be “more modest and pragmatic. It is intended to generate diverse and 

flexible frameworks, each organized around a concrete problem, with the understanding that it is 

the problem that drives the construction of the framework” 217 in order to “offer complex causal 

stories that extricate, translate, and selectively recombine analytic components”218 while paying 

special attention to mitigating the risk of theoretical incoherence. With respect to the three core 

articles, the methodology and theory applied therefore also differ depending on the research 

question.  

 

Data sources for this the cumulative dissertation range from secondary literature, such as peer-

reviewed academic articles and books as well as reports by think tanks and the media, to primary 

literature, such as government documents, statements, and agreements. With that said, publicly 

available information remains limited generally and the quality of such data can be poor 

occasionally even contradictory. In addition, to capture information that is not accessible 

elsewhere, the research also draws on some unconventional sources for International Relations 

scholarship including technical reports by cybersecurity companies and information provided on 

hacker fora. Last but not least, while all references are based on publicly available data, in some 

cases, interviews with experts in the research community, private sector, and governments helped 

to determine which source to use in cases of contradictory or divergent data. 
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Finally, it is also worth mentioning that lessons learned from the research for core article #1 fed 

into the remaining research of the cumulative dissertation and included the following insights: 

(1) The analysis must consider the exploratory character of research of a new field and its 

limitations; 

(2) Special attention must be paid to scrutinizing the available data and primary literature as the 

body of secondary literature having reviewed and tested primary sources remains 

comparatively small; 

(3) Studying cyberspace requires a multidisciplinary and cross-cutting approach and a basic 

level of familiarity with related scholarship in other disciplines, namely computer science, 

legal scholarship, sociology, and economics. 
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3.   Conclusion, Contribution to International Relations Theory, and 
Future Research 
 

In the 25 years of its modern existence, the Internet has not upended the international system, but it 

has certainly contributed to several fundamental systemic shifts in significant ways. The best 

illustration for the significant impact the technology has had is the fact that actions through 

cyberspace have become such a big concern to the world’s only remaining superpower that its 

political leaders have made it a priority. Consider, for example, U.S. president Obama’s televised 

statement accusing North Korea to be responsible for the hack of Sony Pictures Entertainment and 

his deal with China’s president Xi to limit (Chinese) cyber-enabled theft of (U.S.) intellectual 

property. Were it not for the exceptional behavior of Donald Trump, any other U.S. president 

would have likely also made Russia’s interference in the 2016 U.S. elections a top priority for the 

White House. 

 

While the Internet has challenged states’ power, the hopes of the Internet’s libertarian founding 

fathers (and mothers, like Elizabeth Feinler) and their utopian vision never fully materialized. John 

Perry Barlow proclaimed in his 1996 Declaration of the Independence of Cyberspace,  

“Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, 

the new home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are not 

welcome among us. You have no sovereignty where we gather. We have no elected government, nor 

are we likely to have one, so I address you with no greater authority than that with which liberty 

itself always speaks. I declare the global social space we are building to be naturally independent of 

the tyrannies you seek to impose on us. You have no moral right to rule us nor do you possess any 

methods of enforcement we have true reason to fear.”219 

Twenty years later, it is clear that “great powers are the most important actors in international 

politics,”220 a finding most neorealists and neoliberalists can agree on. Moreover, states have also 

demonstrated how they can use their power to create effects through cyberspace and to shape 

cyberspace itself. Examples for the latter range from the White House exerting its control over Jon 

Postel, “the God of the Internet” in 1998, 221 to China’s Great Firewall222 and recent discussions in 

the U.S. and its allied countries about 5G and discussions about a ‘decoupling’ of systems between 

the West and China.223 The findings of this cumulative dissertation lend weight to Nye’s argument 

that “What is distinctive about power in the cyberdomain is not that governments are out of the 

picture […] but that different actors possess different power resources and that the gap between 

state and nonstate actors is narrowing in many instances.”224 
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A key finding of this cumulative dissertation is that to empirically assess how exactly the Internet is 

affecting power in the international system requires the black box of the state to be opened up. It is 

not useful to assume states are unitary and that they “differ chiefly in size, not in composition.”225 

In fact, this assumption carries significant risks of distorting empirical analysis, for example, by 

exacerbating mirror-imaging problems.226 It is clear that how governments view cyberspace and 

their domestic political system shapes how they behave in cyberspace internationally—including 

the use of coercive cyber power directly and indirectly via proxies.  

 

Another often cited example is the Arab “Twitter”227 and “Facebook”228 revolutions and the 

catalytic role of social media empowering individuals and small networks of people. However, the 

governmental archives of the fallen regimes also provided a glimpse into elaborate surveillance 

systems. There are therefore two competing empirical observations between the empowered 

individual of the Arab Spring and concerns over increasingly powerful state surveillance and 

censorship. How the two ultimately affect the power balance between states and individuals 

remains an open question and dependent on the specific regional, cultural, and legal context.  

 

A second key observation across the different lines of inquiry pursued in this dissertation centers on 

the term ‘cybersecurity’ and reflects the findings of the additional, cross-cutting line of inquiry 

outlined in the introduction that merits its own sub-section. 

 

3.1.   What Are We Talking About 2.0: Information Security vs Cybersecurity 

 

Complementing the existing literature that applies securitization theory229 to the study of 

cyberspace,230 it is worth highlighting the strategic importance of the debate over ‘information 

security’ and ‘cybersecurity’ and the geo-politics involved. The different studies of this cumulative 

dissertation have all pointed to the importance of this distinction. This definitional cleavage shapes 

states’ behavior in international negotiations as well as states’ use of offensive cyber capabilities. 

The importance of this ongoing debate between partisans of “information security” and partisans of 

“cybersecurity” emerged throughout my in-depth study and comparison of the BRICS and into my 

analysis of the contestation of norms for cyberspace and the use of proxies to project cyber power. 

The recurrence and salience of this debate across all three lines of inquiry suggest that this 

dimension ought to be integrated in scholars’ research design and baseline assumptions. This is a 

weakness in much of the literature to date. 
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To summarize the findings across the three lines of inquiry of this cumulative dissertation, the term 

‘information security’ has essentially taken on a life of its own on the international stage over the 

past two decades. Originally, information security was a technical term that focused on the 

protection of the confidentiality, integrity, and availability of information.231 Moscow and later 

Beijing started arguing that information itself – content in other words – can be a threat. This 

effectively broadened the original conceptualization of information security with significant 

implications for the protection of human rights and democratic societies. In response, liberal 

democracies opted to use ‘cybersecurity’ in juxtaposition to this broadened concept of ‘information 

security.’ International negotiations have therefore touched on essentially two issues: (i) hacking 

and the related use of ICT and (ii) content and the related use of ICT.232 

 

The beginnings of this politicization and contestation over terms date back to the first UN General 

Assembly resolution on the issue adopted in January 1999 referencing both “unauthorized 

interference with ICT” as well as “information terrorism” as threats to be combatted.233 The former 

has been a concern shared by liberal democratic governments that view ‘information’ as a human 

right to be protected rather than as a security threat to be addressed.t Their concern is that 

authoritarian governments are trying to use ‘information security’ to advance what can be described 

as ‘illiberal norms’234 justifying the control of information that liberal democratic governments are 

opposing. In other words, there is no intersubjective agreement among states “what problems need 

addressing.”235 Instead, the terminology used leaves a high degree of ambiguity and thereby lack of 

intersubjective agreement on the meaning of norms.236 

 

Government officials have made these different views explicit. For example, Ilya Rogachev, 

Director of the Department of New Challenges and Threats at the Russian Ministry of Foreign 

Affairs, stated at a conference in 2015 that: “For the Russian government, information security is 

also about content.”237 This approach is reflected in the draft International Code of Conduct for 

Information Security that the Russian and Chinese governments have been promoting in 

international fora since 2011. The envisioned code expects states to pledge cooperation in “curbing 

the dissemination of information that incites terrorism, secessionism or extremism or that 

                                                           
t This was part of the reason why the working group ‘An Internet Free and Secure’ of the Freedom Online Coalition, a 
coalition of governments focused on protecting human rights online, developed a human-centric definition of 
cybersecurity in response in 2014 (Freedom Online Coalition. “Recommendations for Human Rights Based 
Approaches to Cybersecurity.” September 21, 2015. https://freedomonlinecoalition.com/wp-
content/uploads/2014/04/FOC-WG1-Recommendations-Final-21Sept-2015.pdf.) Full disclosure: The author of this 
dissertation co-developed this definition with other members of the working group. 
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undermines other countries’ political, economic and social stability, as well as their spiritual and 

cultural environment.”238  

 

On the other hand, the UK government has made clear in a submission to the UN that while many 

businesses and standards organizations use the term ‘information security’ given its technical 

origins, it “is also used by some countries and organizations as part of a doctrine that regards 

information itself as a threat against which additional protection is needed.” Therefore, like other 

liberal democratic governments,u “the United Kingdom does not recognize the validity of the term 

‘information security’ when used in this context, since it could be employed in attempts to 

legitimize further controls on freedom of expression beyond those agreed in the Universal 

Declaration of Human Rights and the International Covenant on Civil and Political Rights.”239 

 

An important, related difference is what states consider to be the primary object of their 

contestation. For some countries, namely autocracies, protecting the state is paramount including 

through content control. For others, namely liberal democracies, protecting the individual and 

human is paramount, namely human rights such as freedom of speech. This divergence became 

evident at the 2012 World Conference on International Telecommunications in Dubai when an 

Iranian diplomat attempted to redefine international human rights along the lines of state interest.240 

This debate is neither limited to cyber norms nor new. It is the decades-old contestation of 

sovereignty and human rights.v 

 

Looking ahead, this distinction between terms matters with respect to the bigger picture for several 

reasons. First, the contestation of the term ‘information security’ relates to the emerging discussion 

among foreign policy experts with respect to U.S.-China relations.241 While during the Cold War, 

the American and Soviet systems were clashing on two levels – (i) a clash between political 

systems, namely liberal democracy and de facto dictatorships, and (ii) a clash between economic 

systems, namely capitalism and communism – in the post-Cold War era, China has fully embraced 

capitalism and turbo-charged it with state-backed funding and support. This reduces the 

                                                           
u It is worth noting that this issue is not as black and white as it seems. For example, in India, the forwarding of false 
rumors through WhatsApp messages incited violence and led to the killing of some 30 people (Purohit, Kunal. 
“WhatsApp rumours have led to 30 deaths in India.” South China Morning Post. February 25, 2019. 
https://www.scmp.com/week-asia/society/article/2187612/whatsapp-rumours-have-led-30-deaths-india-social-media.) 
Certain types of content therefore also represent significant challenges for liberal democracies. Nevertheless, content is 
analytically clearly different from hacking. 
v According to Duncan Hollis, these different views help explain though “why some states will accept some content 
controls (e.g., prohibiting child porn) because they think they will serve individual interests at the same time they reject 
other content control, which focus on protecting the state itself.” Hollis. Email message to author. March 1, 2019.  
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fundamental clash that some scholars believe is on the horizon to one between competing political 

systems, namely between open systems and closed systems.242 In this line of logic, preserving the 

political system and ensuring regime stability becomes the single most important goal. These 

dynamics help explain the intense contestation with respect to information security and norms for 

cyberspace despite the significant costs associated with cyber incidents such as WannaCry and 

NotPetya. 

 

Second, how states view these terms influences how they organize themselves, what institutions 

they create, and how they behave. For example, the institutional structure of U.S. Cyber Command 

differs significantly form the institutional structures for offensive cyber operations in Russia. This 

difference can be partly explained by the countries’ differing views of the terms and related 

conceptual approaches. The detailed analysis of Russia’s interference in the 2016 U.S. elections 

demonstrates Moscow’s highly integrated approach to influence operations that are carried out by 

different government agencies and reflects its notion of ‘information security.’243 Moreover, my 

empirical analysis of how states use proxy relationships to project coercive cyber power also 

reveals that states that embrace ‘information security’ as a concept, namely Russia, Iran, and China, 

also pursue effects and use proxies aligned with this approach, for example, targeting with 

espionage and other offensive cyber activities not only foreign governments but dissidents and 

other sources of content critical of the respective regimes. 

 

3.2.   Contribution to International Relations Scholarship and Future Research 

 

Beyond the findings outlined above, this cumulative dissertation offers some additional insights to 

inform the broader International Relations scholarship and future research: 

 

First, with respect to conceptualizing revisionism, core article #3 substantiates the assessment of 

China as “an emerging bridging revisionist”244 that “will seek rule-based revolution”245 rather than 

full integration or rejection of the international order.246 This is illustrated by China first contesting 

that international law applies to cyberspace while simultaneously advancing the idea of an 

International Code of Conduct for Information Society in partnership with Russia. This points to 

interesting questions for future research, namely how will China’s participation in institutional 

processes like the UNGGE shape its revisionist behavior and if and how it will “mobilize 

significant material and ideological resources in pursuit of its aims”?247  
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Second, with respect to the literature on balancing, the expectation has been that “every great 

power has carefully monitored its peer competitors and calibrated its efforts accordingly.”248 

However, the analysis pursued through the second line of inquiry points to a fascinating divergence 

with respect to offensive cyber operations. Whereas some countries, namely Russia, pursue a much 

more integrated approach combining hacking with information campaigns to maximize the impact 

of its influence operations, others, namely the U.S. and Western governments, continue to treat 

these two dimensions as separate following the institutional split between them in the early 2000s. 

Despite Russia’s successful influence operations in Ukraine and the 2016 U.S. elections, Western 

governments do not appear to have “calibrated” their efforts significantly to emulate the Russian 

approach.  

 

This raises several important questions, for example, to what extent are characteristics of the 

domestic political system and democratic values interfering with pressures to calibrate efforts? Or 

are Russia’s activities not considered a success? Or has the pressure to emulate Russia not been 

great enough in the absence of “the cauldron of war.”249 In addition, considering the expected 

proliferation of cyber capabilities with more than 30 countries developing offensive cyber 

capabilities as of 2017,250 what approach will other countries adopt? And what will these 

proliferation dynamics look like (ideally broken down by the transfer of tools, sharing of expertise, 

and rise of the “ex” i.e. individuals trained by their respective governments in offensive cyber 

capabilities who will eventually leave government service)?251 

 

Relatedly, another interesting area for future research centers on Russia’s interference in the 2016 

U.S. elections. My research across the three lines of inquiry found that different actors 

conceptualize cybersecurity and information security very differently. The surprising effect of 

Russia’s activity and lack of preparedness by the U.S. therefore raises an important question: Have  

analysts and decision-makers in the U.S. suffered from a mirror-imaging problem that “imposes 

personal perspectives and cultural background on incomplete data, undermining objectivity”?252 As 

Hafner-Burton et al point out, “systematic failures in perception can fundamentally change the 

strategic setting.”253 As part of the broader interest in the “Behavioral Revolution” in International 

Relations theory as Hafner-Burton et al have called it, further investigating the beliefs that fed into 

the analysis and decision-making processes from 2014-2016 would be a promising case study to 

better understand if this may be an example of “application of faulty heuristics to explain strategic 

situations” or explained by “time-weighed differences in time-weighed behavior.”254 
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Fourth, Russia’s and China’s behavior insisting on their view of information security that 

prioritizes regime stability above all else raises a separate fascinating question: to what extent have 

authoritarian regimes internalized lessons learned from the “Helsinki effect”?255 Have they resisted 

separating into different diplomatic baskets their concerns over information as a threat as a distinct 

category from their concerns over hacking as a threat because of the Soviet experience256 with the 

third basket of the Helsinki Accords? These questions arose specifically in the context of the 

analysis of the contestation of norms for cyberspace. This further investigation would benefit from 

analysis of primary sources that shed light on the thinking of Russian and Chinese officials.  

 

Fifth, with respect to the scholarship on global governance and functionalist theory, the Internet 

presents an important case study in the broader inquiry of "Governance without a state: Can it 

work?”257 Core article #1 and the first line of inquiry focus on this question in a slightly more 

expanded format by including “whether the Internet’s current governance model will be tolerated 

by states?” Some states insist on the sovereigntist, multilateral top-down intergovernmental model 

to supersede the private transnational institutions that have emerged in recent decades. The 

intensifying contestation of the latter will shed light on the nature and stages of the “organizational 

life cycle”258 of private transnational regulatory organizations. Beyond institutions such as the 

IETF, this includes recent initiatives such as the Paris Call for Trust and Security in Cyberspace 

established by the French government in 2018, driven behind the scenes by Microsoft acting as a 

norm entrepreneur, and subsequently signed by 67 states, 139 international and civil society 

organizations, and 358 private-sector companies including Huawei.259 In the wake of the 2017 

collapse of the UNGGE, the Paris Call was created by actors who were keen to “act when divergent 

interests block intergovernmental agreement.”260 If these governance models demonstrate 

longevity, the questions about their legitimacy, constituencies, and influence will grow in 

importance. 

 

Relatedly, after a decade-long hiatus in the history of international commissions, the Global 

Commission on Internet Governance and the Global Commission on the Stability of Cyberspace 

offer new case studies to reassess the findings of the 2005 comprehensive review of global 

commissions within global governance.261 While some conclusions about their limited impact (with 

the exception of the Brundtland report that created the framing of “sustainable development”262) 

and disconnect from ongoing policy processes seem to hold true, their creation nevertheless raises 

the question why global commissions saw a revival and why specifically in this area.  
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Seventh, the international community is facing growing demands to cultivate norms for emerging 

technologies. Societies worldwide are experiencing a technological revolution from increased 

digitization and artificial intelligence to additive manufacturing and synthetic biology which are all 

enabled by increasing computing power. The third line of inquiry and its findings with respect to 

how norms apply to cyberspace offers a case study for how the international community is 

approaching these emerging technologies in the 21st century. Comparing the dynamics in the 

construction of international norms for cyberspace with the norms process focusing on other 

emerging technologies, for example, the application of artificial intelligence in the military context 

(note Human Rights Watch’s “Killer Robot Campaign”263), the discussion of norms for outer space, 

or the renewed interest in biotech,264 may yield useful insights if states approach norms governing 

emerging technologies differently than norms in other areas or differently across technologies. 

 

Eighth, as some states attempt to enforce nascent norms for cyberspace, recent insights in 

International Relations theory focusing on the benefits and costs of “publicizing noncompliance” as 

well as “the language of compromise”265 offer useful conceptual frameworks to empirically test 

states’ behavior and reactions with respect to cyber incidents.266 This applies, for example, to the 

criminal charges against actors having carried out a cyber attack or the release of public statements 

to hold states accountable for transgressions. This line of inquiry is therefore also connected to the 

broader discussion about how to conceptualize deterrence with respect to cyberspace.267 The 

emergence of new concepts such as “persistent engagement” 268 and ongoing debates about how to 

conceptualize “cyber stability”269 point to further innovative scholarship in this area.  

 

Ninth, while some foundational concepts in International Relations theory have already been 

discussed in the context of cyberspace ranging from whether or not it is revolutionary for military 

conflict,270 to the notion of ‘cyber power’271 and the cultivation of norms for cybersecurity,272 other 

concepts, namely that of sovereignty, require more attention by International Relations scholars. 

The current debates among international lawyers as well as U.S. military lawyers has important 

implication for the concept of sovereignty.273 These build on earlier works discussing sovereignty 

in the context of cyberspace274 and merit future research comparing those discussions with the 

existing seminal International Relations works on sovereignty.275 This strand of research also 

encompasses the ongoing debate about “The Rise of a Cybered Westphalian Age”276 especially in 

the wake of the 5G and “decoupling” discussions between the U.S. and China.  
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Finally, a clear systemic change created by the Internet is the “Golden Age of Surveillance”277 

predicted by Robert Kaplan in the late 1990s.278 Governments have unprecedented capabilities to 

collect data today. Since Edward Snowden, the NSA is no longer simply known as “No Such 

Agency” but has become a household name known to the public much like “The Five Eyes.” From 

an International Relations theory perspective, this raises the interesting question whether this 

expansion of intelligence collection has reduced uncertainty, known279 in political science to be a 

major cause for war and risk of accidental escalation. Has the unprecedented access to information 

alleviated the pressure “on the need for self-help,” a key assumption of neorealism, since “not 

knowing others’ intentions and aware that there is no higher authority to protect them, great powers 

understand that they must provide for their own security”?280 Or is “big data” bigger but not big 

enough? Or is the capability to analyze the data outpaced by the ability to collect data? Or is the 

data confusing or mixed with misleading information? Will artificial intelligence change any of 

these factors in the near future? And how does it interact with the increased uncertainty discussed 

in section 1.3.4. 

 

If anything, this cumulative dissertation demonstrates the importance of studying the impact the 

Internet is having on international affairs, which cuts across issue areas and affects the transition as 

well as the diffusion of power shaping the international system writ large. The first line of inquiry 

revealed that while rising powers contest the historical dominance of the U.S., their reactions differ 

significantly and can be partly explained by the divergence of political systems. Core article #1 in 

Appendix 1 outlines this analysis in detail. How this difference in behavior will influence the 

transition of power and balancing behavior in the long-run remains an open empirical question for 

future research. Meanwhile, the second line of inquiry highlights the arguably even more 

interesting set of questions associated with the diffusion of power and diffusion of reach the 

Internet has enabled. Core article #2 in Appendix 2 and the monograph included in the 

supplementary material shed light on this topic conceptually and empirically. Why and how non-

state actors will yield coercive cyber power in the future, including whether and to what extent they 

will work with the growing number of states interested in acquiring and using such power, will be 

an important topic to study further. Last but not least, the third line of inquiry went beyond 

analyzing whose power will be affected by focusing on how norms for cyberspace are being 

constructed. Core article #3 in Appendix 3 explains why the cyber norms process has unfolded as it 

has over the past twenty years including the recent collapse of the process at the UN in 2017 and its 

revival and reincarnation as two processes thereafter. This third line of inquiry also outlines some 

broader insights for the construction of norms for cyberspace and emerging technologies generally, 
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namely the influential role of state practice, considering that the speed of the technologies’ 

evolution and impact outpaces the speed of conventional diplomacy and international cooperation. 
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