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Quantum illumination reveals 
phase-shift inducing cloaking
U. Las Heras1, R. Di Candia1,2, K. G. Fedorov3,4, F. Deppe3,4,5, M. Sanz   1 & E. Solano1,6

In quantum illumination entangled light is employed to enhance the detection accuracy of an object 
when compared with the best classical protocol. On the other hand, cloaking is a stealth technology 
based on covering a target with a material deflecting the light around the object to avoid its detection. 
Here, we propose a quantum illumination protocol especially adapted to quantum microwave 
technology. This protocol seizes the phase-shift induced by some cloaking techniques, such as 
scattering reduction, allowing for a 3 dB improvement in the detection of a cloaked target. The method 
can also be employed for the detection of a phase-shift in bright environments in different frequency 
regimes. Finally, we study the minimal efficiency required by the photocounter for which the quantum 
illumination protocol still shows a gain with respect to the classical protocol.

The idea of covering an object with a cloak to render it invisible is an old dream in literature and science fic-
tion. However, it was not until the 1960’s that specific theoretical proposals emerged1, 2. The key paradigms of 
cloaking are based on the reduction or cancellation of the scattering cross section of an object by modifying the 
surrounding electromagnetic field, or steering of incident illumination around an object and reforming it on the 
other side. Although physical implementations of cloaking were impossible for many years, the last decade had 
seen a dramatic improvement in cloaking technology3–5 due to advances in metamaterials6, 7. Making use of these 
metamaterials, light reflected off of a background illuminates the cloaked object, which diverts and reconstructs 
afterwards the wavefront with the same trajectory. As a consequence, an observer only sees the background 
without noticing the object. Currently, several methods for cloaking, such as coordinate transformation4, 5, trans-
mission line8, 9 and metal-plate10 cloaks, plasmonic media11, have been proposed and experimentally compared12, 
as well as carpet13, exterior14 and space-time15 cloaks, besides illusion generators16 and acoustic cloaks17. Benefits 
and handicaps of each method have been analyzed in detail, evaluating reflectivity coefficients and phase shifts 
generated in the wavefront due to the cloak. Furthermore, in the last few years, it has been shown that it is possible 
to cloak targets in a different range of frequencies18, including microwave5, 19, terahertz20 and optical regimes21.

Quantum illumination22 utilizes quantum properties such as superposition and entanglement in order to 
detect the presence of a low reflectivity object in a noisy environment with a higher accuracy than any protocol 
employing classical light. In general, the idea consists in preparing a pair of entangled optical beams and irra-
diating the target with one of them, while preserving the other one in the lab. In comparison to classical light, 
the existence of quantum correlations allows us to declare the presence of the object with either a higher accu-
racy or less resources, achieving more than 3 dB using collective or adaptive measurements, which are extremely 
challenging with current technology23. The relevant figure of merit in this context is the signal-to-noise ratio 
(SNR) of the respective protocols. For optical frequencies, methods making use of multi-photon beams24, gauss-
ian states25, optical receivers26, and photon subtraction operators27 have been proposed, as well as experimen-
tal realization of quantum illumination protocols measuring photon-number correlations28 and demonstrating 
quantum-illumination-based secure communication29 and sensing enhancement30. Research in quantum illu-
mination has essentially focused on the detection of low-reflectivity objects, leaving apart phase shift detection. 
Nonetheless, the use of quantum properties to detect phase shifts has been addressed in other contexts, particu-
larly in quantum estimation methods31 and in quantum state discrimination techniques for quantum commu-
nication32, but generally in non-diffusive environments. Recently, quantum illumination protocols have been 
adapted to the microwave spectrum33, where classical protocols are known to be adequate for the detection of 
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macroscopic objects. Indeed, radar systems make use of RF electromagnetic waves in order to locate targets due to 
the object size. Additionally, the microwave regime is particularly relevant, since the atmosphere is mostly trans-
parent at frequencies around 20 GHz34. In this range, the atmospheric interaction with beams can be neglected, 
while infrared beams can easily be absorbed or scattered. There are numerous motivations for extending ideas 
from quantum illumination into a fully fledged quantum radar35, including space exploration, airspace control, 
and maritime radar applications, among others.

In this Article, we demonstrate how to exploit entanglement in order to detect a cloaked object with higher 
accuracy than any classical protocol. Cloaking methods are imperfect, since while trying to minimize photon 
losses, they introduce a phase shift after the deflection of the wavefront12. We exploit this effect to detect the 
presence of the object. In particular, we consider the realistic scenario of illuminating the target with a wavefront 
previously reflected by a noisy reference background. This interaction is simulated by a high-reflectivity mirror 
merging the signal with a bright thermal state modeling the noisy environment. We quantify the performance 
of the proposed quantum protocol in comparison to the best classical one, where the employed light can be 
described in terms of coherent states, by explicitly calculating the SNR for both of them and find a significant 
improvement of up to 3 dB. Furthermore, we propose a specific implementation of our protocol at microwave fre-
quencies making use of a Josephson mixer36 and photocounters. Finally, we calculate the minimal photocounter 
efficiency required for the quantum illumination to be still advantageous.

Given that metamaterial cloaking achieves extremely low photon losses in the microwave regime5, searching 
for new measurable properties is essential. Particularly, small phase disturbances have been observed in coordi-
nate transformation, transmission line, and metal-plate cloaks12. In this sense, it is necessary to discover the meas-
urement maximizing the distinguishability between the cases in which the cloaked object is present or absent. 
Actually, the optimal protocol for measuring a phase shift is based on interferometry, which is not implementable 
in our model, due to the interaction with the thermal environment.

Let us describe the elements of the protocols. We make use of a coherent state |α〉 and a Gaussian two-mode 
squeezed state |Ψ〉 for the classical and the quantum protocols, respectively. For the latter, while the idler remains 
in the lab, the signal beam is partially reflected off from the reference high-reflectivity background, which can be 
written in terms of the photon field as follows

η η′ = + −a a a1 , (1)h

where a (a′) is the bosonic annihilation operator of the incoming (outcoming) field in the signal, ah the annihila-
tion operator of the environmental field, and η is the reflectivity coefficient of the reference background. Hence, 
by this mechanism, the signal beam is mixed with the noisy environment, which is defined as a thermal state 
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this step, the signal beam is deflected by the cloak of the target. For the sake of simplicity, we consider that the 
phase change φ introduced by the imperfect cloak yields a transformation in the field given by

″ = ′ φ−a a e , (2)i

where a″ is the field after it has been deflected from the cloak. In case of a coherent state |α〉, the outcoming state 
would be |αe−iφ〉. Finally, the signal beam is received in the lab and a joint measurement is performed to detect 
a phase shift φ ≠ 0. Accordingly, the SNR is calculated, since this gives the improvement in the Chernoff bound 
determining the presence of the object27, 37.

a. Classical protocol.—In the following, we discuss the optimal classical protocol to detect a small phase shifts. 
A coherent state is prepared in the lab38
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Once the state is transformed according to Eqs (1) and (2), the quadrature in the angle of the coherent state 
is measured, which expectably gives the optimal SNR25, 26, 37 in the limit η ~ 1. Without loss of generality, we con-
sider α ∈ R and then the quadrature measurement is just 〈x″〉, a prototypical measurement in microwaves38–40. 
Therefore, the SNR in the classical protocol is given by the expression
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Here, = 〈 〉| − 〈 〉φ=x x x0 , so that the SNR is zero when the dephased angle φ = 0, η is the background reflec-
tivity, nh is the number of thermal photons, and 

N 12α=  is the number of photons in the initial coherent 
signal. See supplementary information for detailed calculations. From this expression, one can see that SNR 
grows with the number of photons in the signal beam, and decreases with the environmental noise. Note that the 
same result is achieved by considering the presence of the object before the reflection of the signal from the 
blackground.

b. Quantum protocol.—Let us analyze the improvement generated by a protocol using an entangled state, as 
depicted in Fig. 1. For this, we generate a two-mode squeezed state41 defined as
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Notice that, here, the number of photons in both channels is given by the parameter λ, = = =N N N2 1

a a12 1 1 12 1

2

2〈Ψ | |Ψ 〉 = λ

λ−
† . Then, the signal beam a1 is emitted following the same protocol shown for the coherent 

state, while the idler beam a2 remains in the lab. Therefore, the transformations of Eqs (1) and (2) can be directly 
implemented, adding the subindex 1 to the signal mode and noting that the idler suffers no transformation 

″ =a a2 2. The main difference here is that, since we are using entangled states, we can implement bipartite meas-
urements in the system that enhance the SNR of the quantum protocol. Specifically, we propose to measure the 
operator ″ ″ − ″ ″x x p p1 2 1 2 . The SNR obtained in this quantum protocol can be written as
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As in the previous protocol, the result is equivalent to the introduction of the interaction of the signal beam 
with the cloaked object before the reflection in the background.

Let us now compare the SNR of the classical and the quantum protocols. Notice that, in each of them, N 
denotes the average number of photons initially coming from the signal beam. In order to improve the classical 
protocol, the condition ( ) ( )S
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where we have used Eqs (4) and (6). Firstly, in the limit N ≫ 1, there is no improvement (see Fig. 2), so we will 
focus on the limit N ≪ 1, which corresponds to the case in which we want to detect the target without being 
detected. Considering the worst scenario cos2φ = 1, we get the expression
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Since the equation has to be negative and the parabola has a positive second derivative, the solutions of the ine-
quality are the ones between the roots of the equation with N > 0,
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Therefore, there exists always a finite N enhancing the classical protocol for any phase shift φ, since >η
η
− n 0th

1 . 
Let us study now the different regimes for a small number of photons N in the two-mode squeezed state. The ratio 
of the quantum and classical SNR can be approximated as:

Figure 1.  Pictorial diagram of the quantum protocol for the detection of cloaked targets. (a) A two-mode 
squeezed state is generated in the lab. The idler beam stays in a controlled transmission line while the signal 
is emitted toward a highly reflective background, η ≈ 1, where is mixed with thermal noise. When the signal 
comes back, it either can be directly received by the measurement device (b) or it can pass before through a 
metamaterial-cloak which covers a target we want to detect (c) In the latter case, a phase shift is introduced 
due to the imperfection in current cloaking elements. In any case, a bipartite operation is performed with a 
Josephson mixer onto the signal and idler beams. Finally the number of photons in the idler beam is measured, 
which gives the information about the presence of the cloaked object with a gain up to 3 dB over the classical 
protocol.
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up to corrections in O(N2). Considering the most physical scenario in which nth ≫ 1 is high due to the noisy envi-
ronment and a highly-reflective background η

η
− 01

~ , there are three possible regimes parametrized by the prod-
uct η

η
− nth

1 . In the first case, in which 


η
η
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1 , the gain is 2, as one may observe from Eq. (10). On the other 
hand, when n 1th

1


η
η
− , there is no gain, as discussed above. For intermediate regimes, we may observe that the 

zero-order term in Eq. (10) grows monotonously in nth
1 η

η
− , so one obtains an intermediate gain.

Up to now, we have shown that the measurement in the quantum protocol achieves a gain of up to a factor of 2 
with respect to the classical protocol. Let us now discuss how to perform this measurement in a microwave tech-
nology device. First, we rewrite it in terms of the annihilation operators: † †″ ″ − ″ ″ = +x x p p a a a a1 1 1 1 1 2 1 2 . In 
order to implement this interaction with photocounters, a Josephson mixer (JM) is required36. The transforma-
tion implemented by the JM in the signal and idler modes can then be expressed as

″′ = ″ + − ′′a G a G a1 , (11)1 1 2
†

a G a G a1 , (12)2 2 1
†″′ = ″ + − ′′

where, following the previous notation, ″ ″a a( )1 2  is the bosonic operator field of the incoming signal (idler) field, 
″′ ″′a a( )1 2  is the outcoming field and G > 1 is the chosen gain in the JM, see Fig. 3. Measuring the operator 

† †≡ ′′′ ″′ − − ′′′ ″′O Ga a G a a( 1)2 2 1 1 , in which the number of photons of signal and idler beams are subtracted with 
weights corresponding to the JM gain, and therefore are implementable via photocounters, we obtain the follow-
ing expression:

Figure 2.  This plot represents the inequality given by Eq. (7) in terms of the parameters N and nth. The yellow 
surface represents the left hand side of the inequality for the worst case cos 1φ =  and a value of the relative 
reflectivity = .η

η
− 0 21 . When this surface is above the orange plane, there is a gain of the quantum protocol with 

respect to the classical one. The larger is the relative reflectivity, the larger is this area.
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In order to obtain the ratio between the SNR of the classical protocol and the one involving the JM, we follow 
the same approach as in Eq. (10). It is straightforward to see that the third term corresponds to the measurement 
presented above, ″ ″ − ″ ″x x p p1 2 1 2 , and since the first term is a constant and the second term is small for N ≪ 1, the 
improvement with respect to the classical protocol is close to the one of ″ ″ − ″ ″x x p p1 2 1 2 , see supplementary infor-
mation for detailed calculations.

As can be seen, the implementation of this protocol in microwave technology requires photocounters. Up 
to date, several proposals have been studied to achieve photodetection in the microwave regime42–46, which 
can be extended to photocounters. In this work, we have observed that measuring correlations between 
the signal and idle beams in a single quadrature provides no gain with respect to the classical protocol and 
hence, more than one quadrature has to be measured at the same time. Even though we expect that this 
behavior is generic, we do not have a general proof. The photon number operator provides the complexity 
of measuring more than one quadrature correlation and its implementation might be the easiest way to 
perform the measurement.

For completeness, let us analyze the case in which the photocounters are not perfect. The gain of the 
whole protocol could therefore be defined as the product of the theoretically predicted gain multiplied with 
the photocounter efficiency. The latter is modeled by adding a beam splitter with reflectivity χ before the 
photocounter (see supplementary information). Considering that both photocounters have the same effi-
ciency, one finds
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us recall that the expression given by Eq. (14) is valid in the limit in which n (1 ) 1th η−  , N ≪ 1, and 1 1η−  
(detailed calculations can be found in the supplementary information). Moreover, the enhancement is actually 
linear with χ . However, if we take into account photon losses during the freespace path and losses in the JM, a 
slightly higher efficiency would be required.

Another source of errors is the imperfection of light sources. Indeed, while the generation of coherent states 
can be achieved with great accuracy, the production of the entangled light is more subtle. This issue has been 
theoretically and experimentally studied in microwaves in ref. 39. and it was shown that the main error sources 
are an imperfect initial vacuum, which means that we start in a thermal state before the JPA, and internal 
imperfections of the JPA. By studying the resilience of the entanglement with respect to these errors, the con-
clusions are that it affects mainly to the time window available to perform joint measurements in both beams, 
while the change in the degree of entanglement could be make negligible with respect to the inefficiency in the 
photodetection.

Summarizing, in this work we have proposed a quantum illumination protocol to detect cloaked objects, and 
we have specifically studied the implementation in quantum microwave technology. We have analytically studied 
the regimes in which there is a gain with respect to the optimal classical protocol by calculating the SNR. Indeed, 
we have found that the phase shift introduced by cloaking can be detected with a gain of up to 3 dB by employing 

Figure 3.  Scheme of the quantum protocol for detecting the presence of a cloaked object using microwave 
technology. First, two squeezed states are mixed with a beam splitter obtaining a two-mode squeezed state Eqs. 
(5). Secondly, the signal mode is mixed with a thermal state with a high-reflectivity mirror that emulates the 
background. After this, the object may suffer a phase shift φ due to the cloaking of the target we want to detect. 
Then, signal and idler beams are mixed with a Josephson mixer, and the number of photons is finally measured 
in the signal and idler channels. Red dashed lines show the transformations in the fields due to the elements of 
the protocol as shown in Eqs (1), (2), (11) and (12).
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entangled light beams and joint measurements. Moreover, we have proposed its implementation in microwaves 
making use of a Josephson mixer and two microwave photocounters. This work demosntrates the potential of 
quantum technologies, and in particular quantum illumination, for studying the fundamental quantum limits in 
the field of optical and microwave cloaking. From a technological point of view, it also motivates the development 
of the long-term missing photocounters in the microwave regime.
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